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Preface

Revision History

1.0 Initial release of document for September 2021
Release 2021.1.0

About this Guide

Welcome to the complete guide to getting started with Visual Workflow. Learn how to use Visual Workflow
as a Network Service Orchestration and Automation platform with AppViewX modules, including working
with inventory, connecting tasks and apps you know and designing workflows to automate repetitive tasks

and solutions.

Audience

This guide aims to introduce basic visual workflow concepts and guides you through your automation
journey. This guide is useful for experienced users with reasonable programming experience (Python),
trying to enhance their skills with automating network tasks. You can use AppViewX pre-built workflow
tasks, commands, API, SDK to automate across the L2-L7 layer, such as automate load balancers,
DNS, WAF, PKI, switches, routers, and other network elements. This guide is intended for the following

audience:

* DevOps

» Network Engineers
* Architect

* NetDevOps

* SceOps

* PKI

Text Conventions
The following text conventions are used in this document:

boldface Boldface type indicates graphical user interface elements associated with
an action, or terms defined in the text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 10



codeblock Indicates commands with a paragraph, URLS, codes in examples, text that

appears on the screen, or text that you enter.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 11



Chapter 1. Module Overview

AppViewX'’s Visual Workflow is a hybrid cloud automation and orchestration platform that allows for

simple and complex network automation within your infrastructure.

Visual workflow supports a wide range of device types, vendors, actions and integrations, in order to help

you manage and automate your entire network with a unified automation and orchestration platform.

Visual workflow’s primary interface is through both the Web GUI interface and a HTTP Restful API. A

developer would use this API for programmatic access.

AppViewX'’s Visual Workflow offers:

* Hybrid/Multi-cloud network orchestration and automation

« Single service platform with self-servicing Automation and API orchestration.

» Workflow Orchestration of system of records (SOR) across diverse application and infrastructure
domains.

» DevOps, GITOps automation

Solutions

» Automate Application delivery and security (LB, DNS, WAF) services
« Automate Certificate Lifecycle Management (CLM)

« Automate Network Firewall changes

» Automate Cloud services

» Routers/switch automation

« Continuous compliance Automation

» Automate Vulnerability Detection (CVE) and Reporting

« Event driven automation, Closed loop remediation

Salient Features

» Automate network configurations and change automation

« Automate repetitive tasks for faster network changes and free up your time for more strategic initiatives

- Automate repeatable network patterns across operations and development using the same powerful
and agentless automation platform

« Separate the workflow task execution from the execution layer (via AppViewX vendor modules)

« Prebuilt tasks and solutions: Automate application and security services quickly using out of the box
automation tasks and solutions

+ Design simple and complex workflows

» Improve agility, reduce operational costs, and automate repetitive tasks

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 12



Module Overview

» Programmable GUI: Bring your own automation within a unified GUI-based framework

* BPM (Business Process Automation): Streamline and map the business process, teams, and

technology

» Workflow tasks: Obijectivity of business logic is maintained through separate tasks

» Reusability: Offers reusability of workflow(s) and workflow task(s) for quick turnaround

« Intuitive: Offers control directly to the user to define a customized automation workflow

* Rule Engine: Custom Rule builder to aid event driven automation

* Visual Representation: Offers a visual representation of the entire automation and orchestration flow
* Integration: Integrate and automate with Multi-vendors (ITSM, ADC, PKIl, DDI, DevOps, SDK, Open

source tools)

% Technology Integrations

Enterprise-Ready — Service Orchestration and Automation
",.ﬁ:.';:u APl orchestration
[ R —
[ = LT e
s e
On. appviewX B ~o ouce wams une O
o _ ' BN o s § e
S ==n
BvROE e
puppet d
i Events 1 O Eabucket
"1 gz
sprundc
Low Code
e Jenkins Aubomation

BETVRCEN
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Chapter 2: Prerequisites

Web Browser Requirement

Internet Explorer [ v11.0.9600.18817 or later

Firefox v74.0.1 (64-bit) or later

Google Chrome |v85.0.4183.83 (64-bit) or later

Copyright © 2021 AppViewX, Inc. All Rights Reserved.



Chapter 3: Getting Started with Visual Workflow

Visual Workflow Concepts

» Workflow Studio: An inventory to design and manage automation workflows, design self-service
reports (Build your own Reports), design self-service catalogs (Build your own Pages) for NetOps,
SecOps, App teams and PKI admin.

For more information, refer to the section on Visual Workflow Studio.

» Tasks: Tasks are the units of action (aka automation lego blocks) in Visual workflow. Tasks can be
of various types depending on the nature of automation such as User Interface tasks, Scripts, YAML,
REST API, or pre-built network automation tasks.

For more information, refer to the section on Workflow Tasks.

* Variables: Workflow variables are properties that help define or describe the workflow activity required
to perform per task. Variables provide the ability to store data (within a task) and can be referenced
across any stage of the workflow automation process, thus enabling the flow of data seamlessly.

For more information, refer to the section on Variable Mapping.

» Nested Workflows: An ordered list of tasks and workflows bundled together to enable their execution
in an order repeatedly. Nested flows can include variables, tasks, and even a complete workflow.

For more information, refer to the section on Nested Workflows.

 Pre-built Task Library: A folder consisting of pre-built automation tasks and solutions with device,

vendor information, tags, and standard Input/Output variables defined.
For more information, refer to the section on Getting Started with Prebuilt Workflow Tasks.

* Role Based Access Control (RBAC): RBAC ensures access control permissions across tasks,

workflows, permissions to one or more users, and user groups.
For more information, refer to the section on RBAC.

« Visual Workflow Request: The Request console allows you to execute workflow(s). Workflows can be
executed manually or can be scheduled.

For more information, refer to the section on Visual Workflow Request.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 15



Chapter 4: Role Based Access Control

* Qverview

Resource

Role

User Group

User

Overview

With role based access control (RBAC) you can assign permissions to users for accessing the module
and allow/restrict them to perform certain actions.

Resource

To get an overview of the actions authorized for a particular resource:

1. From the upper left corner of the screen, click = .
2. From the menu displayed, select Account > Resource.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Role Based Access Control

appviewX

Dashboard

Control Center

ADC+

CERT+

Pages

Studio

Request

Collection

Inventory

Account

System

Logging

Alert

Settings

3. On the Resource page, click on the resource name.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Role Based Access Control

Nama Dencription

4. To see the actions authorized for this resource, click Access Control.

Agewid control

. - |
EBED

5. To see the permissions assigned to the resource in the Workflow Studio, select Workflow Studio.

Access control

T B E
= E
B 232
8 &2
B2 @=:=

Tl BroE
B 23
B o e
B 0 e
| [ - |
B @

The following permissions can be defined:

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Role Based Access Control

» Read (R): To allow only Read access to the resource, click R against the Workflow name. The resource
will not be able to modify the workflow.

» Read/Write (RW): To allow a resource to view and modify a workflow, click RW against the workflow
name.

« Select/Unselect: If you unselect a particular workflow, that workflow will not be available in the Workflow
Studio Inventory.

6. To see the permissions assigned to the resource in the Requests console, select Workflow
Requests.

Access centrol

v |

= . O O - O . - . . |

Note: If you unselect a particular workflow, that workflow will not be available on the Workflow
Request page.

7. Click Save.

Role

To get an overview of the actions authorized to a particular resource:

1. From the upper left corner of the screen, click = .
2. From the menu displayed, select Account > Role.
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Role Based Access Control

appviewX

Dashboard
Control Center
ADC+
CERT+
Pages
Studio
Request
Collection
Inventory
Account
System
Logging
Alert

Settings

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Role Based Access Control

3. On the Role page, select any role from the list of roles, for example admin.

Hame Description

LAt

4. To see a list of functions authorized for this role, click Authorized Functions.

Aiithedited hsntion

O - - - - - - -
4
=]
&

5. To see the actions authorized in the Request module, under Request, click Workflow.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Information Authorized functions

v All functions

v ADC
v CERT
v Cloud
v DN5S

v Firewall

, Genaral

¥ MDM
J Pages
J Praxy

- Regquest
- Workflow
* Action

» @ User Preference

b Router

¥ Server
’ Studio
’ Switch
v WAF
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» Permissions defined under Action.

Infermation Authorized functions

3 All functions

. General

* MOM
¥ Pages
@ Proxy

- Request

oo a@
)
[=]

v B Router

o Waorkflow

- Action (|

Aleort

Clane
Pause f Resume
Whack
SChedule
Trigger
Wiew all requests (]
Wiew my requests

Wiew USErgroup requests |

. User Preference

The following table describes the various actions that can be authorized or restricted for a user within

workflows:

Abort

Provision to allow or restrict a user to abort a workflow request instantaneously.

Clone

Provision to allow or restrict a user to clone a workflow request with a different
name.

Pause / Resume

Provision to allow or restrict a user to pause or resume a workflow request.

Rollback Provision to allow or restrict a user to trigger an alternative rollback workflow that
you have added or imported for a workflow.
Schedule Provision to allow or restrict a user to schedule a specific time to initiate a workflow

request.
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Trigger Provision to allow or restrict a user to trigger or submit a workflow request

View all Provision to allow or restrict a user to view submitted workflow requests of all
requests users.

View my Provision to allow or restrict a user to view workflow requests initiated by the user.
requests

View usergroup [ Provision to allow or restrict a user to view workflow requests initiated by the
requests usergroup.

Permissions defined under User Preference.

Role > M

Information Authorized functions

3 All functions
v Proxy
- Request
@ Workflow
» Action (i

- User Preference |

Show All requests G
Show Audits

Show Custom reports
Show Failed requests @
Show Manage catalog G
show My workflow
Show Open requests |
Show Overview G

Show Preference
Show Request logs
Show Scheduled jobs g
Show Success requests G
Show assigned requests G

The following table describes the various actions that can be authorized or restricted for a user under
User Preference:
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Show All requests

Role Based Access Control

Provision to show or hide All requests menu for a user.

Show Audits

Provision to show or hide Audit menu for a user.

Show Custom reports

Provision to show or hide Custom reports menu for a user.

Show Failed requests

Provision to show or hide Failed requests menu for a user.

Show Manage catalog

Provision to show or hide Manage Catalog menu for a user.

Show My workflow

Provision to show or hide My workflow menu for a user.

Show Open requests

Provision to show or hide Open requests menu for a user.

Show Overview

Provision to show or hide workflow dashboard Overview menu for a user.

Show Preference

Provision to show or hide the Request Landing preference menu for a

user.

Show Request Logs

Provision to show or hide Request logs for a user.

Show Scheduled jobs

Provision to show or hide Scheduled jobs menu for a user.

Show Success requests

Provision to show or hide Success requests menu for a user.

Show Assigned
requests

Provision to show or hide Assigned requests menu for a user.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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6. To see the actions authorized for the user in the Workflow Studio, under Studio, click Workflow.

Role > M

v B
» 8
» @
v @8
-8
v 8
v @
v @
~ @

v @
» @

Information

Authorized functions

»@ Al functions

Request
Router
Server
SSH
Studio
Pages
Reports
Rules

Waorkflow
Clone

< <

Create / Modify ¢

Delete G

(< <

Export G

a

Import G
Shared folder

< I <

View

Switch
WAF

Save Cancel

The following table describes the various actions that can be authorised or restricted for a user in the

Workflow Studio module:

Clone Provision to allow or restrict a user to clone an existing workflow.

Create / Provision to allow or restrict a user to create or modify a workflow.

Modify

Delete Provision to allow or restrict a user to delete an existing workflow.

Export Provision to allow or restrict a user to export disabled workflows.

Import Provision to allow or restrict a user to import workflow details as a .zip file.
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Shared Provision to allow or restrict a user to share a folder that contains logically grouped
Folder workflows.

View Provision to allow or restrict a user to view detailed information of workflows.

7. Click Save.

User Group

To see the details of a particular user:

1. From the top left corner of the screen, click = .

2. From the menu displayed, select Account > User Group.
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appviewX
Dashboard
Control Center
ADC+

CERT+

Pages

Studio

Request
Collection

Inventory

Account [ Resource

System > 7 Role

Logging User Group

& Alert 1 User

[l Settings

User Group details are displayed.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 28



Role Based Access Control

M Dewcription Arugned Roles. Rssigned Resources Anzigred Rubes Aagred Usors Sastun

User

To see the details of a particular user:

1. From the top left corner of the screen, click = .

2. From the menu displayed, select Account > User.
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appviewX

Dashboard

Control Center

ADC+

CERT+

Pages

Studio

Request

Collection

Inventory

Account

System

Logging

Alert

Settings

User details are displayed.
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Role Based Access Control
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Chapter 5: Visual Workflow Modules

» Studio: A placeholder for you to design simple and complex workflow(s).
* Request: Request console allows you to execute workflow(s). Workflows can be executed manually or
can be scheduled.
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Chapter 6: Visual Workflow Studio

To access the Visual Workflow Studio module:

1. Log into AppViewX with valid credentials.

appviewX

2. To access the navigation pane, hover the mouse over the = icon.
3. From the menu displayed, select Studio > Workflow.
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Visual Workflow Studio

appviewX

Dashboard

Control Center

ADC+

CERT+

Pages

Studio

Request

Collection

Inventory

Account

System

Logging

Alert

Settings
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The Workflow inventory page is displayed.

Visual Workflow Studio

Cartificats Creats 0OB

certificate trust puih with

= O

Autemate kodification of

S5H Request Access

= o

Renew Rapanarats Reissu,

= O

Deelein LB Server on Kigns

Automate Deletion of AFA

AD{ Duiable Marror Failloy.

o]

Cartificate Expiry Report O

= O

Creats LD Sérver on Nging

Openshilt Plugin Installes

- i o]

Certificats Revols 008

= O

Maodify LB Server on Mginx
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Chapter 7: Getting Started with Prebuilt Workflow
Tasks

» Overview

* FAQs - Connecting Workflow Tasks

« Sample Workflows using Prebuilt Tasks
» Application Delivery Automation

* Auto-generate Forms

« Automate DNS Services

» Change Automation

» DevOps and Continuous Configuration Automation
» GitOps Integration

« Utilities

« SDK Automation

Overview

In order to get you started with automation, the FAQs folder within the studio has some quick references

to aid you in using simple tasks, variables and workflows, and basic workflow features.

FAQs - Connecting Workflow Tasks

The FAQs folder contains quick reference workflows that will help you in designing and understanding
workflow features. The FAQ workflows are available as part of the AppViewX Installation.

Following are a few sample flows that will help you learn how to connect tasks:

* Script to any task

« Form to any task

* Using Diff Checker

* Using Charts

» Using Loops

» Using Auto Email Approvals
» Using Hooks
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+ Add

Application Delivery
IPAM
ITSM
Certificates
DevOps
GitOps
Reports
Network
Solutions
Utilities
Script to any task
Diff Checker
Form to any task

Magic Variables & Hooks

Email Approval
Charts

Loops
Review and Implement

ServiceNow Change and

Ansible Host File Usage
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Getting Started with Prebuilt Workflow Tasks

* How to Connect Form to Form
* How to Connect Form to Script
* How to Connect Script to Form

* How to Connect Script to Script

How to Connect Form to Form

You can design workflows to pass data between multiple form tasks using global variables.

1. Design a workflow.

Form to Form master Workflow  poilback

* Mame

Description

Tt w  Workflow ek o GIT Actions. I Proview ; Clonnic [ @ @ Varabls Mapping
i Form i Farm
e o
k] o
i 0
o @Y @O
5 o
" L]
° B
< o
- L

3. In the Gallery window, to design a new form, click "'E'-l .
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Gallery =

Forms €@ Select categories = Q ey
*=
BIG-IP LTM - Dat... o BIG-IP LTM - Get.. o BIG-IP LTM - Get.. o
Basic certificate ... o) Bluecat - Host R... o) Bluecat - Single ... o Certificate Input... o
Create Virtwal 5.. [o] Create cbjects ... & DS AppOwmer ... & Delete Virtual 5. &

4. Under the Information tab, enter the Task name.

= Forrm with Email Notification = Input Details

Infarmation Form bullder Hooks Resource & settings

o

* Task name rigit Details

Task descripian

* Task IDx crestelcem_1 _

* add Information

AR L%

i

Mol £ B I UE

Fonm task algws for building of 8 dymamic seil-5envice fonm or cataiog in ordaer 1o caplure 5ed inputs as part of the
workfiow sapcLiion procoss

Tags X User imterface X Form

N =

5. Click Next.

6. To add the form fields, under the Form builder tab, click + .
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d= Form wits Ermad Morifcaton = ngun Detads - = j e
e ation Porm buskiar Hasla Rrreres & BTG
L Foplefl oG Labsina L L Wby Hophy ALY gy Farest Yalsdaiips  Hulp Grnvp Profily sciwis Mpmfipnpey Unad prip ekl v,

7. In the Field properties window, define the form field to get user inputs.

Field properties

? %

* Label name Fred Says
Field type Text box
Valuas Hello World !

* Field ID FredsMessage

Global variable

Hooks W
ACL filter MNone L
Depends on

Validation Select custom regesx... W

e e

[ Note: For more information on adding form fields, click here.

8. Under the Resource & Settings tab, declare the Global Variable.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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€ Form To Form :: Fred's Farm
Infarmation Form builder Haoks Resource & :Q-Ltl'ﬂg}
Salect all
H FredsMessage
Global variable
=n
9. Click Save.

10. Drag and drop another Form task to receive the inputs from the first form.

11. Define the form fields to receive inputs from the first form.

&= Farm Tol

Foild 10

= = Barray's Foerr

Pt e

Labal rarry

Ferldppn

Wmbary Haghy ACLA T Farami 10

Vildaibs  Hela

Gresgp

Pralds o

Wardalary

Baad pmly

12. In the Field properties window, refer the global variable declared in the first form (<%Fredsmessage%>).
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Field properties

* Label name
Field type

Values

* Field ID

Global variable
Hooks

ACL filter
Depends on

Validation

Barney Checks
Multi-line

<HWFredsMessage®=

BarneysReply

@

Mone

Select custom Fegex...

Getting Started with Prebuilt Workflow Tasks

[ Note: You can also see the variable mapping in the Global Variables Inventory.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Getting Started with Prebuilt Workflow Tasks

Variable Mapping  Global Varlable  Magic Varlable

Task id Task nama Flow nsme

Task id Task nams Flow maima

[ Note: For more information, refer to the section on Global Variable Inventory.

13. To connect the tasks, hover your mouse over a task and click o

Form To Form X

sfom & Q@ WY @ O

"
>/

5 RE ow

14. Hold and drag your mouse to connect to the next task.
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Form To Form *

gFrm ah @ Y @ O

(»)

iy

e
Start_Flow.
A >

_

Fred's Form

15. Connect all the tasks in the workflow.

Form To Ferm k.

WP o @ WY @ O

Start Pl

Fresd's Fonm

16. Enable the workflow.

[ Note: For more information on enabling a workflow, click here.

17. From the top left corner of the screen, click
18. From the menu displayed, click Request.

19. On the Request :: Overview page, from the navigation pane on the left, click View/Run.
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20. To trigger the workflow, on the Request :: View/Run page, search for the Form to Form workflow and

click ”

View/Run @

Overview
Custom reports

Form to Form

Scheduled jobs

(@ Schedule

21. Get inputs in the first form (Fred’s form) and click Next.

Data is passed into the second form (Barney’s form).

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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Note: For more information on how to connect other tasks in the Visual Workflow studio, refer
to the section Connecting tasks in Workflow Studio.

How to Connect Form to Script

You can pass data between a form and a script task using global variables.

1. Design a new workflow.

Form to Script v  Workflow  pollback

v  Werkfew poidbock b Froview: Clnsic B g O Variable apping

£  Form to Scripgt
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3. In the Gallery window, to design a new form, click 'I"E-l .

Gallery L

Forms B Select categories =

=

E é
E E

Getting Started with Prebuilt Workflow Tasks

é

BIG-IP LTM - Dat... o BIG-IP LTM - Get..

E

Basic certificate ... & Bluecat - Host R... o Bluecat - Single ..

E

Create Virtual 5.. [o] Create cbhjects ... fa) DS AppOwmer ...

Lo

Q

%

BIG-IF LTM - Get...

%

Certificate Input...

E

Delete Virtual 5.

4. Under the Form builder tab, define the form field(s).

#= Form To Serigt = Fem

e Vi . By sk Birbasion b el lags

=N =

0 Pk 3 Labelra_ Pl type Waban Heok ALA- Dupr.  Parsetis  Vabdation

[ Note: For more information on adding form fields, click here.

5. In the Field properties window, declare the Field ID as the Global Variable.
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Field properties ? %

* Label name Fred Says
Field type Text box ~
Values Hello World

* Field ID FredsMessage
Global variable m
Hooks w
ACL filter MNone w
Depends on
Validation Select custom regex. v

Update Cancel

6. From the General section, drag and drop the Script task.

TR - WorkBow  polhueh A GIT Actions W & Varshis Mapperg €5 validae
{ Form To Saript L4
> L]
o o
1= @ v e o
(1]
®
L] e
W ElE
s o
B g
= s o
w
F
o °
& o
2 o
2 °

7. In the Script task window, define the script to get inputs from the form task and print data in the logs.
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8. Connect and enable the workflow.

>
@ e
=
¥ - > Farm
>
Start_Flow

gt Edimode @ 7 P »
Properties nput! Chatpaut Warisbles 2
BEneral —
Gy
script_1
2
ot
=
(] o
oM oFF |}

Stop_Flow

[ Note: For more information on enabling a workflow, click here.

9. From the top left corner of the screen, click .
10. From the menu displayed, click Request.
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11. On the Request :: Overview page, from the navigation pane on the left, click View/Run.
12. To trigger the workflow, on the Request :: View/Run page, search for the Form to Script workflow

and click

View/Run @

Overview

Custom reports

Form to Script

Scheduled jobs

() Schedule

* Inputs received in the form.

* Script is executed.
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Note: For more information on how to connect other tasks in the Visual Workflow studio, refer
to the section Connecting tasks in Workflow Studio.

How to Connect Script to Form

You can define a variable called “Hello World” through the Script and pass the data to a Form task.

1. Design a new workflow.

Script to Form master v  Workflow  Rollback

Levips

2. From the General section, drag and drop the Script task.
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3. In the Script task window, under the General section, define the Script.

(Frepar i

Germral

Getting Started with Prebuilt Workflow Tasks

Input/Gutput Yariablm

4. In the Script task window, under the Global variables section, declare the global variables in order to

refer the value in the Form task.

Global variables )

List

FredsMessage

O

Total records: 1

i

Freds Message

FredsMessage

GlobWVar

5. In the Script task window, under the Custom message section, define custom messages to be

displayed during transitions.
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Custom message (i) =

sending message to Barney

6. From the User Interface section, drag and drop the Form task.
7. Define form field(s) and declare the Global Variable <%Fredsmessage%> to be referenced.

= Sevign T e Favr 8 I + =
T-ot v Brgdichyr
Pl 03 Lol A8 Heskd Wb skl Fray Lo Faree 1D walsdite  Halp Cgasp Frofds screa [EFTEFEERS R £y FARTY
El N
[ Note: For more information on adding form fields, click here. j

8. Connect and enable the workflow.

oN oFFr |

::fl.;
o —

St'c:p_ Flow

- .
-~ Srript

Start_Flow Form
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[ Note: For more information on enabling a follow, click here. j

9. From the top left corner of the screen, click .
10. From the menu displayed, click Request.
11. On the Request :: Overview page, from the navigation pane on the left, click View/Run.
12. To trigger the workflow, on the Request :: View/Run page, search for the Script to Form workflow

and click
View/Run m
Script 1o Form Rollback workflow
Archive Waorkflow Reguests Openshift Plugin Installer
0] 0

* The Script is executed.
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 The data is passed from Script to Form.

() —0—0—¥

Note: For more information on how to connect other tasks in the Visual Workflow studio, refer
to the section Connecting tasks in Workflow Studio.

How to Connect Script to Script

You can define and declare values from one script and pass them into another Script task.

1. Design a new workflow.

Script to Script master b Workflow  Rollback

2. From the General section, drag and drop the Script task.
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v I reec TR s [
o % SoriptoeSorip
o o
( o
9 o
I o
= o
L]
= o i
|.7E $ivp
07} haty 0
H o
BB °
ko s
P o
=g o
3. In the Script task window, under the General section, define the Script.
Freos Script & ¥ Elmode® 7 P S~ X
Properties InpetiQutput Variablas ]

Genaral -

4. In the Script task window, under the Global variables section, define and declare the value as a
global variable.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 56



Getting Started with Prebuilt Workflow Tasks

Global variables (D —

i |

List ¢ Mar Freds Message
FredsMessage

GlobVar

Total records: 1

5. In the Script task window, under the Custom message section, define the custom messages to be
displayed between workflow stages.

Custom message (i) —

Hald on Fred

Barney got the Message

something went wrong

6. Drag and drop another Script task into the workspace.

[ Tip: You can also right-click and clone the first script task.

7. Refer the global variable value from the first Script.
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Barney's Sorigt # ¥ Edimode® 9 P & X
Properties Aputy Output Warisbles D
General =

s
seript_2
2

8. Connect and enable the workflow.
Script bo Soript v Workdlow  polback

Seript 1o Seript k]

LY
" LIE]
x AT
tart_F¥ A
Start_Fiows o - Saript 1
k) A
Fred's Script Stap_Fc
[ Note: For more information on enabling a workflow, click here. ]

9. From the top left corner of the screen, click = .
10. From the menu displayed, click Request.
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11. On the Request :: Overview page, from the navigation pane on the left, click View/Run.
12. To trigger the workflow, on the Request :: View/Run page, search for the Script to Script workflow

and click

View/Run @

Overview

Custom reports

Script to Script

Scheduled jobs

() Schedule
* The script is executed.
—
* CIT—
-]

* Values are passed from one script to another.
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Bartary i Wi

Note: For more information on how to connect various tasks in the Visual Workflow studio,
refer to the section Connecting tasks in Workflow Studio.

Sample Workflows using Prebuilt Tasks

This section will walk you through a few sample workflows that describe the step-by-step process of
creating workflows using prebuilt tasks.

» Form with Email Notification
 Executing a Ping Check using Command Task
* Creating A Record on Infoblox device using prebuilt tasks

* Creating a VIP with Incident Ticket

Form with Email Notification

You can design a workflow to send an email notification based on the details provided in a form.
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1. Design a new workflow.

Form with Email No... master Workflow  Rollback
* Name Form with Email Notification
Description
Category Default v + |
Subcategory Default W +
o

2. From the User Interface section, drag and drop a Form task.
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Form with Email No... master v  Workflow  Rollback
¢ Form with Email ...

T -0
aal Chart 0

]
®

Source Control

General

[1111)
<IHT)
2
2
]
sl
F

5
=]

Change Management
erface

Motification

[ra)
(=]
G

Application Delivery EoiFem:
Grid i)

-

IPAM
ITSM
Certificates

DevOps

B @
5 T
= 3
= =]

GitOps

Reports

3. To design a new form, in the Gallery window, click "'E-I .

Gallery ]

Forms €3 Select categories = Q -
-
BIG Da o BIG-IPL Ge o BIG-IP L Ge o
Basic certificate ... & Bluecat - Host R.. o Bluecat - Single .. o Certificate Input... o
Create Virtwal 5. [o] Create objects .. & DS AppOwmer .. & Drelete Virtual 5. &

4. Under the Information tab, enter the Task name.
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= Form with Email Notification = Input Details
Infarmation Farm bullder Hooki Resourcs & settings
] 148 )
Task
. Mol & B I UE=ANETL®S®

Fonm bask W Jing of @ dy CHET m 1 n v b Caprhu w is ol
M W aRaCan

i b 4

5. Click Next.

6. To add the form fields, under Form builder, from the top right corner of the screen, click T

4= Form with Emud Nonfeaton = Ingin Detads !

Paresi 0 Profils ot L ]

MEH_ Gwpr Validatios  Help [

Bnad wrly

okl v

o

7. Add the following form fields and turn on the Global varibale toggle to enable the field IDs as global

variables:

* Enter your name: Field type - Text box, Field ID - name

« Enter your email address: Field type - Text box, Field ID - email
 Enter your message: Field type - Multi-line, Field ID - message

[ Note: For more information on adding form fields, click here.

8. Click Save.
9. From the Notification section, drag and drop and Email task.
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Aolback @ GIT Actions W P Proview : Qussic & @
{  Formwith Email ..
i)
- (=
(i} £, ‘ b “ [} Ernad

Input Details

10. In the Email task window, under Properties, in the General section, refer the global variables defined

in the Form task.

Propestion

InpuEiOutput  Variables ]

el 1

Pl : B I UE=

A TE

A m R

11. Click Save.
12. Connect and enable the workflow.
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Form with Email ...

mrom an @ W @ O
-

P
- =

> Input Details Ernall .

e

Start Stop

[ Note: For more information on enabling a workflow, click here.

13. From the top left corner of the screen, click .
14. From the menu displayed, click Request.
15. On the Request :: Overview page, from the navigation pane on the left, click View/Run.

16. To trigger the workflow, on the Request :: View/Run page, search for the Form with Email

Notification workflow and click

Catalog Form with
Owerview
Custom reports Default
pUESIA * Form with Email Notification O

Scheduled jobs

17. Enter the details in the input form.
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—

18. Click Submit.
« Email notification successfully sent.

B —8—8 "

« Email notification received.
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New message from External| Inbox

support@payodaweb.com

to me -

appviewX Notification

Request ID: 21 | Workflow Name: Form with Email Notification

Hi, You have received an order

Please do not reply as this is an auto generated email by AppViewX

Executing a Ping Check using Command Task

You can design a workflow to use the Command task to execute a ping check on a hostname or server.

1. Design a new workflow.
2. From the User Interface section, drag and drop a Form task.
3. In the Field properties window, define the form field to get the Server IP or Hostname as shown.
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Field properties 2 %

* Label name Enter Server IP or Hostname
Field type Text box -
Values

* Field ID hostname
Global variable ﬂ_l
Hooks -
ACL filter Mone o
Depends on
Validation Select custom regex... -

i

4. Declare the Field ID as a global variable, <%hostname%>, to be referred in the next task.

[ Note: For more information on adding form fields, click here. j
5. Click Save.
6. From the User Interface section, drag and drop the Command task.
Exeoime Ping using .. asLer v Workllow  poaback & GIT Actions. F Proview :Classic @ @
{  Execute Ping wiin..
" o
b e 2
BHET (]
| O
[&) o o B .
I 8 nput Details
Stop
L o o
=] o
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7. In the Command task window, under Properties, in the Configuration section, click View Samples.

Command # ¥ Echt mode &

Propetieg InpaatiChatput Wanaklar 2
Configuraticn

The Command Samples window is displayed.
Command Samples " X

Ping Check

Dig

nslookup

telret

Linux - List Filas

Linux - Copy File

Linux - Mowe File

Simple Command

Command Task with Rules

1-20 of 20
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8. Click View next to the Ping Check command.
9. To use this command, click Use Sample.

Command Samples

¢ Back

Ping Check

Command task configuration to execute Ping check

name: Execute Ping Check
device: M/A
commands :
i
command: plng - server

10. Refer the global variable <%hostname%> defined in the form task.

Condiguration

[ Note: device: N/A implies that the command will be executed on AppViewX server.
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11. To add this configuration, click Add.
12. Click Save.
13. Connect the workflow tasks.

»  Execute Ping usin...

grom g @ Y @ O E
-

- %
Input Dwtails Camrmand

[

Start

14. Enable the workflow.

15. From the upper left corner of the screen, click .
16. From the menu displayed, select Request.

17. On the Request :: Overview page, from the navigation pane on the left, click View/Run.

18. To trigger the workflow, on the Request :: View/Run page, search for the Execute Ping using

Command task workflow and click

Catalog execute
Overview
Custom reports Default
View/Run * Execute Ping using Command task

Scheduled jobs
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19. Enter the Server IP in the form.

20. Click Submit.

21. To execute the command for performing ping checks on the server, click Submit.

=
Canfig 1 sl
o
|
« Command is executed.
—=—
Cenfig 1 Ty

* Logs showing the server response.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

72



Getting Started with Prebuilt Workflow Tasks

Creating A Record on Infoblox device using prebuilt tasks

You can design a workflow with an auto-generated form to create A record on an Infoblox device using
prebuilt tasks.

Note: Before creating the workflow, ensure that the device(s) are available in the Device
Inventory.

1. Design a new workflow.

2. From the navigation pane on the left, click next to the IPAM folder.
3. Under IPAM, click Infoblox.
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Create Arecordon.. »

Q Search by tag, task

+ Add

Source Control

General

Change Management

User interface

Notification

+ Application Delivery
+ Bluecat
Infoblox

Create
Modify
Delete

Utils

Samples

4. From the Create folder, drag and drop the prebuilt task Create A Record.
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@ GIT Acthors w W Preview:Classic @ @ 8 Varable Mapping

el

The Creating A Record window shows the Input variables required for this task in the Citizen mode.

WEEmce® F P & X

Lagi

b ot LA Y

Tagy

Note: For more information on switching between Edit mode and Citizen mode, refer to the

section on Edit mode/Citizen mode.

5. To view the API configuration details, in the Creating A Record window, select the Edit mode

checkbox.
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Creating A Redord #

Proparbies Ingpaut Drtpaut wariablas

Caonfiguration

Creating A Record #

Propertes Input/Outpat varisbles

6. Click Save.

7. To design an auto-generated form, click Form above the Start task.
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Create A record o..,

i
F ®

HMart Stop

-

=) above the Creating A Record task.

9. Enter the form details and click Create.

10.

11.
12.
13.

14.
15.
16.

Connect and enable the workflow.

From the upper left corner of the screen, click = .
From the menu displayed, select Request.
On the Request :: Overview page, from the navigation pane on the left, click View/Run.

To trigger the workflow, on the Request :: View/Run page, search for the workflow and click
Enter the input details in the form.
Click Next.

Creating A record task is completed. A record created on Infoblox.
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) o Gl
[ ot Fosers +
* Bockmans . [H4S Hame ~ [l contains [l LA B o Seamch
Hnﬂqq:ih * Flirga
B URL Links +

p— ARe DNG Vi FOIDN

e

Creating a VIP with Incident Ticket

The ITSM folder allows you to leverage the prebuilt tasks for designing ITSM automation workflows.

Note: Before designing the workflow, ensure that you have configured an instance to integrate
with the ITSM vendor. For more information, refer to the section on ITSM Vendor Configuration

To create a VIP with Incident ticket:

1. Design a new workflow.

2. From the navigation pane on the left, click next to Application Delivery.
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Create a VIP with In... v

+ Add

Source Control
General
Change Management

User interface

Notification

Application Delivery

& IPAM
+ ITSM
Certificates
DevOps
GitOps
Reports
Network
Solutions
Utilities
FAQs

3. Under Application Delivery, select F5 BIG-IP CLI Commands > LTM > Virtual.
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Create a VIP with In... W

Q. Search by tag, task

Source Control
General

tasks

Change Management
User interface

Notification

Application Delivery
F5 BIG-IP SDK
F5 BIG-IP CLI
LTM

Create
Modify
Delete
GTM
Utils

Solutions

4. To create a virtual LTM server, drag and drop the prebuilt Create LTM Virtual task.
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% o
*
Eix o
ks o
\
LI ES ®
]
[w T
kg CreateLmh . X i
LY
six ! .
LY
ki -
e
LTFS L .
.
Rl CresteLTh W
M
Kfa Crests LT Ll
rw
kil Creste LR SHaT o
e
iy Srests LIMVAL o

The Create LTM Virtual window shows the Input variables required for this task in the Citizen mode.

Create LTI Virmual # WiEmede @ 3 P & X

Infeamacian

Legs

Tagi

5. To view or edit the task configurations, in the Create LTM Virtual window, select the Edit mode
checkbox.
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Create LT Viroual #

Legr

Create LTM Virtual task in Edit mode.

Create LTM Virtual # HEmmode® 7 B & X

Proparties A putiDutput Varmakbed 2

Ganaial

" MDD TRANG

6. Click Save.

7. From the navigation pane on the left, click next to ITSM.
8. Under ITSM, select Incident Management > ServiceNow.
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Create a VIP with In... +

+ Add

Source Control
General

Change Management
User interface

Notification

Application Delivery

IPAM
ITSM

Incident Management
ServiceNow
JIRA

Change Management

ServiceNow CMDB

9. Drag and drop the Create Incident Ticket task.
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Creabe 2 VIP with .. maser v Workllow  poiback & GIT Actions W W Proview : Classic [ @

£ Croate s VIPwith,.

Ak
Create LT

Siop

10. In the ServiceNow - Create Incident Ticket window, enter the Input variables required to create the

Incident ticket.

B AL efarmatien

W

leput varisbise

Gutput variablin

Lags

11. Click Save.

12. From the User Interface section, drag and drop a Review task.
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£ Create s VIP with

H o
- o
ER ]
: i LY & Q
- Create LTM
L6 ] :--:I"':L-' i
& e o
[j o

master v  Workflow  polback £ GIT Actions  w » Proview : Classic 3 @

13. Click Save.
14. From the General section, drag and drop the Prevalidation task.
Croate a Vil with in_. maaer v Worlflow posbhao & GIT Actiorn. W

¢ Creste s P with
=

= o
o o
~
1]
I_- o I J —
16 LI
L ]
T
& o
Gy o
) by o

W Prodes: Camk B a8 Variable Magging

15. Click Save.

16. From the General section, drag and drop the Implementation task.
17. Click Save.

18. From the General section, drag and drop the Postvalidation task.
19. Click Save.

20. To create an auto-generated form, click Form above the Start task.
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Auco Generate Fonm

Tasks

R

21. To auto-fill the variables, click -~ above the Create Incident task.

=
|-7¢}

Auto Gemerate Fonm

Tasks

22. Select the relevant form fields.
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Ao Generate Form

Taiks

Croate Incident Tickat

@ :‘.l': c wd

reate LTM

0

23. Click '/ above the Create LTM Virtual task.

24. Select the relevant form fields. Creating a VIP with Incident Ticket
25. Click Create.

26. Connect the workflow tasks.

Workflow  melback P PredewcClasic B g 8 Yarabls Mapping

3 Create WP with |

& Yalidrie

27. To add a rollback workflow, click Rollback.

I PredescClhasic B g 8 Yarable Mapping

¥ Creats ViP with |

5 Validrie

=
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28. From the General section, drag and drop the Rollback task.

Create a VIF with in masber ¥ Workflow  Rolback W GIT Actions
£ Croate & VIP with,.,
i o
= o 3
3
mom @ YR O Hodlback
o
N n
» m]
ey
e o
w SEAFT aop
* & pae (]
-
- & we o
+*
+
O e 0
+*
& [
| L]
¥
¥
i L1}
. B

29. Click Save.
30. Connect the rollback workflow tasks.

master v Workfllow  Rollback

3 Create VIP with ...

Bfom & @ Y @ O
o

Start

[| Pt
i | .
!

Rollback

Note: No values are passed in the Review, Prevalidaton, Implementation, Postvalidation,

and Rollback tasks, since these tasks are already mapped to the Create LTM Virtual task as

output .

31. Enable the workflow.

32. From the upper left corner of the screen, click
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33. From the menu displayed, select Request.

34. On the Request:: Overview page, from the navigation pane on the left, click View/Run.

35. To trigger the workflow, on the Request :: View/Run page, search for the workflow and click

Catalog create VIH

Crrendiew

Custom reports Default

View/Run & Create VIP FS With ITSM Integration AVX12-3

Scheduled jobs * Create VIP with Incident Ticket PO

36. Enter the input details in the form.

> A Craste ncident Ticker

prm A .

37. Click Next.
Incident Ticket is created on ServiceNow.
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Creats Incident Tiket

— B — ¥

38. At the Review stage, to execute the implementation, prevalidation, rollback, and postvalidation

commands, click Submit.

== e [S—

il — i W
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« Command to create a virtual server executed at the Implementation stage.

Implementation

— O —0—0—0—0 v

Logs - Implemantation

 Postvalidation command displaying the configuration of the new virtual server that was created.

Pesrvalidation

— 000 0 0 0

Laagn - Poaraalidation

« Incident Ticket created on ServiceNow.
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Taml et b b R e s Bl e B i x

39. To execute the rollback workflow, on the Request :: Overview page, from the navigation pane on the
left, click All.

40. On the Request :: All page, select the checkbox next to the workflow Request ID.

41. From the upper right corner of the screen, click a

ek LT Ereaued i L apdaind free el i destiiry bg

Rollback request to delete the virtual server that was created, executed successfully.

.f,,‘ &

Rollback
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42. To view the request ID of the rollback workflow, on the Request :: Overall page, click All.
Rollback workflow request displays the Ref. ID of the workflow for which rollback was initiated.

T

Workdow Craated by Creatsd tims L apduted Stwtn Bal i Aoty Lo

Application Delivery Automation

With AppViewX'’s Application Delivery Automation, you can seamlessly deploy applications in
heterogeneous environments (on-premise, multi-cloud, and hybrid) and simplify and accelerate
application delivery.

» F5 BIG-IP Solutions
» AVI Solutions

F5 BIG-IP Solutions

This section describes some of the workflows/tasks for F5 BIG-IP provisioning available in the Workflow
Studio.

*LTM

*GTM

» Utils

* Creating a LTM Virtual Server on F5 BIG-IP

LTM

The workflows and tasks to create, modify, and delete LTM objects and devices on F5 BIG-IP are
available under Application Delivery > F5 BIG-IP CLI > LTM.
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Q, Search bytag, t

Notification
Application Delivery
+ F5 BIG-IP SDK
F5 BIG-IP CLI

Create
Modify

Delete

* LTM - Create
* LTM - Modify
* LTM - Delete

LTM - Create

The Create folder under LTM contains prebuilt tasks that can be leveraged to create LTM objects on F5
BIG-IP.
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eate LTM Data Group... @

=

eate LTM Master vie @

N

Change Management
User interface

S aate L T Manitor Gat
Natification eate LTM Monitor Gat.. @

Eal
o
=

Application Delivery
F5 BIG-IP SDK
F5 BIG-IP CLI
LTM

>
.

Create LTM Menitor HT... @

=R

reate LTM Monitor TCP @
Delete
GTM

et
h'd
(]

reate LTM Node Li]

Uils

E)

Solutions Create LTM Persistence ... 40
AVl

F5 BIG-IP APls Create LTM Persistence ...

A
o
k'

F5 BIG-IP AS3
IPAM
ITSM

Create LTM Persistence ...

£/

Certificates

DevOps

Create LTM Persistence ...

£

GitOps

eate LTM Persistence ... 0

) EJ

eate LTM Palicy i}

LTM - Modify

The Modify folder under LTM contains prebuilt tasks that can be leveraged to modify LTM objects on F5
BIG-IP.
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Modify LTM Data Group... @

& B
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Char‘n[-‘_e Management

User interface

£

MNatification riGa.., O

Application Delivery
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F5 BIG-IP SDK
F5 BIG-IP CLI
LTM
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-
H
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4
=

Create

£/

=
=

Medify LTM Monitor

£/

GTM
Utils

Solutions

Modify LTM Node 1]

[Y;

r

—
J

W

-

=

-

AVl
F5 BIG-IP APls
F5 BIG-IP AS3

&)

jify LTM Persistence... @

IPAM Vodify LTM Persistence... @

g/

Certificates Meodify LTM Persistence... @

£/

DevOps

GitOps Modify LTM Persistence, 1]

& B
=

LTM - Delete

The Delete folder under LTM contains prebuilt tasks that can be leveraged to delete LTM objects on F5
BIG-IP.
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£/

Delete LTM Datagroup |... @

=
@

C har1j_:e Management

User interface

Motification E Drelete LTM Monitor Gat... @
Application Delivery
F5 BIG-IP SDK E pelee L r HTTP@
F5 BIG-IP CLI
LT™ g: Delete IT... O
Create
Modify @ Delete LTW Monitor TCP @
GTM g: Deelete LTM Hode o
Utils
Solutions @ Dielete LTM Persistence ... @
AV
FS BIG-IP APls b; Delete LTM Pe S
F5 BIG-IP AS3
IPAM E Delete LTM Persistence ... 0
ITSM
Certificates Lf_: Dielete LTM Persistence ... @
DevOps
GitOps E Delete LTM Persistence ... @
E Drelete LTM Palicy o

GTM

The workflows and tasks to create, modify, and delete GTM objects and devices on F5 BIG-IP are
available under Application Delivery > F5 BIG-IP CLI > GTM.
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Q Search by tag, task

Notification
Application Delivery
+ F5 BIG-IP SDK
F5 BIG-IP CLI

Create
Modify

Delete

* GTM - Create
* GTM - Modify
* GTM - Delete

GTM - Create

The Create folder under GTM contains prebuilt tasks that can be leveraged to create GTM objects on F5
BIG-IP.
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User interface
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MNotification

Application Delivery
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F5 BIG-IP 5DK ror HTTPS @

F5 BIG-IP CLI
- LTM™
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=

= GTM

=3
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Modify

=
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Delete

Litils

£/
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Solutions
AV
F5 BIG-IF APls

=
P
T
T
=H
i
=

F5 BIG-IP AS3
IPAM
ITSM

£/
=

Certificates
DevOps

GitOps

GTM - Modify

The Modify folder under GTM contains prebuilt tasks that can be leveraged to modify GTM objects on F5
BIG-IP.
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Application Delivery
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Solutions
AVl
F5 BIG-IP APIs

=
C
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F5 BIG-IP AS3
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Certificates
DevOps
GitDps

GTM - Delete

The Delete folder under GTM contains prebuilt tasks that can be leveraged to delete GTM objects on F5
BIG-IP.
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Solutions kyy Delete GTM Server Generi., @
AV
F5 BIG-IP APIs ke Delete GTM Topology 0
F5 BIG-IP AS3
IPAM a selete GTM WidelP o
ITSM
Certificates
DevOps
GitOps

Utils

This folder contains common tasks and workflows that are used across workflows for F5 BIG-IP
provisioning.
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Creating a LTM Virtual Server on F5 BIG-IP

You can leverage the prebuilt LTM tasks to design a workflow for creating a LTM Virtual Server on F5
BIG-IP, add a CPU/TMM check, and also design a rollback workflow.

1. Design a new workflow.
2. From the menu on the left, select Application Delivery > F5 BIG-IP CLI > LTM > Create.
3. From the Create folder drag and drop the Create LTM Virtual task.
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L 0 ™

i
ELX

The Create LTM Virtual task window shows the defined Input and Output variables. The Information
section shows what the task is for and also informs the user to connect this task with Review and
Implementation tasks for BIG-IP provisioning.

Create LTM Virual # HiErodk® 7 5 ~ X

brdarmation

Legs

Tugy

4. Click Save.
5. From the Utils folder, under F5 BIG-IP CLI, drag and drop the Review and Implement workflow.
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Croats Virtusl Sonver master v Workflow  polback W Preview :Classic [ o @ Varable Mapping
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6. To auto-generate a form for this workflow, click Form above the Start task.

Dreate Virtesl ...

Wrom|@ @ ¥ @ O o

LTE
J) h

Foevierw Aned

A
7. Click ' above the Create LTM Virtual task and select the following form fields:

» F5 Device Name
* Virtual Name

* Description

« Destination IP

« Destination Port
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8. Click Create.

9. Connect and enable the workflow.

riual Server ¥ e = Workflow  Eolbuci

¥ Creais Virtual =

K

I Proview : Clamic [ @ @ Varable Mapping

10. From the upper left corner of the screen, click .

11. From the menu displayed, select Request.

12. On the Request :: Overview page, from the navigation pane on the left, click View/Run.

Getting Started with Prebuilt Workflow Tasks

13. On the Request :: View/Run page, search for the workflow by typing the workflow name in the search

bar.

14. To trigger the workflow, click
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Catalog create virtual server
Overview
Custom reports Default
ot * Create Virtual Server P O
=

Scheduled jobs

15. Enter the details in the input form.

m A Crpate LT Wirtual
| ]
1
9
[ Note: Ensure that the device is available in the Device Inventory. j
16. Click Next.

17. In the Confirmation pop-up window, click Ok.
Create LTM Virtual task successfully completed.
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———— v

Create LTM Virtual

18. At the Review stage, click Submit.

L+

brmplrmes gt Iple—urinion

B ¥

pl=1__________ ]

=il E=En
19. In the Confirmation pop-up window, click OKk.
* Prevalidation task is completed.
o= ]
¢
L]
|
o
| Presalidation
o T
!
i
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* Implementation task is completed.

I et A T

T ——

* Postvalidation task is completed.

>

?

!

T Pastvabdatios
!

I

f

Lagn - Pracysbdation

 Performing a CPU/TMM Check
» Adding a Rollback Workflow

Performing a CPU/TMM Check

1. Design a workflow to create a LTM virtual server on F5 BIG-IP.
2. From the Utils folder, under F5 BIG-IP CLI, drag and drop the CPU/TMM Check task. This task
performs a CPU/TMM check on F5 BIG-IP.
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Croate Winual Server Lt L Worklbow  poliback W Preview : Classic @ @
¢ Creats Virtual Se...
-
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& o
L ]
= o -
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The CPU TMM Check task opens in the Edit mode.

OPU TR Chaxch OF

- T Infor maban

Loga

Tags

3. Click Save.

4. To auto-generate a form for this workflow, click Form above the Start task.
L

5. Click -~ above the Create LTM Virtual task and select the following tasks:

* F5 Device Name
« Virtual Name

« Description
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 Destination IP
« Destination Port

Getting Started with Prebuilt Workflow Tasks

LY
T

Craate LTR Wiraal

I (O

a

o

6. Click ' above the CPU/TMM Check task and select the Threshold Value field for the form.

e

b

Tl e

]

7. Click Create.
8. Connect and enable the workflow.
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Creane Wirtual Senser masiey v Werkllow pomock B Privview : Clidiie @ @ O Variabls Mlapping

¥ Crears Wirtual Sa

9. From the top left corner of the screen, click .
10. From the menu displayed, click Request.
11. On the Request :: Overview page, from the navigation pane on the left, click View/Run.
12. To trigger the workflow, on the Request :: View/Run page, search for the Form to Form workflow and

click
13. Enter the details in the input form.

A DR

14. Click Next.
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* CPU/TMM Check is successful - Device memory is below threshold.

r iw LTH
CPULTMIM Check

Legn - CAMNTHM CRack

I R -
WTICHTL B 1D o vl kel b L i
STIML BT OF

 Create LTM Virtual task successfully completed.

Create LTM Wietual

———0—0 v

Loga - Cruats L T8 Virtsad

15. At the Review stage, click Submit.

Prevalidation, Implementation, Postvalidation tasks completed successfully.
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Pastvalidation

DD DD ¥

Adding a Rollback Workflow

1. Design a workflow to create a LTM virtual server on F5 BIG-IP with CPU/TMM check.
2. Click Rollback.

Erete Virtual Sefve_ master W Workllow & G kciioen. % W Proview - {lamik B W Variable Mapp & Walilsin
L] o

¥ Craats Virual 38

LB

3. From the Utils folder, drag and drop the Review and Rollback workflow.
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Creste vimual Server v Prrst v Wwriflow  AolBack B oa B varisble Mappieng & Validate
£ dreate Virrual Le
o
o
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L]
.
0
L
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o
4. Connect and enable the workflow.
Create Virtual Server master ~  Workflow  Roliback
»  Create Virtual 5e..
+ Change Management
sm@ @Y Qo |
P o
F5 BIG-IF CLI Review And
[ 3 Rollback ‘m
LTM Ly
TM
- Start Stop

Linils
Solutions
AV

F3 BIG-IF AFls

F5 BIG-IP AS3

5. Trigger the workflow from the Request :: View/Run page.
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Catalog create virtua
Crverview
Custom reports Default
View/Run s Create Virtual Server with Rollback

Scheduled jobs

All

Open

Closed

6 o

6. Enter the details in the input form.

_,_1,

7. At the Review stage, click Submit. Prevalidation, Implementation, and Postvalidation tasks completed

successfully.
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Pastva kdarann

50000000 v

8. To trigger the rollback workflow, on the Request :: Overview page, under My Requests, click All.
9. On the Request :: All page, right-click on the Request ID of the workflow.
10. From the options displayed, select Rollback.

Wik flen Ligaled by £ frilid Lo Liril ugellintind Slata e, al Uiy Mg

0 Tip: You can also select the workflow and click L from the command bar in the top right

corner of the screen.
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ke frmatnd by Conabed Lova L b ai e T, i, 10

11. In the Rollback pop-up window, click Yes.
12. Select Rollback type as Request.

Rollback :: 15

Raollback type

[ ] (==

13. Click Rollback.
14. At the Review stage, click Submit.

- —_— _—
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» Rollback initiated.

Getting Started with Prebuilt Workflow Ta

— B

Relback

* Rollback completed.

Related information

Creating a LTM Virtual Server on F5 BIG-IP

AVI Solutions

sks

This section describes some of the workflows/tasks for AVI provisioning available in the Workflow Studio.
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* SLB
+ GSLB
« Utils

SLB

The workflows and tasks to create, modify, and delete SLB objects and devices on AVI are available

under Application Delivery > AVI > SLB.

Application Delivery

F5 BIG-IP SDK
F5 BIG-IP CLI

Create
Modify

EETE

* SLB - Create
+ SLB - Modify
* SLB - Delete

SLB - Create

The Create folder under SLB contains prebuilt tasks that can be leveraged to create SLB objects on AVI.
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SLB - Modify

The Modify folder under SLB contains prebuilt tasks that can be leveraged to modify SLB objects on AVI.
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SLB - Delete

The Delete folder under SLB contains prebuilt tasks that can be leveraged to delete SLB objects on AVI.
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GSLB

The workflows and tasks to create, modify, and delete GSLB objects and devices on AVI are available
under Application Delivery > AVI >GSLB GSLB.
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User interface

Notification

Application Delivery

+ F5 BIG-IP SDK
+ F5 BIG-IP CLI

GSLB
Create
Modify

Delete

» GSLB - Create
* GSLB - Modify
» GSLB - Delete

GSLB - Create

The Create folder under GSLB contains prebuilt tasks that can be leveraged to create GSLB objects on
AVI.
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GSLB - Modify

The Modify folder under GSLB contains prebuilt tasks that can be leveraged to modify GSLB objects on
AVI.
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User interface E Modify GSLE L]
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GSLB - Delete

The Delete folder under GSLB contains prebuilt tasks that can be leveraged to delete GSLB objects on
AVI.
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F5 BIG-IP CLI
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F5 BIG-IP APls
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Utils

This folder contains common tasks and workflows that are used across workflows for AVI provisioning.
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User interface 5LB = (o
Motification
Application Delivery Review and Implementation
F5 BIG-IP 5DKE
F5 BIG-IP CLI Review and Rollback

F5 BIG:IP AS3

Auto-generate Forms

You can auto-generate a self-service form from any workflow task(s). The variables used within a task are

rendered into the form automatically.

1. To create a new workflow, on the Workflow inventory page, click Design.

ws ) - [ on |
B5M Reguast Acess ADL Dvisble Warror Failoy Qpanshadt Plugin Instaligr
+
(o] o] o]
Cortificate Craate OO Ronew Reganarate Roissy Cartificate Expiry Report O ortificate Revole 008
= O f e o] =" O
cortificate_trust_push_with, Delate LB Sorver on hginx Creata LB Sarver om Nginx Madify LB Server on Nginx
= O a0 O
Austomate Modification of Automate Deletion of AFM E
2. Enter the workflow Name.
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Auto penerate form = & master b Workflow  Rollback

Q

+ Add

3. Click Save.
4. Drag and drop a prebuilt workflow task.

My gerwer stn Torem ke w Workflow  polbach i GIT Artioes W

{  Auto gensrais fo

&= o
= o
t ° =
= o
h o
. o
= o
= o

B Provies - Casai @ g 8 Yarable Mappng

5. To auto-generate a self-service form, click Form above the Start task.
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sfomian @ WY @ O

P
|L >
~
Start
Create
Change

i

6. To auto-fill the variables in the form, click -~ above the Create Change task.

7. Enter the Form Name.
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Apito Generate Fonm

Tasks

P

:‘- _.': Q

& . Craata Change Tickit = A

@@ aQ

8. Select/deselect the fields to be displayed in the self-service form.
9. To generate the form with the selected field IDs, click Create.
10. Connect the workflow tasks and trigger the workflow from the Request :: View/Run page.

0

Form /iy ﬂ Y h 5

®
w
Start J - - : -
W Stop
Create
Create Change
Change
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Automate DNS Services

You can accelerate application delivery with prebuilt DNS automation tasks and solutions by integrating
with IPAM tools such as Infoblox and Bluecat to fetch and reserve free IP addresses automatically when
creating virtual servers.

« Infoblox Solutions

 Bluecat Solutions

Infoblox Solutions
This section describes the tasks/workflows that can be leveraged to create, modify, and delete DNS
records on Infoblox.

e Create
* Modify
» Delete

 Utils

Create

The Create folder under Infoblox contains prebuilt tasks that can be leveraged to create DNS records
such as A Record, CNAME record, and PTR Record on Infoblox.

Q
Create A Record L]

£,

+ Add

£/
e

Change Management

User interface

£/
(s
-
-

Maotification

Application Delivery

IPAM E Freate HOST Record o

Bluecat .

Infoblox Jo Create MX Record L]
Create
e () creste PR Recort o
Delate
Utils E Create TXT Record Li]

Samples
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Modify

The Modify folder under Infoblox contains prebuilt tasks that can be leveraged to modify DNS records
such as A Record, CNAME record, and PTR Record on Infoblox.

Q
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e
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&/
e

Change Management

User interface
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e

MNaotification

Application Delivery

Er_,.
=]

IPAM
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@
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Create
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Utils _q'q Modify TET Recor 0

Samples

</
2

Delete

The Delete folder under Infoblox contains prebuilt tasks that can be leveraged to delete DNS records
such as A Record, CNAME record, and PTR Record on Infoblox.

o]

&/
e

+ Add

&/
=]

* Change Management

User interface

B/
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MNaotification

Application Delivery

=
e

IPAM
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Utils

This folder contains common workflows that are used across workflows for Infoblox provisioning.

Q
+ Add

Change Management
User interface

Matification

Application Delivery

IFAM
* Bluecat
- Infoblox
Create
Modify
Delete

Samples

Note: For more information on using these prebuilt tasks to create DNS records on Infoblox, click
here.

Bluecat Solutions

This section describes the tasks/workflows that can be leveraged to create, modify, and delete DNS
records in Bluecat.

» Create

» Modify

* Delete

« Utils

* Creating a HOST Record in Bluecat
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Create

The Create folder under Bluecat contains prebuilt tasks that can be leveraged to create DNS records
such as A Record, CNAME record, and PTR Record on Bluecat.

i
+ Add
Change Management 0
User interface
Matification Li
Application Delivery
IPAM Create HOST Record [1]
Bluecat
Muodify
Delete Create PTR Record 0
Litils
Samples | Create TXT Record o
Infoblox

Modify

The Modify folder under Bluecat contains prebuilt tasks that can be leveraged to modify DNS records
such as A Record, CNAME record, and PTR Record on Bluecat.

Q
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=

dify ALAA Record i ]
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User interface
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Delete

The Delete folder under Bluecat contains prebuilt tasks that can be leveraged to delete DNS records
such as A Record, CNAME record, and PTR Record on Bluecat.
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Samples

Infablox

Utils

This folder contains common tasks and workflows that are used across workflows for Bluecat

provisioning.
(o]
B at To 1 ﬂ
+ Add
Change Management R o
User interface
Motification Rewiew and Rollback 0

Application Delivery
IPAM
Bluecat

Create

Modify

Delete

Samples

Infoblox
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Creating a HOST Record in Bluecat

1. Design a new workflow.
2. From the menu on the left, select IPAM > Bluecat > Create.
3. From the Create folder, drag and drop the Create HOST Record task.

Buscal Craats Hod i w  Workflow  polkack b GIT Actions. w B Proview : Caic B @ 8 Varlable Mapping

4 Bliggcas Crasia H

The Create HOST Record task window shows the defined Input and Output variables. The
Information section shows what the task is for and also informs the user to connect this task with
Review and Implementation tasks for Bluecat provisioning.

Create MO

B Output Infermation

Lags

Tags

4. Click Save.

5. From the Utils folder, under Bluecat, drag and drop the Review and Implement workflow.
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6. To auto-generate a form for this workflow, click Form above the Start task.

Ty
4

P
7. Click ' above the Create HOST Record task and select the following tasks:

* Bluecat Device Name
« Configuration

* DNS View

- FQDN

* IP Address

Faaka

o - LAE

ch Creats HOST Bacoud ) -

|

B O a
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8. Click Create.
9. Connect and enable the workflow.

Bluecat Croafe Hom., % maater v Worldlow polback ) GIT Adticess. F Prevew: Clasak B @ 8 Varabls Mapping

b Bheecer Crests H..

10. From the top left corner of the screen, click .
11. From the menu displayed, click Request.
12. On the Request :: Overview page, from the navigation pane on the left, click View/Run.

13. To trigger the workflow, on the Request :: View/Run page, search for the workflow and click

>

Catalog bluecat create
Orverview
Custom reports Default
i + Bluecat Create Host Record &« o)
]

Scheduled jobs

14. Enter the details in the input form.
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> . Creaca HOST Racerd

15. Click Next.
Create HOST Record task completed.

——p—0 (v

Create HOST Record

16. At the Review stage, click Submit.
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 Implementation task completed successfully.

Lrl

Iinglerreen Lélkan

QDD v

« Postvalidation task completed successfully.

Ferilvilidalion
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Change Automation

This folder consists of prebuilt tasks and workflows that allow you to integrate with ITSM tools. AppViewX

supports the following vendors:

* ServiceNow

« Jira

* Incident Management
* Change Management

» ServiceNow CMDB

Incident Management

The tasks available in the Incident Management folder allow you to design workflows for creating,

updating and closing incident tickets on ServiceNow and Jira.

ITsM
Incident Management
ServiceNow
JIRA

Change Management

ServiceNow

ServiceNow CMDB
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Q
i ]
+ Add
ITSM o
Incident Management
ServiceMow o
JIRA
Change Management - @
serviceNow
ServiceNow CMDB
[ Note: For more information on using these tasks in a workflow, click here. j

Change Management

The tasks available in the Change Management folder allow you to design workflows for creating,

updating and closing change tickets on ServiceNow.

Q
Clase CTASK 0
+ Add
Source Control Close Change Ticket @
General
Change Management Create CTASK 0
User interface
Motification Create Change Ticket ©
Application Delivery
IPAM Get CTASK 0
ITSM
Incident Management Get Change Ticket L]
ServiceMow
ServiceMow Business... @
Updd ite :".I"._'_'-.'T CK ﬂ
rviceMow CMDB
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ServiceNow CMDB

This folder consists of tasks and workflows that can be leveraged to push different Cls (configuration

items) such as certificates, devices, and firewalls to ServiceNow.

Q
A & 0
+ Add
Source Control Lreape L1 - Leniticate o
General
Change Management Create Cl - Firewall Device o
User interface
Motification Create C1- LEFS Bgl® o
Application Delivery
IPAM Create Cl - LB F5 BiglP GTM i ]
ITSM
+ Incident Management Create (- LB F3 BiglP LTM Li
+ Change Management
Certificates
DevOps Create CI - Server o
GitOps

DevOps and Continuous Configuration Automation

This folder consists of tasks and workflows that allow you to integrate with multiple vendors for network

automation. AppViewX supports DevOps integration with Ansible and Jenkins.

* Ansible
» Ansible Tower

« Jenkins

Ansible

This folder consists of the following Ansible Network Modules, which can be executed from playbooks:
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Source Control
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» Checkpoint
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Source Control
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Source Control
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Source Control

General

(3 @
=

Change Management

Uszer interface

i
iE
,_
=]

Matification

Application Delivery

(3
®

IPAM
ITSM
Certificates
DevOps
C Ansible
= Metwork Modules

Checkpoint
AV
A10

There is also a provision to import playbooks from Ansible.

Ansible Tower

This folder consists of API tasks that can be used to create configurations on Ansible Tower and
automate your tasks.
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{E’,‘l Li ]
+ Add
Source Control B creste Hos o
General
Change Management D cre . o
User interface
Notification & createa emplate 0
Application Delivery
+ IPAM 3 cre 5.
+ ITSM
+ © Certificates Ry pelers Lance L ]
= [ Ansible &2y up o
+ Network Modules
@ o o
Jenkins
+ GitOps =y upe y 0
+ Reports

Jenkins

This folder contains tasks to allow you to create Jenkins jobs.

&

+ Add

Source Control
General

Chanpe Management
User interface

Naotification

Application Delivery

IPAM
ITSM

Certificates

Ansible
Metwork Modules

Ansible Tower
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GitOps Integration

This folder consists of tasks that allow you to perform operations on GitHub and GitLab instances.

» GitLab
» GitHub

GitLab

The GitLab folder contains tasks that can be used to perform actions on a GitLab instance.

[}

+ Add e o ¢
Source Control ﬂ : - - o
General
Change Management & sitab-c o
User interface
Notification (S cian- e o
Application Delivery
IPAM & GirLab - € P L]
ITSM
Certificates S citta F i ]
DeviOps
GitOps 5 Gitab-L o

GitHub &3 Girta F o
Ronnric

GitHub

The GitHub folder contains tasks that can be used to perform actions on a GitHub instance.
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L]

Source Control o ! o

General

Change Managemaent R o
User interface

Maotification R L
Application Delivery
IPAM GitHub - Get File Content L1
ITSM
Certificates GitHub - List Branche i ]
DevOps

GitOps GitHub - Update File L]

GitLab

Utilities

This folder consists of prebuilt flows that are commonly used across workflows, such as for creating

collections, approvals and notifications, follow-ups, and file transfers.
* Collection

» Pagerduty and ChatOps

» Approval and Notification

» Scheduled Follow-Ups

* SCP and SFTP

Collection

This folder contains prebuilt workflows for creating and updating collections with metadata. These
workflows can be used to add, delete or modify documents within an existing collection.
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Q
+ Add
Source Control
General

Change Management

User inmterface

S HE S HE

Notification
Application Delivery
IPAM

ITSM

Certificates

DewDps

GitOps

Reports

Network

PagerDuty and ChatOps
val and Motification

uled Follow-Ups

SCP and SFTP

Pagerduty and ChatOps

This folder contains prebuilt workflows for triggering alerts and notifications on PagerDuty, Slack, and

other ChatOps after task execution.
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Q
(8
+ Add
Source Control o
General
]

Change Managerment
User interface

! Natification
Application Delivery
|PAM
ITSM

Certificates
DevOps

GitOps

Reports

Hetwork

Solutions

SCP and 5FTP

Approval and Notification

This folder contains prebuilt workflows for sending approvals and natifications via email. These workflows
can be used for seeking multiple approvals for task execution (review and implementation) and sending

email notifications once a task is complete.
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4 Add

Source Control

General

Change Management

User interface
tian

tion Delivery

ITSM

Certificates

uled Follow-Ups

ZCP and SFTP

Scheduled Follow-Ups

Getting Started with Prebuilt Workflow Tasks

G o o o

This folder contains prebuilt workflows that check for pending approvals with scheduled email or Slack

notifications.
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+ Add

Source Control
General

Change Management

Application Delivery
IPAM
ITSM

Certificates

GitOps

Reports

MNetwoarlk

Solutions

Collection

PagerDuty and ChatOps

SCP and SFTP

SCP and SFTP

This folder contains prebuilt workflows for transferring files (SCP and SFTP) with or without email

notifications.
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Source Control
General
Change Management

User interface

Dievilps
GiDps

Reports
Nethwork

Solutions

PaperDuty and ChatOps

Approval and Notification
uled Follow-Ups

nd SFTP

SDK Automation

AppViewX’'s SDK Hub allows the user to import any Python SDK libraries, check for versions, and
automate quickly across multiple vendors.
AppViewX SDKs are available for the following vendors:

« AVI

* Bluecat
*F5

* Infoblox

The pathway for the AppViewX folder is:

“<Installation Directory>/appviewx-dependencies/vw/dependencies/appviewx_sdk”

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 155



Getting Started with Prebuilt Workflow Tasks

1. Design a workflow.

2. From the General section, select Application Delivery > F5 BIG-IP CLI > LTM > Create.

g B/
e o

Change Management

Il User interface

£/
°

| Notification
Application Delivery
F5 BIG-IP 5DK
F5 BIG-IP CLI

B EJ
o o

LTM

Create
Modify
Delete
GTM
Litils

Solutions

E) & B
e o o

AVl
F5 BIG-IP APls
F5 BIG-IP AS3

&/
e

j
F

3. Under Create, drag and drop the Create LTM Pool task. AppViewX SDK has been used in the script

along with a command for creating an LTM pool.
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AL 1 LS
VR ORI (ot pat )

For more information on out of the box (OOB) workflows, refer to the ADC+ Automation Workflow User
Guide.
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Chapter 8: Workflow Inventory

» Overview
» Workflow Inventory Actions
» Workflow Inventory Menu

Overview

The Workflow Inventory page gives a consolidated view of the important aspects of the Visual Workflow

platform and the actions that can be performed from the Workflow studio console.

B = + =
Workilows @) a T

553H Request Access ADC Diable Mirror Failow. DpanShelt Flugin incralier

o o) =0
Certificats Create D08 Banew Regenerate Reisiu Certificate Expiry Report O Certificate Revols 008
= o -] = O | o]
wrtificate trueit push with Dl LB Sarver om Nging Crati LB Sarver on Nging Modify LB Server on Miine
= O [ SR ® 50
Austemate kiodifcation of Autemate Deletion of ATk ﬂ

The following table describes the various options available on the Workflow inventory page when the
workflows are in Card view (default):

Workflow Menu | Allows you to navigate to different sections from the Workflow inventory page.

[ Note: For more information, click here. j

Allows you to create a new workflow from scratch.

Design
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Note: For more information, click here.

Search bar

Allows you to search for a particular workflow by typing in the keyword.

T

Allows you to filter workflows based on the category selected in the dropdown.

Source Control

Allows you to push, pull, and commit changes to remote repositories.

[ Note: For more information, click here.

J

[

Allows you to select all workflows displayed on the page with a single click.

Displays the card view of the inventory.

Displays the list view of the inventory.

Allows you create a new workflow from scratch.

[ Note: For more information, click here.

0

Allows you to clone a workflow.

[ Note: For more information, click here.

Allows you to enable selected workflow(s).

[ Note: For more information, click here.

Allows you to disable selected workflow(s).

[ Note: For more information, click here.

Allows you to define RBAC and other settings for a particular workflow.

[ Note: For more information, click here.

— /N

I+

Allows you to export selected workflow(s).
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Note: For more information, click here.

Ci] Refreshes the page.

(g
Note: The Workflow inventory page is displayed in Card view by default. You can switch to the

List view by clicking =,

N

Woakflow Description Created by

s:.g

0009000000000 QDODDODDQS

The following table describes the various options available on the Workflow inventory page when the

workflows are in List view:

Workflow Menu | Allows you to navigate to different sections from the Workflow inventory page.

[ Note: For more information, click here. j

Search bar Allows you to search for a particular workflow by typing in the keyword.
—— Displays the card view of the inventory.
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Displays the list view of the inventory.

Workflow Inventory

Allows you create a new workflow from scratch.

[ Note: For more information, click here.

0l

Allows you to clone a workflow.

[ Note: For more information, click here.

Allows you to delete selected workflow(s).

[ Note: For more information, click here.

o

Allows you to enable selected workflow(s).

[ Note: For more information, click here.

Allows you to disable selected workflow(s).

[ Note: For more information, click here.

Allows you to define RBAC and other settings for a particular workflow.

[ Note: For more information, click here.

I+

Allows you to export selected workflow(s).

[ Note: For more information, click here.

Allows you to schedule the selected workflow.

[ Note: For more information, click here.

/N

Q

Refreshes the page.
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Workflow Inventory Actions

Workflow Inventory

You can perform various actions on the workflows such clone, enable, disable, export, and delete.

* Cloning a Workflow
» Enabling a Workflow
» Disabling a Workflow
* Deleting a Workflow

» Exporting a Workflow

Cloning a Workflow

1. On the Workflow inventory page (Card view), select the workflow(s) to be cloned.

2. To clone the workflow, from the command bar, click 0l .

workflows {ED

h

= O

ADEC Internal Class Manag..

ASM Policy Migratien AVX1..

ADC Device Restore Actio..

= o

ADC Object Actions with 5.

[ 1o

AVE Update Validation

ADC Disable Mirrer Failov...

= o

ADL Object Restore Action._.

= O

Ansible CreatefS Datacent

&l

ADC_External Class Manag...

B o 3 &

ADC Rollback Class Manag...

= O

Automate Creation of AFM .

A copy of the cloned workflow opens in the design workspace.

3. Enter a Name for the cloned workflow and click Save.
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~ master v  Workflow  Rollback

* Name

Copy of ADC_Device_Restore_Actic

Description

Category Rules v +

Subcategory Default v +

Save Cancel

A copy of the cloned workflow is added to the Workflow Inventory page.

wWorkflows €
Copy of ADC_Device_Restor... LMS_Flow_WithEmail
&l &, ,=.fi'!'.’1 master & admin master
Design
@ On =5 & B O a
Ansible CreateF5 Datacent... Schedule_And_AutoCleanup email unique
&= aamin master =, admin master &= admin mastar
@ g & - IO} o & e o & o

0 Tip: To clone a workflow, you can also click u) on the workflow to be cloned.
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4. To clone a workflow when the Workflow inventory is in List view, select the workflow to be cloned and

click 01 .

Workflow Description Croated by Status

Enabling a Workflow

1. On the Workflow inventory page (Card view), select the workflow to be enabled.

2. To enable the selected workflow, from the command bar click -

= + o @ o & z &
workflows (ED) -t

ADC Device Restore Adlho.. B ADC Disable Mirror Failov... ADC_External Class Manag...

° "8G EO " EO
ADC Internal Class_Manag ADC Object Actions with 5. ADC_Object Restore Action ADC Rollback Class Manag,

@ o o} 2 @ : @

ASM Policy Migration AVX1... AVX Update Validation Ansible Createf5 Datacent... Automate Creation of AFM ...
T O = O . 0] i o

3. Click Yes in the Confirmation pop-up window.
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The workflow is enabled.

Workflow Inventory

@ Workflow enabled successfully €

Workflows E3)

rI_I = admin master = admir

Design

B D ] L -0

ADC _Internal_Class_Manag... ADC_Object_Actions with 5...

ADC_Device_Restore_Actio... ADC_Disable_Mirror_Failow...

ADC_Object_Restore_Action...

N

(
0 Tip: You can also enable the workflow by turning on the toggle on the selected workflow card.

~

J

4. To enable multiple workflows, you can either individually select the workflows to be enabled or click

—

~ to select all workflows displayed on the page and click B in the command bar.

5. To enable a workflow, when the Workflow inventory is in List view, select the workflow(s) to be

enabled and click o .

+ 5 &b
Wedkflow Deicription Created by
redantiagion of 2 BIGSR VE on KM hypersisor, Boensing | admin

admin

SEatis

@ Disabled
Disabled
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» Enabling a Workflow in Design Mode

Enabling a Workflow in Design Mode

1. Open the workflow in the Workflow Studio.

2. From the right upper corner of the screen, click ON.

3 ADE Walraghdips

1
-rR
1

Mg £ e
£ Byra

3. In the Confirmation window, click Validate & Enable.

Confirmation

[ Note: For more information on validating a workflow, click here. ]

Disabling a Workflow

1. On the Workflow inventory page (Card view), select the workflow to be disabled.

2. To disable the selected workflow, from the command bar, click o .
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= " + 5 o @@ =2 &
L4
Dretalile
workflows ED € -
ADC Device Restore Actio. ] ADC Disable Mirror Falloy.. ADC External Class Manag...

o] L) - ao] | & - Ifo] a ¢
ADC_Internal_Class Manag... ADC_Object_Actions with 5... ADC_Object_Restore Action... ADC _Rollback Class Manag. .
o] @ & E O o = O Ol & = O
ASM Policy Migration AVXT,.. AVE Update Validation Ansible Createf$ Datacent.. Automate Creation of AFM .
L ao o] = O = O Lt

3. Click Yes in the Confirmation pop-up window.
The workflow is disabled.

© Workflow disabled successfully €@ =
Workflows EE)
ADC_Device_Restore Actio... ADC_Disable_Mirrer_Failov...
;I-l £ admin master £ admin master
Design
@ o = & B O ]
ADC Internal_Class_Manag... ADC_Object_Actions with 5... ADC_Object_Restore_Action...
= admin master = admin master = admin master
= O a = O o & = O al

0 Tip: You can also turn off the toggle on the workflow card to disable the workflow.

4. To disable multiple workflows, you can either select the workflows to be disabled individually or click

to select all workflows displayed on the page and click Disable in the Actions dropdown menu.

5. To disable a workflow when it is in design mode, from the upper right corner of the screen, click OFF.
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munier % Workfow  polbuc

e -

6. To disable a workflow when the Workflow inventory page is in List view, select the workflow(s) and

click & |

Workflow Description Created by Status

[~ - -]

Deleting a Workflow

1. On the Workflow inventory page (Card view), disable the workflow to be deleted.
2. Select the workflow.

3. To delete the workflow, from the command bar, click (& .
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ADC Device Restore Actio B ADC Disable Mirror Failov.
an
0] t - io]
ADC Imternal_Class Manag ADC Object_Actions with 5. ADC_Object_Restore_Action
o s Qo L Q
ASM Pobcy Migration AVIT_.. AV Update Vabdation Anuible Createf5 Datacent
2 o+ ] o o]

ADEC_External Class Manag

= o

ADC_Rollback Class Manag.

= O

Autamate Creation of AFM

4. To delete multiple workflows, either select them individually or click ““ to select all workflows

displayed on the page and click o} from the command bar.

Note: Ensure that the workflows to be deleted are disabled.

5. To delete a workflow when the Workflow inventory is in List view, select the workflow(s) to be deleted

and click O] .

Workflaw Duscription Created by

sderin

adberin,

oo

admin

Status

& Enabled
& Enabled
& Enabied

o000
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[0 Tip: Ensure that the workflow(s) to be deleted are disabled.

Exporting a Workflow

1. On the Workflow inventory page (Card view), select the workflow(s) to be exported.

2. To export the workflow, from the command bar, click

-
-

3. Click Ok in the Export window.

workflows ED

Hh

ADC Internal_Class_Manag...

= O

ASM Palicy Migration AVX1...

ADC_Dewvice Restors Actio...

EH O

ADC_Object_Actions with 5.

= O

AVE Update Validation

ADC Disable Mirror Failow...

= O

ADC_Object_Restore_Action...

= O

Antible CreatefS Datacent

ADC Externmal Class Manag. .

= O

ADC_Rellback_Class Manag..

= O

Automate Creation of AFM ...

= O

4]

The selected workflow is saved to your machine as a .zip file.

4. To export a flow, you can also click i on the workflow card.

5. To export multiple workflows, you can either select them individually or click % to select all workflows

displayed on the page and click = from the command bar.

6. To export a workflow, when the Workflow inventory is in List view, select the workflow(s) to be

enabled and click == .
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Wirkflow Description Craated by

(] i admin

Workflow Inventory Menu

The grouping in the left menu allows you to perform a variety of actions.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 171



Workflow Inventory

Helper script
Regex Library

Settings

Source Control

Integration Hub

::'::,-"t non L |:Z' rd |

Install Package

List Packages
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The following actions can be performed from the Workflow Inventory menu:

Workflow
Design Allows you to design an automation workflow.
Store Displays an inventory of all out of the box (OOB) workflows.
Import Allows you to import a workflow.

Variables

& Hooks
Hooks Displays the Hooks Inventory and allows you to create, delete, import and

export hooks.

Magic Allows you to define hooks as magic variables and use them within a
Variables |workflow.

General
Helper Displays a list of all available Helper Scripts and allows you to define and refer
Script helper scripts within workflows.
Regex Displays a list of regular expressions and allows you to define custom regex
Library validation that can be referenced against a specific form field.
Settings Allows you to set Role Based Access Control (RBAC) for accessing and

executing workflows.

Hub
Source Allows you to connect to AppViewX Git repository and download tasks,
Control workflows.
Integration | Allows you to integrate workflows with an ITSM system.
Hub

Python

Library
Install Allows you to install a Python package from a third party repository.
Package
List Allows you to view the list of Python packages available within AppViewX.
Packages
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* Design

» Store

* Import

* Hooks

» Magic Variables
» Helper Script

» Regex Library

* Source Control

* Integration Hub

* Python Library

Design

This feature allows you to create a new workflow or modify an existing flow. The canvas is a placeholder
to drag and drop tasks, to define custom logic, and stitch together an automation workflow.

vorkfoves GE) alr

Copy of ADC Device Restor LS. Flow WithEmad B CMID With $heep_And

¢h

Ansible Crestefd Datscent Schedube And Autolhranup smail ursque W wniqus

= o n Eo : : nao | n o

diff checker wnique FAML_antsble unsque PRArY umique Schedule unique

Rest suternal unique form unique

The following options are available when designing a new workflow:

» Provision to design a new workflow and assign a category and a sub category.
« Provision to search and view the inventory of tasks by category

« Provision to drag and drop in-built, custom tasks to design a workflow

« Provision to clone existing tasks and use them in a workflow

« Provision to delete tasks
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» Provision to link and update existing links and connect tasks within a workflow
» Provision to validate a workflow for errors

« Provision to assign a workflow to user role(s)

* Provision to enable or disable a workflow

« Provision to bookmark workflow task(s)

* Provision to preview a workflow task

* Provision to preview a workflow/nested workflow

« Provision to reuse and/or import workflow and workflow task(s)

» Designing/Modifying a Workflow

Designing/Modifying a Workflow

To design a new workflow:

1. On the Workflow inventory page, click Design.

L]

..... we (D a T
Copy of ADC Device Restor LS. Flowr WithE madl Avx{MID 'With Sleep And
+
o [ - io] - i}

Aniible Createls Datacent Schedule dnd Autolleanup email urique i wnigue

= O ul = O ’ ® ugl- - s a

et Checker urigue YAML ansible unique iy umique SChedule urigue

o ot + ] o 8O

Rent external unique ferm umique
2. Enter the workflow Name and Description.
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Certificate Alert Exp... ~ master v~  Workflow  Rollback

3. Select the Category and Subcategory.

[ Note: These fields are not mandatory. j

4. Click Save.
5. Drag and drop tasks from the folders in the menu on the left to design workflows from scratch.

Note: For more information on the Workflow Tasks, click here. For more information on
getting started quickly with building workflows, click here.

6. To modify a workflow, first ensure that the workflow is disabled.

[ Note: For more information on disabling a workflow, click here. j

7. Click on the workflow to modify it.
The workflow opens in the design workspace. You can now modify workflow tasks as per your

requirement.
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Store

The store is an inventory of all out of the box (OOB) workflows made available to users. All OOB

workflows are presented in a catalog view with related workflows grouped together.

Sisid

wASsLE ] AELE - Bhotecat 1A ]

R Chinail EH MLy b
¥

S C ] i AR - Y ST e

The following options are available in the Store:

« Provision to enable or disable an entire workflow catalog.
« Provision to enable or disable individual workflow(s).

« Provision to sort the workflow catalogs by ascending or descending order.
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* Provision to clone an OOB workflow.

« Provision to schedule a workflow from the Store.

« Provision to define RBAC settings for different tasks within a workflow.
» Enabling/Disabling OOB Workflow Catalogs

» Enabling/Disabling individual OOB Workflows

¢ Cloning an OOB Workflow

» Scheduling an OOB Workflow

» Configuring RBAC for OOB Waorkflows

Enabling/Disabling OOB Workflow Catalogs

This feature allows you to enable/disable all the workflows in a given catalog. When you disable a
workflow catalog, the workflows present in the catalog will not be available on the Workflow Request page

and therefore cannot be scheduled or triggered.

1. To disable a workflow catalog, on the Workflow > Store page. turn off the toggle for the catalog to be
disabled.

Store

Design

e AVI GSLB »

Import

* Create AVl G5LE service
Hooks

Magic variables * Delete AVI GSLB service

s Modify AVI G5LE service

2. To enable a workflow catalog, on the Workflow > Store page, turn on the toggle for the catalog to be

enabled.
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Store

Design

Store AVI GSLB ¢

Import

* Create AVI G5LE service
Hooks
Magic variables * Delete AVI GSLB service
=  Modify AVI GSLB service

Enabling/Disabling individual OOB Workflows

You can also enable or disable individual workflow from the Store. When you disable a workflow, it will not
be available on the Workflow Request page and therefore cannot be scheduled or triggered.

To disable an OOB workflow:

1. On the Workflow > Store page, hover your mouse over a workflow name and click
2. From the available options, click Disable.

Store

Design
e AVI GSLB <
Import

= (Create AVl GSLB service @ O
Hooks

Chgduie

Magic variables . P e

*« Delete AVI GSLEB service

Disable
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The workflow is disabled.

3. To enable a disabled workflow, on the Workflow > Store page, hover your mouse over the workflow to

be enabled, and click

4. From the options available, click Enable.

Store
Design
Store AVI G5LB —
Impaort
* (reate AVI G5LB service © O
Hooks -
sCnedule
Magic variables o Clone
* Delete AVI G5LE service —
Enable
&
- & . [ i N -

The workflow is enabled.

Cloning an OOB Workflow

To clone an individual OOB workflow inside a workflow catalog:

1. On the Workflow > Store page, hover your mouse over the workflow to be cloned, and click
2. From the options available, click Clone.
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Store
AV GSLEB )]
* Create AVl G5LB service © O
Hooks
SChedule
Magic variables Clone |
* Delete AVI GSLB service o
- i J e -

A copy of the cloned workflow is added to the Workflow inventory page in the Design section.

Scheduling an OOB Workflow

To schedule an OOB workflow from the Store:

1. On the Workflow > Store page, hover your mouse over the workflow you want to schedule, and click

2. From the options available, click Schedule.

Store
Design
Store AVI G5LE [ ]
Import
s Create AVI GSLB service @ 4
Hooks
Schedule
) L,
Magic variables - Clone
} + [Delete AVI GSLE service _
gnabile
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3. Enter the information in the scheduler window.

Workflow Inventory

4. Click Save & Continue.
5. Assign the time for scheduling the workflow:

» Once - Select this option if you want to schedule the workflow to be triggered only once.

¥ Create AV1 G5LE service

@ Scheduls * Startsor

50 Me Tu We Th Fr Sa

Tme Pttt

Minute

K Dore

» Repeat - Select this option to schedule the workflow to trigger daily, weekly, monthly, or yearly.
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@ Create AV GSLE service

6. Click Schedule.

The scheduled workflow is added to the Scheduled jobs on the Request :: Schedule jobs page.

Configuring RBAC for OOB Workflows

To configure RBAC settings for a particular OOB workflow:
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1. On the Workflow > Store page, hover your mouse over the workflow and click o .

Store
Design
Store AVI G5LE B
Impart
= (reate AVl G5LB service ©o O
Hooks b 41:3
in

Magic variables

» [Delete AVI GSLE service

a Lo Al ANl o s e

2. In the Settings window, under RBAC, you can map the access control settings for user(s) for all tasks
within the workflow.

Settings = Create AVI GSLE senvios *

REALD Global vanablea

o

Import

You can import workflow(s) into AppViewX from any environment.

To import a workflow:
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1. On the Workflow Inventory page, from the navigation menu on the left, click Import.

Design

Store

Hooloes

Mapic variables

Helper script
Regex Library

Settings

2. To select the file to be imported, click Browse.

1

3. To upload the selected .zip file, click Upload.

* Select a file : ———— L T T A o
Workflow_05_05_2021_17_46_53_844.7ip i

4. Select the workflow and click Submit.
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Workflow

Varsion
B ADC Dwvice_Restore Actia,, #

#  master &

Status Logs
@ Valid Workflow versicn already axists master

1. Warning: If you are importing a workflow that already exists, the workflow status will show a
Warning. You need to either edit the workflow name or the version to be able to import this
workflow.

L] Workflow Version Status Logs

] ADC_Divice_Restors_Act &  rmaster & WARMING ‘Workflow version already exists master

Hooks

“Design and Define a Query once, reuse them forever...”

A ‘Hook’ is a mechanism used to query and retrieve data from different sources such as database,

device, or external vendors; and leverage them as part of the report building process. The mode of query

could be either through — Script, REST API and Query Explorer.

There are 3 ways of querying data through hooks:

* REST API
* Script (Python)

* Query Explorer (GUI based)
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For example, a query to retrieve a list of managed BIG-IP F5 devices from the database can be defined

once and reused across one or more workflow(s).

Hoshs Deaeription Hosk Type

This table describes the options available on the Hooks Inventory page:

Search bar | Allows you to search for a particular hook by typing in keyword(s).

+ Allows you to create a new hook.
o] Allows you to delete hook(s).
o] Refreshes the pages.

I+

Allows you to import a hook.

Allows you to export hook(s).

-
—

* Defining a Hook and using it within a Workflow

Defining a Hook and using it within a Workflow

To define a common hook to create an incident ticket on ServiceNow and use it within a workflow:
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1. On the Workflow Inventory page, from the navigation pane on the left, select Hooks.

2. To create a hook, click + in the command bar.

e i i Himeh Pypm

3. Select Hooks Type as REST.

Hooks Type

Select type Query Explorer Script ® REST

Description

E5 remaining

4. Enter a valid description for the hook.

Hooks Type
Select type Query Explorer Script #® REST
Description This AP is to create an Incident ticket in ServiceNow
201 remaining
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5. Enter or select the field information in the API Details section.

Workflow Inventory

API Details
* APl name Service Now - Create an Incident ticket
Select type ® REST API Interna
Method POST hd
* URL https:/f<servicenow url=/api/now/table/incident
6. Click Save.
7. Design a workflow.
8. From the User Interface section, drag and drop a Form task.
9. Define the necessary form fields.
[ Note: For more information on adding form fields, click here. j
10. To display the Hooks inventory, under the Hooks tab, select the Hook type as REST.
Ml o i
EECIETTT T T

11. Select the Field ID against which the hook should be mapped.
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12. Click Add.

13. Under the Form Builder tab, click Ea

& e

earm basddar il B o b Tt

el 15 Laba Aa Frikd N b AL [ PFarial 10 Vilkdathes  Halg Gidraie Erad ivnly EAEURTRY

A preview of the form shows the hook added to the form field.

€ Form : Faem_1

~ iHar Datails
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Magic Variables

“Define a hook once, refer to it as a magic variable; and reuse it forever...” Magic variable is a mechanism
that allows for a custom or pre-defined hook to be used as a ‘variable’ anywhere within the workflow
automation process. Once a hook is defined and is declared as a magic variable, it allows for reusability

within forms across the workflow.

« Provision to define a new magic variable.
 Provision to modify and delete a magic variable.
* Provision to use Static and Dynamic Hook types as magic variables:
« Static: Hooks which are static in nature can be referenced as magic variables. For example, Slack
webhook, ITSM change ticket URL etc.
« Dynamic: Hooks that execute dynamically can be referenced as magic variables. For example, Query
to get list of devices, Query to get list of unused VIPs, Query to get list of managed F5 devices etc.
* Provision to tag magic variables and search by tag names.

* Provision to import and export hooks and variables from one environment to another.

Syntax to use magic variable: (~<magic_variable>~)

For example: (~get_f5_devices~).

[ Tip: You can type keywords to auto fill the variables in the Form task. j
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» Defining a Hook and declaring it as a Magic Variable

» Using a Magic Variable within a Workflow

Defining a Hook and declaring it as a Magic Variable

You can define a common hook and refer it within a workflow form.

1. On the Workflow Inventory page, from the left navigation pane, select Hooks.
2. Create a Hook using REST API or Script.

3. Click Save.
4. From the navigation pane on the left, click Magic Variables.
5. Enter or select the field information.
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6. Click Add.

Using a Magic Variable within a Workflow

To define a hook as a magic variable and use it in the Form task:

1. Design a new workflow.

2. From the menu on the left, navigate to Application Delivery > F5 BIG-IP CLI > LTM > Create.

3. From the Create folder, drag and drop the Create LTM Monitor TCP task.

Kix o
LY
I o
LY
BIa o
o @ Y WD
1Y
o o
L ]
LY
KId o
>ta E.. Stop

LY Tk
T . rea
LY
ki o

T
TR

Solutions wid be LTM Persisience wie @
LY
KA o

4. In the Create LTM Monitor TCP task window, select the Edit mode checkbox to see information on

the variables used in this task.
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Create LTM Moritoe TCP & m ;

Infeemasan

Legh

Tag

5. To see the magic variable used in this task, in the Create LTM Monitor TCP task window, click
Variables.

The magic variable (~get managed_f5_Itm_devices~) retrieves the list of all managed F5 LTM devices.

Create LTM Morstor TCP # HEmmode ® 7 P55 5 X
Propertiss Input Output araklan
-+ ¥

Field name Wariable valus Cafauls Value Dacription Fisld Type Parent

6. To auto generate a form for this task, click Form above the Start task.

7. To auto-populate the form fields, click ' above the Create LTM Monitor TCP task.
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Tasks

i

Creane LTH Monitar TCP

LR

- . |

8. Select the form fields and click Create.
9. Connect the workflow and click Preview.

The magic variable auto-populates the F5 Device Name form field.

# Create LTM Monitor TCP

Helper Script

“Write once, reuse them forever...”

Helper scripts can be defined once with the relevant logic and can be reused across any workflow scripts

with the relevant function name. One python script is essentially reused within another.
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Frequently used methods and functions can be written as helper scripts once and reused across other
custom scripts within the workflow. Either default helper script(s) can be leveraged and/or new helpers
can be defined. For example, logic to establish database connection can be defined once and reused for
any other database related queries via script.

Kript name Description Verzion

The following table describes the options available on the Helper Script Library page:

Search bar | Allows you to search for a particular helper script by typing in keyword(s).
-+ Allows you to create a new helper script.

A Allows you to export a helper script.

(5] Allows you to import a helper script.

(] Refreshes the pages.

* Creating a Helper Script
» Exporting Helper Scripts
 Importing Helper Scripts
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 Configuring RBAC for Helper Scripts
» Using a Default Helper Script

Creating a Helper Script
1. On the Workflow Inventory page, from the navigation pane on the left, click Helper Script.
The Helper Script Library page is displayed.

2. To add a new Helper Script, on the Helper Script Library page, click + in the command bar.

al | W

3. Enter or select the field information.
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This table describes the field information in this section:

*Name Provide an appropriate name for the Helper Script.

*Type Select script as Python.

*Version Select version as 3.x

Description | Provide a valid description of the script.

All asterisk (*) marked fields are mandatory.
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4. Define the script logic.

5. Click Save.

Exporting Helper Scripts

1. On the Workflow Inventory page, from the navigation pane on the left, click Helper Script.
The Helper Script Library page is displayed.
2. On the Helper Script Library page, select the helper script(s) to be exported.

Seript. raema T gt Varnon

3. To export the selected helper script(s), click ! in the command bar.
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4. Click Ok in the Confirmation pop-up window.
The helper script(s) is/are saved as a .zip file.

aripd raema Dy gesns. Warregn

Importing Helper Scripts

1. On the Workflow Inventory page, from the navigation pane on the left, click Helper Script.
The Helper Script Library page is displayed.

2. On the Helper Scripts Library page, click “* in the command bar.
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Morgd mamy et et ey

3. To select the helper script file to be uploaded, click Browse.

4. To upload the selected file, click Upload.

* Select file ) I
Provisioning helperscript_04_29_2021_20_22_11_420.1ip m

Upload

5. Select the script and click Submit.
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: . -
b Stabus Script nams Logs
v & Valid DHSInfabloxHosRecond
- ™
Note:
+ By default, the ‘Overwrite existing file’ option will be checked. Any existing helper scripts will
be overwritten when new files are imported.
* Only “.zip" files will be supported for import.
- If the ‘overwrite existing file’ option is not selected and the script already exists in the
destination environment, the following notification will be displayed to the user on clicking
Submit.
N J

Statan Scrict nama Lot

Configuring RBAC for Helper Scripts

You can allow or restrict a user to modify Helper Scripts. Users can modify helper scripts only when they
have the Create/Modify permission for workflows. Users with ‘View’ permission cannot modify helper

scripts.

To restrict a user from modifying Helper Scripts in the Workflow Studio:
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1. From the upper left corner of the screen, click = .

2. From the menu displayed, select Account > Role.

3. Select the role for which you want to enable access, for example, admin.
4. Under Authorized functions, select Request > Workflow.

5. Under Workflow, only select the View checkbox.

InfTarmansar Anithorized fundiions

v All lunctisni

v B Router
v B Server
v S5H
- Srudis
v B Reports
v B Rules
- WaorkMow

v B Switch
¥ System
-

On the Helper Script Library Modify page, the script editor and Save button are disabled.

(5]
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Using a Default Helper Script

1. Leverage the helper script called ‘appviewx’, which establishes database connection. Function name:

db_connection

2. Reuse the predefined helper script across other workflow scripts such as ‘Get device list'.

Get device associate script

import sys

import json

sys.path.insert(0, AVX::DEPENDENCIES)
sys.path.insert(0, AVX::HELPER)

import appviewx

def device_list():
connection = appviewx.db_connection() _--------==-===mn=smmnmmmnnmanans > helper.helperfunction()
collection = connection.appviewx.device
dev_list = [value['name'] for value in collection.find({"vendor":"F5", "category" : "ADC"})]
dev_list = sorted(filter(None,dev_list), key = lambda s: s.lower())

print (json.dumps([{'Device": name} for name in dev_list])) if dev_list else (json.dumps({'error':"No Device to list"}))

device_list()
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Regex Library

The Regex Library allows you to define custom regex validation or use the prebuilt regex patterns. Regex
validations can be referenced against a form field with specific notifications to the user. You can add, edit

any regex in the inventory.

» Adding a New Regex
* Modifying an Existing Regex

Adding a New Regex

1. On the Workflow Inventory page, from the navigation pane on the left, select Regex Library.

The Regex Library page is displayed.
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2. On the Regex Library page, click Add new regex.

3. To add a new regex string, enter the field information as shown.

New regex

* Validation name P address and Port
* Regex string A[0-9]| [1-8000-9] | 1[0-80{2} | 2[0-4][0-9] | 25[0-
SINVH3N[0-91| [1-9][0-9] | 1[0-91{2} | 2[0-4][0-
9| 25[0-5]%(6553[0-5] | 655[0-2]\d | 65[0-
ahvd{2} | 6[0-410d{3} | Shc{ 4} | [0-9Na{0, 3305

Please enter a valid IP port value

Motification
le.g.192.168.1.1:80)

4. To save this new regex script to the library, click Add.
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Modifying an Existing Regex

1. On the Workflow Inventory page, from the navigation pane on the left, select Regex Library.

The Regex Library page is displayed.
2. On the Regex Library page, select an existing Regex from the list.

3. To modify the Regex string, enter a different regex pattern for email validation.

+ Add new regex Modify regex

4. To save this modified regex pattern, click Update.

Source Control

This feature allows you to connect and sync workflows/tasks from GIT. You can integrate with GitHub,

GitLab, Bitbucket, and Azure through AppViewX.
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Connect and syng warkflows/Tasks from GIT,

O & g A

* Prerequisites

* Linking a Repository

» Committing Workflows in Inventory

« Committing Workflows in the Design Section

» Committing Tasks and Subflows

» Pushing to a Remote Repository from Workflow Inventory Page
* Pushing to a Remote Repository from the Design Studio

* Pulling from the Repository from Workflow Inventory Page

* Pulling from the repository from the Design Studio

* Unlinking a Repository

* Logs

Prerequisites

» Users should have role based access permission to the workflow studio
» The user should have a configured remote GIT repository

Linking a Repository

1. On the Workflow Inventory page, from the navigation pane on the left, click Source Control.
2. On the Source Control landing page, select the integration type as GitLab.
3. Select the connection type as HTTPS or SSH.
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4. For HTTPS, enter the valid credentials along with the HTTPS clone URL.

Workflow Inventory

Establish Conmection

W Git

5. For SSH, enter the valid private key corresponding to the public key and SSH clone URL.

Establish Connection

) GitHut

Establizh Connecticn Bepository Setup

Firvish
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[ Note: Prerequisite for SSH - Public key is to be added to the remote user account.

6. Under Branches, select master.

-
o)
L

-]

Estahblish Connection EBepository Setup

Repository Setup
Repastory*

% Existing Branch Hewr Branch
Branches®

MaSDer

F

Finish

7. Click Next.

All available workflows, tasks and subflows in the remote repository are displayed.

L] L)

Istaklinh Comnction Repzasiory Satup

Clore workflows from remate Repasitory
Wkl Tanlkos 1

Lawt updated an 1 Updated by 1

Cancel

8. Select the workflows to be cloned.
9. Click Finish.
10. Click Yes in the Confirmation pop-up window.
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+ Cloned tasks and subflows are added to Source Control Directory and Workflows to Inventory. The

connected workflows reflect the Source Control 0 logo .

Grid rellback Aute generats form
& % Lo © 5 o & ¢ U]
* Cloned Repository is added to the Manage Repositories page.
Committing Workflows in Inventory
1. On the Workflow inventory page, select the workflows to be committed.
2. From the GIT Actions dropdown menu, select Commit changes.
& GIT Actions % [ = + fay o o k4 [ 4]
Commit changes
a T -
P FRITIGTE
Pull r e
Grid rollback Auto generate form
= maste = naster o naste
a € (W & $ ol @ @ € oh & 43
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3. In the Workflow Commit window, enter a commit Message and click Commit.

Workflow Commit W

& Modified l:!1._1:";+:'_. in the workflow will be cormmited,

* Repositary

| * Branch name

master

¥ Message

'-1}' thiree worktlows

Committing Workflows in the Design Section

1. Design a workflow or open an existing workflow.
2. Click Git Commit.

Master L Workflow

% Create Virtual Se...

miom G @ v @ O

& GIT Actions
Commit changes
Push to remote

ulll from remote

B glp_virtual_
Senver

I Proview : Classic B @ @ Variable Mapping

0 - . (m]
—
Ansible Stop
Exeutor
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3. In the Workflow Commit window, enter a commit Message and click Commit.

Committing Tasks and Subflows

1. Design a workflow or open an existing workflow.
2. Right-click on a task to see the options.
3. From the options displayed, click Save to Folder.

Workflow Inventory

Sll.'l:'[
A
_" . e
- Create LTM FI'l
1 F Fool
B Review And
Implemment

@ T '_"-gtcp

|f \I

Rty

4. In the Save to folder window, save the task to the Source Control directory.
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Save to folder x

+ <

£ Source Contro

D Gener
. e dpelmie

Ul us erface

} Mot v

Application Deliver
B o Pam

5. Click Save.

6. Add the tasks and subflows to be committed to the Source Control Directory.

7. Click Commit.

Source Control

General

Change Management

User interface

Bl a2

Script

Create LTM Poaol

i ]

i ]

Note: By default, the Commit button is disabled. It is enabled only after selecting the Source

Control Directory to save tasks.
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8. In the Task Commit window, enter a commit Message and click Commit.

8 Modified changes in the source control folder will be committed.

* Repository

N T

[ Note: Only the recently added tasks/subflows will be committed. j

Pushing to a Remote Repository from Workflow Inventory Page

1. On the Workflow Inventory page, from the GIT Actions dropdown menu, select Push to remote.

® GlTActlons v | [ = 4+ o
Q T -

Push to remote
Pull from remate

Grid rellback Auto generate form

=y master == master =y master

@ & O & 3 & P ] I+ e % a w4
215
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2. In the Push Changes to Remote window, enter the Password.

[ het
3. Click Next.

4. In the Push Changes to Remote window, from the list of committed tasks, select the task(s) to be

pushed.

Push Changed 12 Remate 5

WorkflowsTaska $tatus Created on 1 Last wpdated on 1 Craated by 1
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5. Click Push.
The selected workflows/tasks are pushed successfully.

Pushing to a Remote Repository from the Design Studio

1. Design a workflow or open an existing workflow.
2. From the GIT Actions dropdown menu, select Push to remote.

masier v Workllow  polhack o GIT Actiors. v I Preview: Classic B @ 8 Varlable Mapping & validate

¥ Create Virtusl Se. Comemit dhurges

» i ﬂ T "
B =N

- - —

i, A il
SLEM B = ANLENe e

e Exacunoe
Bagip, A
JErver

3. In the Push Changes to Remote window, enter the Password.
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4. In the Push Changes to Remote window, from the list of committed tasks, select the task(s) to be

pushed.
WorkfowsTaks Statun Created gn Last wpdated on 1 Craated by |
] G ]
i T |
5. Click Push.

The selected workflows/tasks are pushed successfully.

Pulling from the Repository from Workflow Inventory Page

1. On the Workflow Inventory page, from the GIT Actions dropdown menu, select Pull from remote.

& GIT Actions w :l = + Lo

N remote
Pull from remote

Grid rollback Auto genaerate form

= mdsiar =Y master =

o ® g me  ee T me e O & e

2. In the Pull From Remote Changes window, enter the field information.
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Workflow Inventory

3. In the Pull From Remote Changes window, select the workflows to be pulled and click Pull.

Pulll From Remate Changes *®

B WerklownTaks

Created on

Lass updated n

Created by

Overarite |
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Pulling from the repository from the Design Studio

1. Design a workflow or open an existing workflow.
2. From the GIT Actions dropdown menu, select Pull from remote.

masier v Workllow  peaback @ GIT Actions. v I Preview: Classic B @ 8 Varlable Mapping & validate

¥ Creats Virtusl Se.. Comamit dharges

3. In the Pull from Remote Changes window, enter the field information.

4. In the Pull from Remote Changes window, select the workflows to be pulled and click Pull.
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B WorkMowwTarky Craated on 1
B Fl
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] 05114 -
'
olb 05148 672
-] ol 0514
[ |

Lawt wpdated om
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el
4 B8

Craated by 1

Workflow Inventory

Chesrwrite 1

Unlinking a Repository

1. On the Workflow Inventory page, from the navigation pane on the left, click Source Control.

2. Under Manage Repositories, select the repository to be unlinked.

Manage Repositories

B Repasitoey narma B h Craated by Eraated an Legs hptien
B O [ ]
3. Deactivate the repository by turning off the toggle.
Manape Repotitories
ey S Brarsh Erested by Created o] Legr At 1
@ O 21 1
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4. To unlink the repository, click Unlink.

Manape Repoiitonies

Ripoiitery nams Sranch Craated by Craated on Legs Bt

v ]

5. Click Ok in the Confirmation pop-up window.

Logs

Logs is an option supported to view the actions performed in the chosen repository. Logs for the latest 10
actions are displayed in the descending order.
The logs can be viewed on the Manage Repositories page.

Mlanape Repaditarics

Eeprsilioy narme Eranch | Cinatid by Creatid o ] Lt Betiww 1

v [ &

The following actions are supported for Source Control:

» Support for Cloning, Pulling, Committing and Pushing Workflows,Tasks, and Subflows.

« Support for both On Premises and Cloud Repositories.

« Support for both public and private repositories.

« Support for SSH and HTTP/HTTPS authentication protocols.

« New branch can be created from AppViewX.

 Support for creating new versions and overwriting existing workflows on selection while importing them.
» Tasks and subflows can be overwritten or duplicated on selection while importing them.

* Support for cloning an empty repository is available.

» Allows switching between active repositories while performing Push, Pull, and Commit actions.

* Support to commit recently added tasks and subflows.

« Support to auto handle the conflicts thus enabling seamless pull and push actions in the repository.

A concept analogous to Git staging is supported for choosing files to push from a committed list along

with the Transaction status.
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» Renamed workflows can be pushed and duplicates are deleted in the remote repository if the workflow
with “Deleted” status is selected in staging.

« Confirmation for actions like, Overwrite, First Commit inside Design, and Cloning without selecting any
files.

« Source Control Repository connection establishment based on repo name, source control type, and
working branch name.

« Support for other dependencies like Helpers, Regex, Hooks, Pages.

« Commit and Push actions for workflow(s) and task(s) can be performed from the Workflow Inventory

page as well from the workflow Design studio.

The following actions are not supported for Source Control:

« Option for hiding password in tasks and folder segregation along with filtering field values of exported
data in remote is not supported.
« Support is not provided for deleting remote tasks and workflows.

Integration Hub

Integration Hub facilitates integration with different vendors (ITSM, GIT, DevOps, PaaS) and allows you to
use the configurations for speedy automation.Relevant vendor configurations, communication endpoints,
closure codes and so on must be pre-configured as part of the ITSM vendor configuration plug-in in order
to reference them as part of the workflow task(s).

« Provision to select/reference a specific ITSM instance to be integrated with a workflow.

« Provision to perform actions such as create, close, and withdraw an ITSM ticket.

» Provision to get ticket details and validate them as part of the workflow process.

« Provision to push specific configurations and logs as part of the automation process to specific field(s)
on an ITSM ticket.

« Provision to get the ITSM ticket details for validation as part of the workflow and change automation

process.
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o Bitbucket

servicenow  (GitHub

T Jira

H Jenkins

A

S

* ITSM Vendor Configuration

» Checking ServiceNow REST API details
* ITSM JSON Configuration

» Using Nested Response in JSON

» Payload Data Mapping

+ Validation Parameters

* Tooltip Data Configuration

» Mandatory Headers

* Authorization Configuration

* Using Variables in Visual Workflow Integration

ITSM Vendor Configuration

You can configure the relevant ITSM configuration - communication end points, field mappings, closure

codes - required to integrate a workflow automation flow with an IT Service Management (ITSM) tool.

« Provision to configure the ITSM vendor name and the instance (For example, ServiceNow, Redmine,

JIRA etc.) which can be referenced within the workflow tasks.

» Provision to define credentials to connect to any ITSM system.

* Provision to define relevant REST API details in order to do the following:

» Create an ITSM ticket
» Poll ITSM ticket details
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» Update an ITSM ticket
* Close an ITSM ticket

« Provision to define mapping of custom change ticket closure codes between AppViewX and the ITSM
vendor.

« Provision to define custom validation parameters between AppViewX vis-a-vis ITSM system, for
example, Device/Cl, Implementation date/time, ITSM state/status etc.

To configure a ServiceNow instance:
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1. On the Workflow Inventory page, from the navigation pane on the left, click Integration Hub.

Hooks

Magic variables

Helper script
Regex Library

Settings

Source Control
] Integration Hub

Install Package

List Packages

2. On the Integration page, click on the servicenow/change card.
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3. On the Vendor Configuration page, under Credentials, enter the URL, Username, and Password.

4. Under General Settings, define the relevant field information.
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The following table describes the field information in this section:

Enable polling

Allows you to enable periodic polling when integrated with an ITSM system.

Polling Interval

Allows you to define the frequency of polling interval when integrated with an ITSM

(mins) system.

Device / Cl Allows you to validate for any mismatch between device/Cl (configuration item)

validation details between the AppViewX work order and the change ticket at the time of the
work order approval and implementation.

Timezone Allows you to select the timezone from the list.

Approve mode

Allows you to enable either a ‘hard stop’ or ‘override’ (the work order) in the event of
any mismatch between the AppViewX work order and the change ticket details at the

time of work order approval, peer review.

Implementation
mode

Allows you to enable either a *hard stop’ or ‘override’ (the work order) in the event of
any mismatch between the AppViewX work order and the change ticket details at the

time of work order implementation post all peer reviews.
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5. Define the Log/Configuration settings.

[ T R T

Lot i

The following table describes the field information in this section:

Select Allows you to enable pushing of configuration commands and/or logs to the ITSM

configuration system.

type For example, pushing config and configurations to the ‘journal field’ on ServiceNow.

Auto close Allows you to enable automatic ticket closure or otherwise on the ITSM system once

the AppViewX work order is executed.

6. Define relevant API parameters in the JSON configurator.

{
"ServiceNowConfig": {
"serviceName": "ServiceNow",
"serviceApiList": {
"getTicket": {
"url": "/api/now/table/change_request?sysparm_query=number=<ticketNumber>",
"responseDataMapping": {
“"state": "result~approval”,
“startTime": "result~start_date",
“endTime": "result~end_date",
"sysld": "result~sys_id",

“"ticketNumber": “result~number"
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h
"apiListToCallAfter": [
“getDeviceList"
I
"name": "getTicket",
"method": "GET"
h
"getDeviceList": {
"url": "/api/now/table/task_ci?sysparm_display_value=true&sysparm_query=task=<sysld>",
"responseDataMapping": {
"deviceList": "result~ci_item~display_value"
h
"name": "getDeviceList",
"method": "GET"
h
"closeTicket": {
"url"; "/api/now/table/change_request/<sysld>",
"responseDataMapping": {
"state": "result~state"
By
"payloadDataMapping": {
"state": "closureCode",
“close_notes"; "comment"
h
"name": "closeTicket",
"method": "PUT"
h
"updateTicket": {
"url"; "/api/now/table/change_request/<sysld>",
"responseDataMapping": {3},
"payloadDataMapping": {
“work_notes": "updateData"
h
"name": "updateTicket",

"method": "PUT"
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“"validation": {
"state": "approved"
h
“tooltipData": {
"Affected CI's": "deviceList",
"Start Date": "startDate",
"End Date": "endDate",
"Status": "state"
h
"authorizationConfig": {
"type": "Basic"
h
"mandatoryHeaders": {
"Content-Type": "application/json"
h
“constants": {
"ticketCloseStates": {
"Success": 3,
"Not implemented": 4,
"Withdrawn": 7
h
"dateFormat": "yyyy-MM-dd HH:mm:ss"
}
}
}

7. Click Save.

Checking ServiceNow REST API details

To retrieve details using REST API explorer for a given Change ticket on ServiceNow:

1. Login to ServiceNow using your credentials.
2. Search or navigate to REST API Explorer.
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3. Select tableName value from the dropdown list.
Prepare request
Path parameters
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O
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Quary parameters

(chg_policy @
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Change Schedule Dafiniton
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syspam_dsplay_valse
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A comma-separated st of fislds i refum in the response

4. Enter the value for sysparm_query (number=<change ticket>).

For example, number=CHG0030682
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Prepare request

Puath paramatars

SYSPANT_query numbsersCHGOOI06E2

syspamm_display_valua

Syspanm_axclude_relerence_lnk

SYSPAIT_suppdess_paginaben_h

aadar

sysparm_fields

Name Value
s labiaName Changa Raquest (changs_request) v
Query paramaters
Name Vilue Description

An gncoded quany Sinng used Do e the nesults

Ratum held deplay valsas (rua), actual valies (fakka), of
both (all) (defaul falsea)

Trusa 1o excisde Tabla AP knks for reSarance felds (delaul
falsa)

True o supress pagination header (dafault false)

” A comma-separabed st of Selds bo retum in the response

5. Get ‘'sysID’ API response body for the change ticket.

REST AP1 Explores

Sastus code

Headeis

e hap-Csriral
Conbent-
Encoding
Content-Ty pa
Clate

Expires
Pragma
Dot

Srbck- Tranes port
Security
Transiar-
Emcoding

X-Teaa-Ciount

Reaponss Body

i_updated_on

Lomprehers

Foc-Gies P, -1 0, i -t pliclate 'Ilhl-ﬁ._|-=-:

=g

appliz abionsom charset=UTF 4
Mon. 21 New 2016 0507 14 GMT
NS00 NO-CC hl

S i

max-age 1578000, includeSubDomains

Paank pd

"result": [

{
"u_glide_date_1": ",

"parent”: ",

"reason”: ",
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"made_sla": "true",
"backout_plan": "

"watch_list": ",
"u_integer_4": ",

"upon_reject™: "cancel",

"sys_updated_on": "2016-11-11 07:58:35"

“conflict_status": "Not Run",
"approval_history": ",
"number”: "CHG0030682",
"test_plan": ",
"sys_updated_by": "admin",
"opened_by": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user/6816f79cc0a8016401c5a33be04bed41",
"value": "6816f79cc0a8016401c5a33be04be441"
L
"user_input": ",
"requested_by_date": ",
"sys_created_on": "2016-11-11 07:08:22",
"sys_domain": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user_group/global”,
"value": "global"
h
"state™: "4",
"sys_created_by": "admin",
"knowledge": "false",
“order": ",
"phase": "requested”,
"closed_at" "2016-11-11 07:58:35",
"cmdb_ci": {
"link": "https://ven01189.service-now.com/api/now/table/cmdb_ci/0ca262a80f4fa200c3e6cd8cel050e68",
"value": "0ca262a80f4fa200c3e6cd8ce1050e68"

h

"delivery_plan": ™"

"impact”; "3",
"active": "false",

"review_comments": "kk_vs1",
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"work_notes_list": ",
"business_service": ",
"priority": "2",
"time_worked": ",
"cab_recommendation”; ",
"expected_start": ",
"production_system": "false",
"rejection_goto": ",
"opened_at": "2016-11-11 07:08:22",
"review_date": ",
"business_duration™: ",
"group_list": ",
"requested_by": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user/kk",
"value": "kk"
L
"work_end": ",
"change_plan": ",
"phase_state": "open",
"approval_set": ",
"cab_date": ",
"wf_activity": ",
"work_notes": ",
"implementation_plan": ",
"u_table_name_1": ",
"end_date": "2016-11-12 00:00:00",
"short_description": "Create VS on UAT",
"correlation_display": ",
"delivery_task": ™",
"work_start": ",
"assignment_group™: ",
"additional_assignee_list": ",
"outside_maintenance_schedule": “false",
"description”:; "Create VS",
"calendar_duration": ",

"close_notes": "Closing the ticket from AppViewX.",

"sys_class_name": "change_request",
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"closed_by": {
"link": "https://ven01189.service-now.com/api/now/table/sys_user/6816f79cc0a8016401c5a33be04bed41",
"value": "6816f79cc0a8016401c5a33be04be441"

L

"follow_up™: ™,

"sys_id": "25e553cd0f07e200c3e6cd8ce1050e14",
"contact_type": "phone",

"urgency": "3",

"scope™: "3",

"company": ",

"justification™: ™,
"reassignment_count": "0",
"review_status": "3",

"activity_due": ",

"assigned_to": ",

"start_date": "2016-11-07 00:00:00",
"u_field_name_3": ",
"u_field_name_1": ",

"comments": ",

"u_field_name_2": ",

"u_journal_1": ",

"approval": "approved”,

"sla_due™: "™,
"comments_and_work_notes": ",
"due_date": ",

"sys_mod_count": "4",

"sys_tags": ",

“conflict_last_run": ™,
"escalation™: "0",
"upon_approval": "proceed",
"correlation_id": ",
"location™: ™",
"risk™: "4",

"category": "Hardware"
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6. Enter or select the following field information to get ‘CI’ specific details.

sysparm_query task="sysID’ (task=25e553cd0f07e200c3e6cd8cel050e14)

sysparm_display_value | true

Prepare request

Path paramaeters
Hame Value
o labbahami Cls Mo tod (Rask_ci) L

Cusery parameters

Hama Valus
S SPAIT_ Uiy 1ask=25553c00M07 a200c3eb0d 8oa 10501
syspanm_display_valug g

syspanm_oxchude_refarence_link

SYHpAIT_SUppeess_pagination_h
mader

syspanm_fialds r

syspanm_imi 1 {Lmited 10 1 eoSull for Besting) W

Description
An encoded querny sting used 1o filer the results

Ratun fadd desplay values (nue), aclual values (lalsa), of
Baotf {all) (delaul fakia)

True to exciude Tabke AF| inks for relevence Bokds (delaul
faka)

True W supress papnabon header (detault false)

A comma-separated list of hesds fo return n the response

Theer muaameamy nummbser of resulls retumed per page (delaul
103 (WL

Response for sysid from task_ci table.

“result": [
{
"sys_id": "39e593010f47e200c3e6cd8cel050e8a",
"sys_updated_by": "admin",
"task": {

"display_value": "CHG0030682",

"link": "https://ven01189.service-now.com/api/now/table/task/25e553cd0f07e200c3e6cd8ce1050e14"

b

"applied": “false",

"sys_created_on": "2016-11-11 07:08:23",
“xml": ™,

"sys_mod_count": "0",
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"sys_updated_on": "2016-11-11 07:08:23",
"sys_tags": ",
"applied_date": ™",
"ci_item": {
"display_value": "117",
"link": "https://ven01189.service-now.com/api/now/table/cmdb_ci/0ca262a80f4fa200c3e6cd8cel050e68"
h
"sys_created_by": "admin”
}
|
}

The IT Service Management (ITSM) JavaScript Object Notation (JSON) configurator is a generic method
through which an ITSM vendor that supports a JSON based REST communication can integrate with
AppViewX. This allows AppViewX to establish communication with an external tool and achieve the
necessary change management integration.

The key components of the ITSM JSON configuration are:

- Application Programming Interface (API) Definitions
- Validation parameter configuration
» Tooltip data configuration
» Mandatory headers configuration
* Authorization configuration
« Constants
+ Change ticket closure states.
« Date format used by the vendor

The API definition can have the following configurations:

* Name: The APl Name

* Method: The HTTP method - GET, POST, PUT, DELETE
* URL: The relative URL for the REST endpoint of the API

« responseDataMapping

* payloadDataMapping
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- apiListToCallAfter
- apiListToCallBefore

* ITSM APIs
* Defining ITSM Instance
* URL and Response Data Mapping

ITSM APIs

Workflow Inventory

The following APIs need to be defined within the configurator in order to integrate Change management

vendor with AppViewX:

« Create ticket: This APl is used to create an ITSM change ticket and pass some basic ticket details

defined in the payloadDataMapping.

* Get ticket: This API is used to fetch the ITSM change ticket for a given RFC ID (Request for change).
All the fields mapped in the responseDataMapping will be stored internally in AVX for reference.
* Close ticket: This API is used to close the ITSM change ticket based on the AppViewX workorder

status. The corresponding state in the ITSM system has to be mapped in the constants, under

ticketCloseStates.

« The value of “closureCode” is picked from ticketCloseStates based on the workorder status.

“close": {
“url": "/api/now/table/change_request/<sysld>",
“"responseDataMapping": {
"state": "result~state"
h
“payloadDataMapping": {
"state": "closureCode",
"close_notes": "comment"
h
"name": "closeTicket",
"method": "PUT"

h
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» Update ticket: This APl is used to update data back to the change ticket. Commonly the update data
are workorder configurations (Implementation, Rollback, Pre-validation, and Post-validation) and

workorder logs.

« Specific configurations such as Implementation, Pre-validation, and Post-validation can be mapped

against the relevant ITSM field, and pushed.

“update”: {
"url": "/api/now/table/change_request/<sysld>",
"responseDataMapping": {},

"payloadDataMapping": {

h
"name": "update”,
"method": "PUT"
L
"updateConfig": {
"responseDataMapping": {},
"payloadDataMapping": {
"user_input": [
“rollback_config"
I8
"close_notes™: [
"postvalidation_config"
I
"work_notes": [
“prevalidation_config"
]
h

"url": "/api/now/table/change_request/<sysld>",

"name": "updateConfig",

"method": "PUT"

h

"updateLog": {

"responseDataMapping": {},
"payloadDataMapping": {
"user_input": [

"rollback"
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1,

"close_notes": [
“postvalidation”
I8

"work_notes": [
“prevalidation"
]

h

“url™: "/api/now/table/change_request/<sysld>",
“name": "updateLog",

"method": "PUT"

If the API for withdrawal of the ticket is different from the close API, it can be defined under the name

“withdrawTicket”.

"method": "GET"

By

"withdraw": {
“responseDataMapping": {
"status": "status"

h

“"payloadDataMapping": {
"change_number": “ticketNumber",
"comment”: "

h
"url"; "/withdraw",
"name": "withdrawTicket",

"method": "POST"

By

Defining ITSM Instance

Define a unique ITSM instance.

Note: For more information, refer to the section on ITSM Vendor Configuration.
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URL and Response Data Mapping

The relative URL for the REST endpoint of the API and the relevant query parameters for the URL can be
specified within <> representation.

For example, In the getTicket API only <ticketNumber> can be used. But for other APl any mapped data
can be used with the <> notation.

« Data that can be Mapped
* Response Data Mapping

Data that can be Mapped

The following keys can be mapped in the ‘get ticket’ API for use in any other API or for other internal
purposes:

* devicelist
* phase

- state

* endTime
* startTime

« ticketNumber

In addition any vendor specific ticket data can be mapped with a custom key and can be used under
validation config or mapped in the payload data of an API definition.

Note: Any data that is to be mapped from the external system has to be mapped in the getTicket
API. This is the entry point for any ticket data from the external system into AVX.

Response Data Mapping

This is a guideline for the data to be mapped for internal use by AppViewX based on

the JSON response obtained from the ITSM system. Response data mapping (key-
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value pair) is used to define all the relevant fields from the ITSM system into AppViewX.

Configuration command

Cenfiguratisn command

{

"ServiceNowConfig": {
"serviceName": "ServiceNow",
"serviceApiList": {
"getTicket": {
"url": "/api/now/table/u_vip_create?sysparm_query=u_number=<ticketNumber>",
"responseDataMapping": {
“"state": "result~u_approval”,
“startTime": "result~u_start_date",
“endTime": "result~u_end_date",
"sysld"; "result~sys_id",
“ticketNumber": “result~u_number"
h
"apiListToCallAfter": [

“getDeviceList"
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 The key on the left indicates the values that are used in AppViewX as part of the provisioning, ticket

validation process.

« The values on the right indicate the response received from an external tool and used within AppViewX

as part of the provisioning, ticket validation process.

If the data is in the root of the JSON then the entire key is specified. However, if the data in the response

is nested within another JSON or array, then a tilde ‘~' symbol is used to denote the path to the data to be

mapped.

» Nested JSON response from ServiceNow referenced in AppViewX

"result": [

{

» Mapping response from ServiceNow into AppViewX using tilde '~’

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

"u_glide_date_1": ",

"parent": ",

"u_start_date": "2016-11-21 07:58:35",
"u_end_date": "2016-11-23 07:58:35",
"backout_plan": ",

"u_approval": " Approved",

"upon_reject": "cancel”,

"sys_updated_on": "2016-11-11 07:58:35",

"type": "Comprehensive",
"conflict_status": "Not Run",
"approval_history": ",
"u_number": "CHG0030682",
"test_plan": "™,
"sys_updated_by": "admin",

"opened_by": {

"link": "https://ven01189.service-now.com/api/now/table/sys_user/6816f79cc0a8016401c5a33be04be441",

"value": "6816f79cc0a8016401c5a33be04bed41"

1
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{

"ServiceNowConfig": {
"serviceName": "ServiceNow",

"serviceApiList": {

“getTicket": {

"url"; "/api/now/table/u_vip_create?sysparm_query=u_number=<ticketNumber>",
"responseDataMapping": {

"state": "result~u_approval”,

“startTime": "result~u_start_date",

“endTime": "result~u_end_date",

“sysld": "result~sys_id",

"ticketNumber": "result~u_number"

h

"apiListToCallAfter": [

"getDeviceList"

Payload Data Mapping

Workflow Inventory

These are attributes required to be sent to an ITSM system as part of the payload data (via REST)

Configuraticn command

“closeTicket": {

"url": "/api/now/table/u_vip_create/<sysld>",

‘responseDataMapping": {

"state": "result~u_state"

b

'payloadDataMapping”: {
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"u_state": "closureCode",
"u_notes": "comment"

h

 The ‘key’ on the left indicates the specific field values on the ITSM system.

« The ‘values’ on the right indicate the specific values with which the fields on ITSM have to be updated
by AppViewX

* API list to call Before (Optional)

* API list to call After (Optional)

API list to call Before (Optional)
This is a list of names of defined APl which will be called prior to making a call to the actual URL defined
in this API definition.

For example, API to get the session ID and use it as part of subsequent web service calls, payload and

SO on.

Configuratisn command

APl list to call After (Optional)

This is a list of names of defined API that will be called after making a call to the actual URL defined in

this API definition.
Example API Definition:

"getTicket": {
"url": "/api/now/table/u_vip_create?sysparm_query=u_number=<ticketNumber>",

"responseDataMapping": {
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"state": "result~u_approval",
"startTime": "result~u_start_date",
"endTime": "result~u_end_date",
"sysld": "result~sys_id",
"ticketNumber": "result~u_number"
h
"apiListToCallAfter": ["getDeviceList"],
"name": "getTicket",
"method": "GET"
h
"getDevicelList": {
"url": "/api/now/table/task_ci?sysparm_display_value=true&sysparm_query=task=<sysld>",
"responseDataMapping": {
"deviceList": "result~ci_item~display_value"

h

Validation Parameters

This is a set of JSON key value pairs that define what attributes of a change ticket needs to be validated
within AppViewX. Any custom attributes can be defined as part of the validation. The values on the left
side of the assignment denote the attribute to be validated and the right side of the assignment denotes

the expected value for the parameter to be considered as valid.

Note: In case an attribute that is not mapped to the system is validated, these will be ignored and
will be treated as invalid. The validation message on the GUI will be displayed accordingly.

Example validation parameter config:
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"name": "updateTicket",
"method": "PUT"
}
b
“"validation™: {
“"state": "approved"
h
"tooltipData": {
“Start Date": "startDate",

"End Date": "endDate",

« Validation message sample

In this case, AppViewX executes a work order based on the validation parameters. For example, the state
of the change ticket on the ITSM tool must be ‘approved’, Device/Cl must be valid, Change window must

be valid, and so on.

Confirmation Message

Dsice rmitm.stich, Sy dirsions whichh sne part of th
g V
e tici cam B b ple et

W stun ok apprans

8 imohemestaton b slapaed
Do s il st Bo proceed?

Tooltip Data Configuration

This placeholder gives you the flexibility to customize the tooltip data that is to be displayed in the

workorder review page against a specific work order (on hovering over the RFC ID field).

The left side of the assignment denotes the Label to be displayed in the tooltip, and the right side of the
assignment denotes the data that is to be shown in the tooltip.

Example tooltip config:

“"tooltipData":{
"Affected ClI's":"deviceList",
"Start Date":"startDate",

"End Date":"endDate",
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"Status":"state"

L]
-3

Work arder

Warn e 11 bl mprk prdes  Swaription Creaned date Luen pedate s dald B [ L franen dareary

Mandatory Headers

These are key-value pairs that are needed for every HTTP request sent to the defined APIs. Support is
available for “Content-type”:"application/json”. There can be additional headers depending on the system.

For example:

"mandatoryHeaders":{

"Content-Type":"application/json"

homedo
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Authorization Configuration

This part of the configuration contains the authentication details to be performed in order to communicate
with the ITSM system. Support is available for “no authentication” and “BASIC authentication”. This is to
be specified in the “type” key under in configuration.

For example:

“authorizationConfig":{

"type":"Basic"

- Ticket close states: A placeholder to map the AppViewX work order states - Completed, Failed, Not

Implemented - with the appropriate ITSM change ticket closure states. This can be defined either as a
String or Integer format depending on the ITSM system.

 Vendor date format: Date format is mandatory for AppViewX to interpret the date values from the ITSM
system.

Example: Ticket closure states in integer format

“constants":{
“ticketCloseStates":{
"Success":3,
"Not implemented":4,
"Withdrawn":7
h

"dateFormat":"yyyy-MM-dd HH:mm:ss"
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Example: Ticket closure states in string format

“constants":{
“ticketCloseStates":{
"Success":3,
"Not implemented":4,
"Withdrawn":7
h

"dateFormat":"yyyy-MM-dd HH:mm:ss"

Using Variables in Visual Workflow Integration

By integrating Visual Workflow with third-party vendors such as Ansible, Bitbucket, Terraform and so on,
you can define and use variables for your automation workflows.
The following syntax must be used to refer integration variables within a workflow:

<%Integrations.<integration name>.<key name>%>

To refer a Terraform integration variable, such as the IP address, in any task within the workflow:

1. On the Workflow Inventory page, from the navigation pane on the left, click Integration Hub.
2. On the Integration page, click Terraform.

3. Enter the field information to configure the Terraform integration.

4. To refer any of the configurations, for example the IP address, as a variable in any task within a

workflow, use the syntax: <%integrations.<Terraform>.<key name>%>

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 251



Python Library

Workflow Inventory

This feature allows you to explore the inventory of Python packages available within AppViewX and also

install a Python package from a Python repository, such as Python Package Index (PyPi).

« Installing Python Package
» Python Package List

Installing Python Package

To trigger the workflow for dynamically installing a Python package from Pypi:

1. On the Workflow Inventory page, from the navigation pane on the left, under Python Library, click

Install Package.

L + el
workflows a T
Design
e tosting Demo Seript to Farm
Import ]‘I‘L
o = & = w &
script yaml Grid cammand task - device es.
@ ] @ o @ =] Lo]
mmmmm d ADC Disable Mirror Eailo Openshift Plugin installer Certificate {roate 008
=3 (e} o] o)
Renew Regenerate Reissu.. Certificate Expiry Report O..
The Install Python Library page is displayed.
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[ e—

[ S —

2. On the Install Python Library page, under Package Details, select Source as pypi.
3. Enter the name of the Python package that you wish to install, for example, f5-sdk.

4. To check if the package is already available in AppViewX, click Check for Availability in AppViewX.

The Available version field is populated with the name of the Python package available in the

AppViewX Python library.

A Package Details

* Source ® pypi upload iy
Package Mame fS-sdk o
Check for Availability in AppViewX
* Awallable version 3.0.20

Latest Version in PYP ¥ Wi

Install Package

5. To get the latest version of the package from pypi, click Get Latest Version.

6. Select the Latest version in pypi.
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# Package Details

* Source

Package Mame

* Available version

Latest Version in PYP

3.0.8
3.0.7
3.0.6
3.0.5
3.0.4
3.0.3

3.0.21

T NN
3.0.9 « @

Install Package

7. Click Install Package.

The selected Python package is installed successfully.

L+l

Packape ImEallation

Ligs . Fasiags i sllarion
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OB

Foihage

Yaryion

Python Package List

To trigger the workflow for getting the list of Python packages available within AppViewX:

On the Workflow Inventory page, from the navigation pane on the left, under Python Library, click List

Packages.

script

cammand

Ll [

Renew Regenerate Reissu..,

vesting

yaml

e

ADC Disable Mirrer Failoy...

e

Certificane Expiry Repart 0.

Deme

Grid

@

openshift Plugin Installer

Seripr va Farm

@ 1 = O

cammand task - device res...

H O

Certificate Create D08

The workflow is executed and a list of packages with their versions is displayed on the screen.
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Chapter 9: Workflow Tasks

» Overview

 Folders

» Task Category - General

» Task Category - User Interface

» Task Category - ChatOps and Notifications
» Task Category - Change Management

* Integrations

» Automation Collision

» Workflow Task Actions

* Rollback Workflow

 Variable Mapping

» Task Scheduler

» Workflow Cart

» Workflow Options

» Connecting tasks in Workflow Studio

» Connecting Workflow Tasks with Failover - RGF Flow

Overview

A workflow palette or task is an independent business logic block required to automate and stitch together
a workflow.

» Tasks are objective workflow elements required to automate and design a workflow

» Tasks can have custom and/or pre-defined business logic to aid in workflow automation

* Tasks can be defined as either user tasks or automated tasks

» Tasks can be cloned and reused with the workflow

* Tasks will have an Input/output (I/O operation) to pass data (in the form of variables) from one stage of
a workflow to another
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Folders

workflow

Q. Search by tag, task

+ Add

Source Control
General
Change Management
User interface
Notification
Application Delivery
IPAM
DevOps
Certificates
ITSM
GitOps
Reports
Network
Solutions
Utilities
FAQs

The following options are available in the Workflow Tasks folder menu:
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Search

Allows you to search for tasks by typing keyword(s)

Add

Allows you to add a new folder

Refreshes the tasks folders menu

Allows you to expand and collapse the task folders

Allows you to hide folders from the workflow tasks menu and customize task sequence within

a folder

To hide a folder from the workflow tasks menu:

1. From the top right corner of the menu, click E

2. Click next to the folder you want to hide from the menu.

Source Control

General

User interface

Notification

Application Delivery
IPAM

DevOps

3. Click Save.
The folder is no longer visible in the menu.
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workflow

+ Add Commit ¢ B £

Source Control
General

Change Management
User interface

MNotification

Application Delivery
IPAM
DevOps

4. To reorder the sequence of tasks within a folder, from the top right corner of the menu, click E
5. Select a folder from the menu.

6. Hold and drag tasks to change their sequence in the folder.
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master v  Workflow g

a

Source Control . . b

General - Get ¥ (i ]
Change Management e

CHANGE . Create i ]
User interface ®

Motification . Push Config (i ]
Application Delivery ®

IPAM ~ Push Logs 0
DevOps P

Certificates ® - te o
Lo

GitOps . alidate 0
Reports ®

Metwork P t (i }
Snlutinns —

Task Category - General

This folder allows you to incorporate all flow control tasks within a workflow.
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Source Control
Change Management
User interface

Maotification

Application Delivery

IPAM
ITSM

Certificates
DevOps
GitOps
Repaorts
MNetwork
Solutions
Utilities

FAQs

* Ansible Executor
» Break Loop

* Delay

» Dependency

o If
 Implementation
+ Join

* Loop

+ Postvaildation

* Prevalidation

*« REST

©

L1
-’

=

p & O Q @ Y

nsible Executor

BreakLoop

Laop
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« REST(I)
* Retry

* Rollback
» Schedule
* Script

* Split

» Switch

» WorkOrder

Ansible Executor

This task allows you to integrate with Ansible from an AppViewX workflow. The Ansible executor task is
used when there is a need for automating network configurations through Ansible as the southbound.
This task must be used when passing input data from AppViewX to Ansible and while executing the

Ansible modules on a specific host.

* Provision to input data in either YAML or JSON format
* Provision to refer YAML or JSON samples
 Provision to use the YAML task as either a user interface task or as a service task

* Provision to select the ‘host’ on which to execute
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Ansible Executor #

Properties 2

General

ansibl E-_]

Infermation

Note: In the event of integrating with an existing Ansible setup, the host instance can be
defined under AppViewX Menu > Settings > Integration > Ansible configuration. For more
information, refer to the section on Ansible Southbound Integration.

Break Loop

BreakLoop task allows for termination from the loop based on the rule defined.

« Provision to define a break condition to terminate the loop.

« Provision to define rule or Boolean condition (AND, OR, NOT) to test the loop variable.
« If the condition holds true, the loop terminates.

« If the condition holds false, control is passed to the loop.
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break !

Homal ;: B I ME= AW &

Bosaicl oop Lesk alliown o lesrenabon nom B loop baned on B syl Sefinesd

Delay

Delay task allows you to configure delays between workflow tasks. Delay can be configured for
Milliseconds, Seconds, Minutes, Hours and Days.

Gangaal -

-]

v -

[T

e bl 1
inbsemation T ——

o) |
Cuabem meassge Cowtsd =
Cumitemibn Tash Soties *

Propersies e
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Dependency

This task allows you to explicitly define dependencies on previous tasks prior to executing the next task in
the workflow sequence. This is helpful when you want to check whether a specific task has completed or
not before going on to the next task.

You can assign a wait time or duration for which the next task in the flow can wait for the dependent

task to be completed. If the dependent task is completed within the wait time, the next task is executed.
However, if the dependent task does not get completed with the assigned wait time, the workflow stops.

* Provision to select the dependent tasks which are defined within the workflow.
* Provision to assign a wait time or the duration for which the next task in the flow can wait for the
dependent task to be completed.

» Task dependency will check for the successful completion of the dependent tasks.
To define dependency on a task prior to executing the next task in the flow:

1. Design a workflow.
2. Drag and drop necessary tasks within the workflow.
3. Add the dependent tasks and assign wait time.

Frepernst ko)
sl =
Depe
Sapanency, |
@
v ol w
Informagien +*
Curid o mraiiage (5 +
Furtmise Taik Sorian - T

4. Click Preview.
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» Dependency in progress.

Workflow Tasks

—

» Dependency completed.

Drependeny

Logs - Dependency

L4 |

 Next task initiated and completed.
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Creade Confiy

If

The If task allows you to configure a conditional rule(s) in order to take decisions as part of the workflow
automation process.

« Provision to define multiple rules based on which a workflow can be routed (maximum of two decisions
can be taken).

« Provision to reference variables from a previous task as input.

« Provision to define conditional rule logic as a truth table.

« Provision to copy the task id and use it to reference across workflows.

* Provision to auto-populate the global variables.
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¥ Editmode® 7?7 B 7

Properties

decision_

Input/Output

| request
Requeest State
réquestid

Mo régqueststate

T Ragueest b
Rasqueest Creator

requestCreator

Variables

equals W

T

rder o take decisions as part of the workflow automtion Praoess

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

269



Workflow Tasks

If # ¥ Ediimode® 27 P .~ X

2

Proparties InputfOutput Variables

decision_1

equals

Mormal = B I g = = A " ﬂ

Task allews fof configunng a condibonal rula(s) in order to take decrsons as part of the workflow automtion process

Implementation

This task allows you to perform Implementation changes on the end point.
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Implementation #

Properties 2

General =

provisiening_implementation_1

"<Kimplesentat lonk=-"}

Join

The Join task is used when multiple flows are branched out and executed parallely. This task allows you
to merge one or more branches of a workflow into a logical end.
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Scheduled Emad .. X
=
9 ,
" --_ﬂ'rhaa T ch
&
Loop

Loop task allows for repeated execution of a task or sub-process based on a specified condition. The
Loop task consists of two parts — Start loop and End loop.

« Provision to define a loop for iterative execution of a task or sub-process.

« Provision to resume control to the next iteration of the loop in the event of failure of any task within the
loop.

« Provision to define rule or Boolean condition (AND, OR, NOT) to execute the loop variable. If the
condition holds true, the loop continues to iterate. If the condition holds false, the loop skips or exists.

« Provision to display the count of iteration in the stage view
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Loop - Iterating t... *

2 Form oy @ » ‘j o

g h' ] - " 1 r a .
. ” ®
= @ e L 2 o
Start_Flow T | = .
List Of E ; —— o= Stop_Flow
Objects _J E’: .
Start_Loop End_Loop
Printimg List
Object
=
-] [ < ]
& T
L}

Frinting lxi ohjrct

Ligs - Primting bax sigect

To add a Loop task to your workflow:

1. Design a workflow.

2. From the General section, drag and drop the Loop task.
3. Define a script to get a list of values.
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List of Dbjects & ¥ Edtmede® 7 P . X

Broperties  InpubiDutput Variablas D

Ganeral - m

List of Dbjexts

scriga_1

4. Define a sample list of values and declare it as a global variable.

Propertiel npuit/ Chetpat Wrnakiley 2

Infgrmation +

Glabal variakles (1

Tostal ripocards: 1
Custom massage (5 -+
Customize Task Action -+

5. Under Loop variables, reference the variable from the previous task to be used for iteration.
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Proparties D

waoop. 1

=
+ *

LT b b

6. Define a Script task for printing list objects.
Prir t ] Edtmode® % P .
Proparties InputiButput WVariablai 2

Ganaral -
-
soript_2

7. Connect the workflow tasks.
8. Click Preview.
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Workflow Tasks

« Printing list objects completed.

[

w

Loy - Prinvng v object

Postvaildation

This task allows you to perform post-validation changes on the end point.
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Postvalidation # T B S X
Properties 2]
Genaeral
Valldatl

provisioning_postvalidation_1

Prevalidation

This task allows you to perform pre-validation changes on the end point.
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Prevalidation # T B S
Properties

General

provisioning_prevalidation_1

REST

REST API task is used for external web service communications as part of the workflow automation

process.

- Enhanced API auth support:
* Basic Auth
* Bearer Token
* API Key
+ Digest Auth
+ AWS Signature
» Akamai EdgeGrid
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» Support for ‘GET’, POST’, ‘PUT’, ‘DELETE’ and ‘PATCH’ methods
» Support for multiple headers

¥ Editmode® <2 P

Properties Input/Output Variables D
Configuration TError | —

AP| Details

GET v

Header

Basic Auth >
Baslc Auth

Credential

Integration as a service
Bearer Token

AP1 Key

AWS signature

Drigest Auth

Akamal EdgeGrid i

I N

» Authorization Modes

Authorization Modes

Provision to support different types of authentication in the visual workflow Rest API task.
* Basic Auth
» Bearer Token

« API Key
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« Digest Auth
* AWS Signature
» Akamai EdgeGrid

Basic Auth

The client sends HTTP requests with the Authorization header that contains a base64-encoded value of
Username and Password.

1. In the REST task, under Authorization, select Auth Type as Basic Auth.

Basic Auth w

Basic Auth

Credential

Inwgra[mn 4% 4 Service
Bearer Token

APl Key

AWS signature

Digest Auth

Akamai EdgeGrid

2. Provide the Username and Password.

Basic Auth w

I N

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 280



Workflow Tasks

3. Click Save.

Bearer Token

A bearer token is an HTTP authentication scheme that involves authentication with security tokens. The

client can define this token in the Authorization header while making requests to protected resources.

1. In the REST task, select the Authorization type as Bearer Token.

Basic Auth w
[ Basic Auth

Credential

Integration as a service

APl Key

AWS signature

Digest Auth

Akamai EdgeGrid

2. Provide the Token value.

Bearer Token w

3. Click Save.

APl Key

A unique generated value is assigned to all users to signify that the user is known. API keys can be sent

in the query string as part of the URL or through headers.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 281



Workflow Tasks

1. In the REST task, under Authorization, select Auth Type as API Key.

Bearer Token

Basic Auth

Credential

Integration as a service
Bearer Token

AWS signature
Digest Auth
Akamai EdgeGrid

2. Provide the Key and Value.

APl Key

3. Click Save.
Digest Auth

This authorization is immune to replay attacks as it uses a one time number (a nonce) from the server.
The same method is used to generate a hash-key on the server side.
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1. In the REST task, under Authorization, select Auth Type as Digest Auth.

=M

Auth Type

)
APl Key
| Basic Auth
Credential

Integration as a service
Bearer Token

APl ey
| AWS signature
Digest Auth

| Akamai EdgeGrid

2. Enter all the field information.

th Typse

Digest Auth

defaultEsT

T BN
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defaultEST
MDS w
3. Click Save.

AWS Signature

Authentication information you send must include a signature.

1. In the REST task, under Authorization, select Auth Type as AWS Signature.

Digest Auth

Baslc Auth

Credential

Integration as a senvice
Bearer Token

AP Key

Digest Auth

Akamai EdgeGrid

2. Under Properties, enter the field information.
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Header

uth |_._ <]

AWS signature

US-EAST-1

3. Click Save.

Akamai EdgeGrid

Akamai EdgeGrid uses a signature which is the base-64 encoding of the SHA-256 HMAC of the data to

sign with the signing key.

1. In the REST task, under Authorization, select Auth Type as Akamai EdgeGrid.

AWS signature

Basic Auth

Credential

Integration as a service
Bearer Token

APl Key

AWS signature

Digest Auth

Akamai EdgeGrid
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2. Enter all the field information.

Workflow Tasks

Akamai EdgeGrid
@
Tl NE a

Headers to

3. Click Save.
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REST()

REST (l) is an API Task used for internal communication within AppViewX modules such as Device
Management, Dashboard, Certificate, Firewall, Statistics, and Accounts etc. This involves using in-house
AppViewX APIs.

*» Uses the session of the logged in user to make internal API calls
« Option to define Action ID - an internal API that has to be defined in the database collection
* Provision to pass the required payload
» Examples include:
+ Internal communication using ‘Add-device-API’ in order to add a new device through workflow
« Internal communication using ‘Get unused Objects’ in order to retrieve unused object details from
Insight through workflow

REST(l) # ¥ Editmode® 2 P

Properties Input/Output Variables 2

REST(I) -

avxapl_1

[ivenah provsoning gecdomanmes g

firewall-provisoning-get-object-names
adc-get-device-details

cert-app-connector-trust-push
cert-app-connector-reliback
appvision-troubleshoot-commands-save
get-target-device-names
adc-dashboard-widget-class-management-postprocess

adr-inventong.rectnra.ctatisc.lne.ost

e N
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Note: Relevant APIs have to be added into the database collection (visualworkflow_avxapi) in

order to be consumed as Action ID via the REST (1) task.

Retry

Retry task allows you to define custom retry intervals between workflow task(s) during automation.

« Interval: Provision to retry for a certain time interval (seconds, minutes, hours, days) before exit

Genaral - 5

Ristry

reary_1

interval -
Intereal
w| Inibervl Espbasien Cirss

AL pecific B

T TOTRTTY -

* Interval between times: Provision to retry for a time between specific time intervals before exit
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Interval between times e

1 Minute(s) w

second(s)

Hour(s)
Day(s)

Never

& After

L

» At a specific time: Provision to retry only at a specific time, day before exit

At a specific time “

Rollback

This task allows you to rollback implemented changes.
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Rollback #

Properties 2

General -

RO CK

provisioning_rollback_1

[ Note: For more information, refer to the section on Rollback Workflow. j

Schedule

The scheduled task allows you to schedule a specific task in the workflow sequence.

« Provision to add a scheduler job between different workflow tasks
« Provision to schedule the job by a specific day of the week, hour and minute
+ Provision to pass schedule date, time as variable across workflow tasks

For example, in order to auto implement or schedule the implementation of a work order, you can define a
Schedule task after a Review task.
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Workflow Tasks

Properties Variables

nput/Output

General

Schedule

schedule_1

Information
Global variables ()

Custom message (0

¥ Edtmode® 72 B3 . X

Script

Script task allows for defining of custom scripts (using python), business logic as part of the workflow

automation process.

 Supported versions: Python 3.x
« Actual version: Python 3.5

« Provision to debug script with variables

+ Allows for comprehensive debugging of the scripts, syntax, and error handling as part of the workflow

automation process

« Script tasks can be used with two connections - success and failover
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« Provision to select a list of custom commands from the script editor such as AVX::CMD, AVX::OUTPUT,

AVX:LOG, AVX::CONFIG and AVX::REST

« Provision to reference global variables

» Using Keyboard Shortcuts

* Custom Commands

Using Keyboard Shortcuts

« Provision to use keyboard shortcut Ctrl+Space to get a list of custom commands.

|W" iable

"Hello World®

« Provision to use the keyboard shortcut Ctrl+G to reference global variable(s).

wariable

“Hella World®
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Custom Commands

The visual workflow design process allows you to natively use a few custom commands within Tasks in

order to cater to specific use cases. This is an extension to the custom commands used natively in APS

such as AVX::CMD, AVX::REST, and AVX::JSON etc.

Following are the command generating functions available in the Visual Workflow Studio:

* AVX:
* AVX::
* AVX::
* AVX::
« AVX:
« AVX::
* AVX:
* AVX:
* AVX::
* AVX::
« AVX:
« AVX:
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LOG
OUTPUT
CMD

‘REST

PUSH

:JSONCONVERTER
‘MERGECONFIG

PASSWORD
JSON

‘UPDATE
:FILEDOWNLOAD
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* AVX::CONFIG

* AVX::PUSH and AVX::JSONCONVERTER
* AVX::LOG

* AVX::CMD

* AVX::REST and AVX::JSON

* AVX::PASSWORD

* AVX::UPDATE

* AVX::FILEDOWNLOAD

* AVX::OUTPUT

* AVX::MERGECONFIG

AVX::CONFIG

This command is used when other commands like AVX::CMD, AVX::REST and AVX::JSON are used
within a workflow task such as Script. AVX::CONFIG is used to assign the commands generated script
under a specific key in a python dictionary or a variable. In a workflow, the commands to be generated
can be assigned using AVX::CONFIG (within a single script) and can be referenced anywhere across the

workflow.

Usage:
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AVX::CMD(‘testdevice™+:@"+"implementation « Commands 1 and 2 will get added to the implementation key.

command 1”)

« This will add up the commands generated in the script to the
AVX::CMD(“testdevice”+":@'+"implementation prOVided key

command 2”)

commands ={}

commands[‘implementation”] = AVX::CONFIG

Example: Generating F5 VIP prevalidation commands
AVX::CMD(device + @' + 'tmsh’)
AVX::CMD(device +":@" + 'list Itm pool ' + pool_name)
AVX::CMD(device +":@" + 'list Itm virtual * + vip_name)

AVX::CMD(device + @' + 'quit’)
config = {}

config['prevalidation_config'] = AVX::CONFIG

AVX::LOG('Configurations generated successfully.")

* AVX::CONFIG within script
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Generate Prevalidation #

Prevalidation Script

connection - connect_remote(device_ip, username, password)
bash_mode - check_bash_mode (connection)

bash_mode -
AVX: CMD(device_name - ":§° “tmsh )

AV OMD(device_name <" :§"

AVX (device _name -':g"
pre_validate_fs(bash_mode)

output_dict [}

output_dict[ "Prevalidation’ 1-AVK: :CONFIC
ANz - OUTPUT {eutput_dict)

__name f_main__":

Rain function

maing)

Global variables (i +

Custom message () + |~

Prevalidation commands generated during workflow execution:

" implemantaiian Implamerdaton

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 296



Create F5 Sample Config:

import sys

import json
sys.path.insert(0,AVX::DEPENDENCIES)
sys.path.insert(0,AVX::HELPER)

import os

import f5

import appviewx

import Decrypt_Python3 as Decrypt

from 5 import *

from Decrypt_Python3 import getpassword, getencoded
import paramiko

null=None
connect_db=appviewx.db_connection()

db = connect_db.appviewx

vendor = 'F5'

device_name = '<%Device%>'

fgdn = '<%AppName%>".Istrip(‘www.").split(".")[0]
vip_ip = '<%IP%>'

vip_port = '<%Port%>"

persistence = '<%Persistence%>"
create_http_profile = '<%CreateHTTPProfile%>'
create_http_monitor = '<%CreateHTTPMonitor%>'
Ib_method = '<%LoadBalancingMethod%>"
defaults_from = '<%DefaultsFrom%>"

ratio = '<%Ratio%>"'

interval = '<%Interval%>'

timeout = '<%Timeout%>"

send_string = '<%SendString%>"

receive_string = '<%ReceiveString%>"'
existing_monitor = '<%ExistingMonitor%>'
irulecheck = '<%irulecheck%>"

irulefile = '<%uploadedfile%>"

pool_members = <%PoolMembers%>
partition="Common'

output_dict = {}

cmd2 =[]
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devicelnfo = db.device

devVersion = devicelnfo.find_one({'name’:device_name})['version’]
device_ip = devicelnfo.find_one({'name'.device_name}, {"ip": 1})['ip']
username, password = Decrypt.getpassword(device_name)

try:

tmos_version =devicelnfo.find_one({"name": device_name}, {'detailedVersion': 1})['detailedVersion’].split(" ")[0]

except Exception:
tmos_version = None
def connect_remote(IP,username,password):
try:
remote_conn=paramiko.SSHClient()

remote_conn.set_missing_host_key_policy(paramiko.AutoAddPolicy())

remote_conn.connect(IP,username=username,password=password,look_for_keys=False,allow_agent=False)

return remote_conn
except Exception as e:
print (str(e))
def check_bash_mode(connection) :
stdin, stdout, err=connection.exec_command(‘echo "testing™)
err = err.read().decode()
if "Error" not in err:
return True
else:
return False

def create_f5():

Create F5 vip
monitors = []
cmd =]
connection = connect_remote(device_ip, username, password)
bash_mode = check_bash_mode(connection)
if bash_mode:
cmd.append(‘tmsh’)
cmd2.append(‘tmsh’)
if tmos_version and tmos_version not in ('11.4.1','11.4.3):
cmd.append(“create cli transaction")

cmd2.append(“create cli transaction")
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if devVersion in ['v11', 'v121:
cmd.append(‘cd 40} .format(partition))
cmd2.append(‘cd /{0}'.format(partition))
else:
cmd.append(‘'modify cli admin-partitions update-partition {0}'.format(partition))
cmd2.append('modify cli admin-partitions update-partition {0} .format(partition))
if create_http_monitor == 'Yes":
http_mon = F5Monitor(**{'type": ‘http',

‘app_name': fqdn,

'vip_port": vip_port,

‘interval’: interval,

‘timeout': timeout,

‘'send': send_string,

‘recv': receive_string})
cmd.append(http_mon.create)
cmd2.append(http_mon.delete)
mon_index = len(cmd2) - 1
monitors.append(http_mon)
output_dict['monitor’] = http_mon.name

if existing_monitor != 'None'":
ex_mon = F5Monitor(**{'type": existing_monitor,
‘associate': True})
monitors.append(ex_mon)
output_dict['monitor'] = ex_mon.name
profile_list =[]
if create_http_profile == 'Yes":
prof = F5Profile(**{'type": 'http’,

‘app_name': fqdn,

‘vip_port': vip_port,

‘defaults-from': defaults_from})
if defaults_from and defaults_from.lower() != "select" and defaults_from.lower() != "none":

prof_create_cmd = prof.create
else:

prof_create_cmd = prof.create.split("defaults-from")[0]
cmd.append(prof_create_cmd)
cmd2.append(prof.delete)

profile_list.append(prof)
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output_dict['profile’] = prof.name
else:
output_dict['profile’] ="
pool = F5Pool(**{'Ib_mode": Ib_method,
‘app_name': fqdn,
‘port': vip_port,
‘ratio": ratio,
‘monitors': monitors,
‘pool_members": {'keys": [PoolMemberIP’, ‘PoolMemberPort’, ‘Ratio"],
‘values': pool_members}})
cmd.append(pool.create)
cmd2.append(pool.delete)
output_dict['pool’] = pool.name
per = F5Persistence(**{'persistence': persistence})
output_dict['persistance’] = per.name
vip = F5VirtualServer(**{'app_name": fqdn,
‘vip_ip": vip_ip,
‘vip_port": vip_port,
‘pool': pool,
‘profiles’: profile_list,
‘persistence": per})
cmd.append(vip.create)
cmd2.append(vip.delete)
vip_index = len(cmd2) - 1
try:
cmd2[vip_index], cmd2[mon_index] = cmd2[mon_index], cmd2[vip_index]
except:
pass
output_dict['vip'] = vip.name
if irulecheck == "Yes":
# AVX::LOG(str(type(irulefile))+" "+str(irulefile))
fileName = irulefile['fileName']
#filename = ‘iruleel.txt'
try:
# file_location = '’home/'+username+os.sep
file_location = ‘/config/'

destination_json = AVX::JSONCONVERTER(device_name,'$$username$$', ‘$$password$$', file_location)
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AVX::PUSH('N/A''None', destination_json,'sftp’, irulefile)
# AVX::LOG("iRule Successfully pushed to device")
except:
pass
if tmos_version and tmos_version not in ('11.4.1','11.4.3):
cmd.append(‘submit cli transaction’)
cmd2.append(‘submit cli transaction')
if irulecheck == "Yes":
# fileName = irulefile['fileName']
# file_location = '/home/'+username+os.sep
cmd.append(“load sys config file "+file_location+fileName+" merge")
cmd.extend(['save sys config', 'quitT])
cmd2.extend(['save sys config', ‘quit])
for ¢ in cmd:
AVX::CMD(device_name+":@'+c)
def main():

Main method

if vendor == 'F5":

create_f5()

output_dict['Implementation’]=AVX::CONFIG

for ¢ in cmd2:

AVX::CMD(device_name+'@'+c)

output_dict['Rollback’]=AVX::CONFIG

AVX::OUTPUT (output_dict)

if _name__=='_main__"

Main function

main()
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AVX::PUSH and AVX::JSONCONVERTER

These commands are used to push file(s) between destinations - local to remote, remote to remote.
Usage:

AVX::PUSH (‘device_name',source_json, destination_json,protocol, fieldld , port_number, recursive, seq_no=0, properties={'sleep'.0})

» Device_name: Name of the device from where the scp/sftp command to be executed.

» Source_json: AVX::JSONCONVERTER('ipAddress', ‘'username’, 'password’, 'location’).

« Destination_json: AVX::JSONCONVERTER('ipAddress', 'username’, 'password’, 'location’).
« Protocol: “scp” or “sftp”

- fieldld: Field Id of the uploaded file in the form

 Port_number: SCP port (Default is 22)

* Recursive: “True” for folders

» Seqg_no and other properties remains the same as AVX::CMD
To use these commands:

1. Design a workflow.

2. To allow users to select the source of the destination device and upload file, drag and drop a
Formtask.

3. Configure the form fields as shown.

4. To get inputs from the form and push file(s) to a destination (AVX::PUSH logic), drag and drop a
Scripttask.

#load sys config file <irulepath> verify merge

import sys
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import os
sys.path.insert(0,AVX::HELPER)
sys.path.insert(0,AVX::DEPENDENCIES)
import paramiko

import appviewx

import Decrypt_Python3 as Decrypt
connection = appviewx.db_connection()
db = connection.appviewx

device_name = "<%device%>"
devicelnfo = db.device

transfer_type = '<%transfer_type%>'

AVX::LOG(transfer_type)
if transfer_type == "local to destination":
try:
#device_ip,username,password = get_device_details(device_name)
irulefile = '<%uploadedfile%>"
fileName = irulefile['fileName']
file_location = '<%destination_path%>"
destination_json = AVX::JSONCONVERTER(device_name,'$$username$$', ‘$$password$$', file_location)
AVX::PUSH('N/A','None', destination_json,'sftp’, irulefile)
AVX::LOG("iRule Successfully pushed to device")
AVX::CMD(device_name+":@tmsh")
AVX::CMD(device_name+":@load sys config file "+file_location+fileName+" merge")
AVX::CMD(device_name+":@quit")
except Exception as e:
AVX::LOG(str(e))
else:
try:
#AVX::PUSH('device_name',source_json, destination_json,protocol, fieldld , port_number, recursive, seq_no=0, properties={'sleep".0})
source_path = '<%source_path%>'
source_device = "<%source_device%>"
source_json = AVX::JSONCONVERTER(source_device,'$$username$s$’, ‘$$password$s$', source_path)
file_location = '<%destination_path%>"
file_name = source_path.split('/)[-1]
destination_json = AVX::JSONCONVERTER(device_name,'$$username$$', ‘$$password$$', file_location)

AVX::PUSH(source_device,source_json, destination_json,'scp’)
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AVX::LOG("iRule Successfully pushed to device")
AVX::CMD(device_name+":@tmsh")
AVX::CMD(device_name+":@load sys config file "+file_location+source_path.split('/')[-1]+" merge")
AVX::CMD(device_name+":@quit")
except Exception as e:

AVX::LOG(str(e))

config = {}

config["Implementation”] = AVX::CONFIG

AVX::OUTPUT(config)

5. Define the configuration to be generated from the script as a global variable value.

Commands to Push iRule(s) to device #

General +
Global variables () —_
. -
Lt - ol mplementation

- K iRule_Implemeantation

= \a mplementation

Total records: 1
m

6. To display the configurations to be pushed to a device, drag and drop a Review task.
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Commands to Push iRule(s) to device #

General ' +
Global variables (3) nolet —
List B s jame mplementation

- W iRule_Implementation

« Value <#iRule_Implementation¥>

Total records: 1

7. To push the configuration on the end device, drag and drop the Implementation task.
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iRule_lmplementation #

General

irule_implementation_1

g™ : "<EiRule_Implementations="}

Workflow Tasks

TE S x

8. Refer the global variable from the Script task.
9. Enable and trigger the workflow.
10. Select the destination device and upload the file.
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L3

« Push iRule to device task in in progress.

——— v

Pushi iBule fo device

Lgs - Fush iBubs 10 devios

 Implementation stage.

Irglemaminiion I pimrne il atms
[ o
L
w zazzepl S DR 17
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i e = e =
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 Implementation in progress.

Workflow Tasks

L3

» Summary of workflow execution after file push.

iRuls implementation

Bramrma

eyt 1D 154 (IR

D vl o

0 ot D

AVX::LOG

This command allows you to record and print custom messages in the logs (in the request stage view).

AVX::LOG takes a string value (i.e. the message to be logged) as an argument and prints it in the log.

AVX::OUTPUT collates all the logs and finally prints them.
Usage:

AVX::LOG(“Print a simple log message”)

AVX:OUTPUT({)
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Example 1:

message_from_fred = '<%FredsMessage%>'

AVX::LOG("Fred's Message is "+message_from_fred)

AVX::OUTPUT({)

i ¢ @ demoded 7 P .~ X
Fosperiegs Impur/Dutpast Vamaklas kol
Ganiral -
SET
@
-

[+ ]

Bartys Hript

b T Fiid 100k &

L - vy TR

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 309



Example 2:

AVX::LOG("Creation of Virtual Machine Completed Successfully")

cpu_mem = int(stdout.read())

outjson={"cpu_mem":cpu_mem, “ci* : "F5_192_41_101","description":"CPU utilization exceeded 40 % | Current cpu utilization is {} %".format(cpu_mem) }

AVX::LOG("Cpu Memory : "+str(cpu_mem))

Workflow Tasks
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AVX::CMD

AVX::CMD('device_name' +:@'+ 'command',interactive='"None|command|input',seq_no=0,properties={'sleep".0,'wait':0})
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‘command’ | Actual command to be executed on the device

‘interactive’ | « Used if the command needs to be executed where devices require interactive prompts
(such as A10)
+ Similar to providing a password for SSH

‘Seq_no’ * Provision to define sequence numbers/tags against configurations (Implementation,
Rollback, Prevalidation, Postvalidation, Cleanup)

» Sequence number ensures a one on one mapping of the Implementation versus Rollback
configurations

» Used as a provision to rollback ONLY specific configuration(s) that get implemented

‘Sleep’ + Provision to define command specific properties
+ Specifying ‘sleep duration’ will ensure an explicit wait (for the specified time) after a
specific command is executed

‘Wait’ + Provision to define command specific properties
» Wait for the specified time to get the response for the implemented command
» Should there be no response, it will timeout

Syntax to define Sequence number/Tags for SSH and REST:
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Script with Sequence number/Tags - Implementation Config:

Emplermanladion soripl -

Script with Sequence number/Tags - Rollback Config:

LT ——

Work order Review pane with option to edit command and properties:
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Execution Report - Rollback completion for Partial Implementation:

Execution Report for Commands:
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AVX::REST and AVX::JSON

These commands are used via scripts in order to communicate and push files to any REST endpoint.

Request_type

“GET”, “PUT”, “POST” or “DELETE”

Header_json

AVX::JSON(json_data,seq_no=0,properties={'sleep’:0,'wait’:0})
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Json_data is the json value to be passed to REST

request_entity _json AVX::JSON(json_data,seq_no=0,properties={'sleep’:0,'wait’:0})
response_type? Path_of_the_param is the query and other params which can be provided
required_param as string itself

To pass variables when using AVX::REST:

1. Execute REST call.
2. Store the value called “Signature”.

auth_url = "https://{}/axapi/v3/auth”.format(deviceip)
headerjson_auth = {"Content-Type": "application/json"}
bodyjson_auth = {"credentials": {"username": username ,"password": ‘@$avx_password@$' }}

AVX::REST(dev_name,auth_url,'POST" json.dumps(headerjson_auth),json.dumps(bodyjson_auth), json?sig=authresponse/signature’)

"authresponse” : {
"signature":"6181d42578cc03dd1088d58884637e",

“description":"the signature should be set in Authorization header for following request.”

The value is stored in ’json?sig=authresponse/signature’. In the above, json signature lies under
authresponse, hence the response_type?required_param will be json?sig=authresponse/signature.

3. The variable signature (sig) is reused in the following REST call’'s header.

url = 'https://{}/axapilv3/slb/service-group/{}'.format(deviceip,value)
headerjson = {"Authorization": "A10 $$sig$$", "Content-Type": "application/json"}
bodyjson = {"service-group": { "member-list": state_pool_dict[value] }}

AVX::REST(dev_name,url,'POST'json.dumps(headerjson),json.dumps(bodyjson))

AVX::PASSWORD

This command is used in the event of having to hide any password credentials from being displayed to
the user. A key can be used to map the password and the password value can be retrieved with the key.

password = 'ninjaturtle@hello’

bodyjson_auth = {"credentials": {"username": username ,"password": ‘@$avx_password@$' }}
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AVX::PASSWORD(‘@%$avx_password@$',password)

‘@%avx_password@$’ This is to mask the declared password.

AVX::PASSWOR(‘@$avx_password@$',password) | Mapping of the masked password

AVX::PASSWORD usage with configuration sample:

<device>A10</device>

<rest>

<url>https://172.16.30.110/axapi/v3/auth</url>

<type>POST</type>

<header>{"Content-Type": "application/json"}</header>

<request_entity>{"credentials": {"password": "@%$avx_password@$", "username": "admin"}}</request_entity>
<response_parse_type>json</response_parse_type>
<response_param>sig=authresponse/signature</response_param>

<[rest>

Masking of password from users during Review:
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AVX::UPDATE

This command is used to update specific parameters within Collections. It is used to filter out the
documents from the collection named ‘Collections’.

AVX::UPDATE (query_dict,'key','value','action’)

Key Key for which the value needs to be updated in the queried document
Value The value which needs to be modified for the provided key
Action It can be either

» Add - To add the provided value in the array of values
* Remove - To remove the provided value from the array of values

AVX::FILEDOWNLOAD

This command is used to generate a .csv file on runtime based on a dictionary of values and download
the file output.

Syntax:

output = {"AVX::FileDownload" :{"linkData": <dictionary value> ,"fileName":'<excel file name>', "columnHeaders":<list of column headers to be added>}}

To use this command:
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1. Design a new workflow.
2. Under Reports, from the CPU and TMM folder, drag and drop the CPU and TMM Memory task.
This script will scan all the F5 devices managed for the CPU and TMM memory.

P CPU T Chptk v maey v Worlfllow gk I Frrevecllovis @ g 0 Varable Mapping (5 Valdaty o

§ FREM THIM Chi

w o @ Y B O

3. Drag and drop the CPU and TMM memory List task.
This task will display the Device name, CPU (%), and TMM (%) in a grid view.

w Workfow  peliback P Previewolnai @ @ 8 Varisbio Mapping 155 Validate

€ FACPU TMM Chack

or

m = ﬂ"rh’}

[ Note: Assigh RBAC to users who can access this task.

J

4. Drag and drop the Download CSYV file task. This task contains the device and CPU/TMM details from

the Grid task in a .csv file.
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5. Define the file download logic to generate a .csv file on run time.

& F5 CPU TRIM Ohech == Diowrlosd C5V File -

Haght. T

import sys

import json

sys.path.insert(0,AVX::DEPENDENCIES)

sys.path.insert(0,AVX::HELPER)
excellist ='<grid_data>"
excellist =json.loads(excellist)

column_names = ['Device Name','Version','CPU Memory (%)', TMM Memory (%)']

cmd = {"AVX::FileDownload" :{"linkData": excellist ,"fileName":'Memaory Data for F5 Devices', "columnHeaders":column_names}}

print(json.dumps(cmd))
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6. Connect and enable the workflow.

masier v WorklEW  Rolback

FSCPU THM Chedk
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Workflow Tasks

B Proview Gl @ g 8 Varlable Wapping

-

B
PU Ay - * T -n.' LT i
TRk . C5w

7. Trigger the workflow from the Request ::

View/Run page.
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8. Click Download file to generate .csv file.
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This task is used within the Script task to record the output of the script execution logic.

* AVX::OUTPUT takes the following arguments - dictionary, a string

» Another usage takes an additional ‘integer’ argument which represents the execution state (1-Success,

2-Failed)

Usage:

AVX::OUTPUT(config_dict) / AVX::OUTPUT (error_data, 2)
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mgmt_interface=mgmt_interface,add_interface=add_interface)

#print(cmd)
AVX::LOG(cmd)
stdin_vm, stdout_vm, stderr_vm = ssh.exec_command(cmd)
outJson = {"mgmt_interface":mgmt_interface,'add_interface":add_interface}
if (stdout_vm.channel.recv_exit_status() == 0):
AVX::LOG("Creation of Virtual Machine Completed Successfully")

AVX::OUTPUT(outJson)

else:
AVX::LOG("Disk and VM Creation Failed"+str(stderr_vm.read().decode()))
AVX::OUTPUT(outJson,2)

ssh.close()

if _name__=='_main__"
ip,cmd=execute_command()
outJson = {'ip"ip,'prov_modules":prov_modules,'commands'.cmd,'host':host_name,'timezone"time_zone,'vlan':vlan_name}
AVX::LOG("Device has been provisioned with the information given as the input")

AVX::OUTPUT (outJson)

AVX::OUTPUT usage with failover options:
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General

KWW Create New Virtual Machine

KVMCreateMNewVirtualMachine_1

oyg
y5. path. append AV : :DEPENDENCIES)
sys. path. append( AV : :HELPER)
paramiko
json
SPPVLENE
Decrypt_Python3 Decrypt
host_name - " <Ehostl="
host ‘<host
user password - Decrypt.getpassword{host_name)

ssh - paramiko.SSHCLient()
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KVM VM Status Check #

General =

VM VM Status Check

VWMStatusCheck_1

check_loging):
cocket

ip,status - get_ip()
ip N ;
5 pocket AF_INET, socket.SOCK_STREAM)
outlson

15 of the A with IP {ip} is checked and the VA is UP and

Script with ‘try-except’:

def check_login():
import socket
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
outJson={'Success"'Success'}
try:
s.connect((ip, 22))
#print "Port 22 reachable”
#print json.dumps({"status":"success", “conditions":{ “login_success": "login_success"}})
# dataJson = {}
# dataJson["data"] = {"outputData":"Success"}
# dataJson["status"] = "success"

# dataJson['state’] = 1
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# dataJson["logs"] = [{"message": "Status of the VM with IP {ip} is checked and the VM is UP and RUNNING".format(ip=ip)}]
# print(json.dumps(dataJson))
AVX::LOG("Status of the VM with IP {ip} is checked and the VM is UP and RUNNING".format(ip=ip))
AVX::OUTPUT (outJson)

except socket.error as e:
#print json.dumps({"status":"failure”, "conditions":{ “failure": “failure"}})
# dataJson = {}
# dataJson["data"] = {"outputData":"Failure"}
# dataJson["status"] = “failure”
# dataJson['state’] = 2
# dataJson["logs"] = [{"message": "Status of the VM with IP {ip} is checked and the VM is still not UP".format(ip=ip)}]
# print(json.dumps(dataJson))
AVX::LOG( "Status of the VM with IP {ip} is checked and the VM is still not UP".format(ip=ip))
AVX::OUTPUT(outJson,2)

s.close()

Note: In case of using ‘try-except’ in the python script, you must include ‘AVX::OUTPUT with

state 2’ to record script failure actions. Try-except is used to handle errors and exceptions.

AVX::MERGECONFIG

This command is used to merge multiple configurations in a workflow to be generated as a single entity.
The parameters must have the config object generated using the AVX custom commands only. It is useful
in cases where a few commands have to be added at runtime prior to implementation depending on the

outcome of certain prevalidation commands.

« Initial Implementation config generated for device version v11 scheduled for 10th March.

* Run pre-validation on 9th March to check for device versions.

« If there is a change in device version, generate and add additional commands, and merge
Implementation configuration into one.

Usage:

Confl = <%Script_1.output %>
Conf2 = <%Script_3.output %>
Conf3 = <%Script_4.output %>

AVX::OUTPUT (AVS::MERGECONFIG(config, [confl, conf2, conf3]))
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OR

Merged_config = AVX::MERGECONFIG(config,[confl, conf2, conf3]))

Split

Split task is used when parallel flows have to be spawned as part of a parent workflow.

Scheduled Emadl ... X

[ Note: The Join task must be used as a common connector when a Split task is used. ]

Switch

The Switch task allows users to configure multiple conditional rules in order to take decisions as part of
the workflow automation process.

* Provision to define rules with multiple decisions based on which workflow can be routed.
« Provision to reference variables from a previous task.

« Provision to define multi-boolean conditional rule logic as a truth table.
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Propertion sputiOutpat Varisbler

L5

WorkOrder

This task allows you to generate a work order (aka Child request) under a main workflow request.

» Work order is an optional task

» Work order is akin to a mini workflow under a parent workflow

» Work order can be used to mimic the existing APS (Application Provisioning System) capability where
different configurations can be tracked as part of a work order under a single workflow request (For
example, Create VIP, Create DNS, and New CSR)

» On workflow execution, the work order task renders the work order review page for the user

» Each work order triggers a unique work order ID that can be used for audit

» A work order can have a specific Rollback option defined and associated

For example, you are executing two implementations, one for a firewall device and the other for a
certificate. Now if we just want to rollback the firewall because of some issue in its implementation, then a
work order can be used in this situation.
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Task Category - User Interface

This category comprises tasks that require a certain amount of user intervention.

Li ]
Source Control i
General
+ Change Management Diff Checker Li ]
Motification Form 1]
Application Delivery B
IPAM HH Grid 0
ITSM
Certificates o Review o
DevDps
GitOps el AL Fi
Reports
Network Halistic View )
Solutions
Utilities

e Chart

« Command

« Diff Checker
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* Form
* Grid
» Review

* YAML

Chart

Chart Task allows for designing and visualizing data in the form of pie charts, bar charts or stacked bar
charts.

- Provision to represent data using pie, bar and stacked charts

» Provision to define charts manually or by passing data from a previous source (such as script, form)
using global variables

« Provision to define custom data set for the chart - sequence number, labels and values

« Provision to dynamically configure the chart elements by passing the global variable defined in the
script in the “source” field

« Provision to assign user role (RBAC) access to the chart task in the request stage

« Provision to preview chart types with sample data

Script to Stacked .. X

mrm @ @ ¥ @ O
. ke i &)

Start_Flow

Syritax For
Stacked
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 Designing a Chart with Static Data

» Designing a Chart with Dynamic Values

Designing a Chart with Static Data

To design a stacked chart using static data,

1. Design a workflow.

2. From the User Interface section, drag and drop the Chart task.

3. In the Chart task window, under Properties, select the chart type as stacked chart

4. In the Chart task window, under Properties, enter values for chart Title and X-axis, Y-axis labels.
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Chart #
Properties 2
Properties (3)
- .
L]
u
Il =
Preview data
View count of requests stacked by environment - Dev, Prod Test - across data centers
Datacenter
Count
information +
Configuration +
Resource () + -

5. In the Chart task window, under Configuration, define the static data to stack values in the chart.
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Properties 2
) -
Configuration =
DSt 8 . NewYork
= LIAT = 6 + B
D 104 + =
Prod = 1500 + H

Total records: 2

Resource (i) +

Global variables (T) + -

=] == ==

6. Click Save.
7. Connect the workflow.
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.
o
— i —"-.' ‘-"——
gfm a @ Y@ O — Chart —
- -
N (m)
M M
Start Stop

8. Click Preview.

B Predew Clssis B [} B Variable Mapping = Validane

EIE
" o
Chart

e a2 @ W @ O

-

Sl Hop

Stacked chart with static data is displayed.
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London

D - 281

Designing a Chart with Dynamic Values

1. Design a workflow.
2. From the General section, drag and drop a Script task.

3. In the Script task window, under Properties,define a Script to get a list of values for the chart.
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x
Properties Input/Qutput Variables D
General —
5 1% Ba i Pie Chart
script_1
- ¥ ¥ -
chart [ Ham

{~label":
{*label"

AV - OUTPUT( |

4. From the User Interface section, drag and drop a Chart task

5. In the Chart task window, under Properties, select the chart type as Pie

6. In the Chart task window, under Properties, enter or select the field information
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Properties

Properties (1

Device Status Reporn

Bottam

Information
Configuration
Resource (i)

Global variables (@

7. In the Chart task window, under Configuration, refer the global variable to render data.
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Properties

Configuration

<% chart¥>

Data

Total records: O

Resource (i)

Global variables (T

8. Connect the workflow.
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Script to Bar or Pi... X

o™
|

L

Start_Flaw

Syntax For

Bar And Pie
iis
Chart -
O
Stop_Flow
9. Click Preview.
Chart is displayed.
=
Todtal ; 10
et ]
T

10. Under View by, to view the data as a Donut, select Donut.
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00 v

The Command task allows you to execute command configurations. You can either define a YAML
structure or use prebuilt Command samples. The Command task simplifies config automation using SSH
and CLI.

* YAML - declarative command execution

» Parallel, sequential config execution

« Intelligent command execution with in-built rules (Multi-boolean conditions operators with shortcuts)
 Event handling and dynamic variable support

« Modify configs and reviews

« Pre-validation and post-validation of configs

« Automate config automation for ADC devices, routers, and switches
To use a Command task within your workflow:

1. Design a workflow.

2. From the User Interface section, drag and drop the Command task.
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Eform a0 @ W @ O

. ..-\_ f-:'
e Command h
Start Stop

3. To use a prebuilt command sample, in the Command task window, under Properties, in the

Configuration section, click View Samples.

o Edi mode 8

Progearties npul/Output e 1 e 2

Eonfigaration

Infermatien ™

Rusource -

4. In the Command Samples window, click View next to the Command Sample.
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5. To use this configuration, click Use Sample.

6. To save the configuration settings, in the Command task window, under Properties, in the

Configuration section,click Add.
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e Tip: To see a list of keyboard shortcuts, hover your mouse over Help.

Properties nput/Output variablet

Configuration
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Ctr=g
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Crri=Space

Information
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7. Click Save.
8. Connect the workflow.

I Preview:Classic B @ @ Variable Mapping

& Validate

Workflow Tasks

Cafrdmanid

Stop

9. Click Preview.

I PredewClassic B @ | @ Variable Mapping

& Validate

Stop

Command task is executed.
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» Using Command task to pass the task response as a Global Variable

Using Command task to pass the task response as a Global Variable

The Command task can be used to pass the response of a task as a global variable for the next task in
the workflow. The global variable can be declared in the following ways:

* $$<Config Name>$$ - This returns the value of all the Commands with the Device Name and Response.

* $$<Config Name>.<Command ID>$$ - This returns the value of the specific Command with the Device Name
and Response.

* $$<Config Name>.<Command ID>.output$$ - This returns the response of the Command ID.
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* $$<Config Name>.<Command ID>.command$$ - This returns the value of the command of the provided
Command ID.

* $$<Config Name>.<Command ID>.deviceName$$ - This returns the Device Name of the provided Command ID.

To use the output from the Command task to perform a CPU/TMM check and create a virtual LTM server
on a F5 BIG-IP device:

1. Design a workflow.

command tnk -da.. mater v Workllow  Bolhack A GITAmrs w | Proview:Clssic 8 o 8 Varable Mopping 155 Validaie

¥ command tark

Y

2. To pass the output of the Command task as a global variable, in the Command task window, under
Properties, in the Global variables section, define the value to be declared as a global variables
using the following syntax: $$Cpu.1.output$$ $$Cpu.2.output$$

Command # & Edf et @

Properties  Input/Outpat Variables 2

Radeaires (]

Glabal wariables

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 345



Workflow Tasks

W Edin e

-
Proparties il Lmtpuit Wariables e

Resource (] +

Glsbal variables ]

3. In the If task window, define the rules for executing the next task in the workflow using the Global
variables defined in the Command task.
For example, create a device if the CPU/TMM values are less than 25.

decision_1

Cpu_Check

- <%cpuih= ess than w 25

&
i1

Btmmi> ess than w

4. Trigger the workflow from the Request :: View/Run page.
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Catalog command
Overview
Custom reports Default
View/Run s command task - device response P O
Scheduled jobs R@

5. Enter the Destination and VIP Name in the Input form.
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CHU ek
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——w

» CPU and TMM check completed.

(0 —0—0—0-v

Logs - CPU and TRAM

Diff Checker

CPU and TMM

SLICCBES

The Diff Checker task allows you to perform a side-by-side comparison of configuration files. You can
automate network configuration compliance and ensure that network device configurations adhere to best

practices and standards, thus avoiding manual configuration errors.
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« Easy to build low-code diff checker task.

» Perform static and dynamic comparison of configurations across two to five devices/objects.
* Provision for basic and advanced diff checker options.

* Provision to reference variables from any workflow task for comparison.

« Provision to define custom hooks (scripts, REST API) within the advanced diff checker.

* Provision to compare differences in configuration before pushing to the end device.

« Provision to compare changes in peer review and approval process.

Proparties 2

Canfiguration =

Columm

Total records: 2

=N N =1

» Configuring a Basic Diff Checker
» Configuring an Advanced Diff Checker

Configuring a Basic Diff Checker

1. Design a workflow.

2. Drag and drop the Diff Checker task from the User Interface section.

3. In the Diff Checker task window, under Properties, in the Configurationsection, select Diff type as
Basic.
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Configuration

Columns

Totsl reconds: 2

=N N 2N

4. Enter the Content to be compared or reference content from any previous workflow task as a

variable.
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Tatal records: 2

Workflow Tasks
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Propertios @

Configuration T o =

Columns
® Bic etfv it s

Destination data

[0 Destination data

1 =il

Tatal records: 2

5. Under Source config, select the source column against which the diff checker comparison must be
made.
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N N

Tatal recards: 2

Source data e
e ]
Ie Destination dats =

|
Resource (5 i +
Glabal variables () Completed | ¥
Custom message (I d; +
Customize Task Action T 1- +

e o | oo |

6. Click Preview.
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Configuring an Advanced Diff Checker

1. Design a workflow.
2. From the User Interface section, drag and drop the Diff Checker task.
3. In the Diff Checker task window, under Properties, in the Configurationsection, select Diff type as

Advanced.

Properies )

Configuration =

Calumni =
i1 Sy Barpir| ‘& Advanged

® Drop down Tet

bt w

4. Enter or select the field information as required.
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This table describes the field information in this section:
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*Label Name Define custom label names as headings for every diff checker column.

Field Type Allows you to define the input required to execute a hook dynamically during the
diff checker view in real time. It allows for either providing the inputs dynamically

as:

« Text: Values can be entered within a text box which will be taken as an input
variable to execute the hook.
» Dropdown: Inputs to execute the hooks can be defined as dropdown values

allowing hooks to trigger dynamically.

*Field Value Define either a static or dynamic value through a variable to be displayed in the

dropdown field.

*Hooks Select an existing hook from the Hooks Inventory or define a custom hook

specific to the diff checker task.

All asterisk (*) marked fields are mandatory.

5. Under Source config, select the source column against which the diff checker comparison must be

made.

Todad revoards: 2

Sounce dedice =
st

I Destination Device +
Ressurce () +
Global wariablad () { +

Custam mesiage 5

Custemins Taik Aotisn +

6. Click Preview.
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Do Cwvice

&
L8]

Form

Forms enable easy self-servicing capabilities to the Line of Business (Application owners, NetOps and
S0 on) via an intuitive GUI-based interface, thus abstracting the end user from underlying infrastructure

configurations.
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The form can either be used out of the box form from the inventory for quick self-servicing or customized
using the Form builder based on your automation requirements to build simple and complex workflows.

| Select categories v Search SortBy v

O apc

O certificates A A
O raq

O rsm
S | 1 BIG-IP LTM - Get... BIG-IP LTM - Get... ®

E E

Basic certificate ... 103 Bluecat - Host R... Bluecat- Single ... Certificate Input... [0

Create Virtual S... ©® Create objects i... o DNS AppOwner .. Delete Virtual S... ©

* Out of the box Forms

* Designing a Custom Form

» Adding Form Fields in the Form Builder
» Using Hooks in a Form

« Defining Resource & Settings

Out of the box Forms

You can customize out of the box (OOB) forms to build workflows.

To use an OOB form:

1. Design a workflow.
2. From the User Interface section, drag and drop the Form task.
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Starn Stop

D e

Metwork

How to gelgata.. =} How to use - Bu... L0 ] How to use - Bu..., L0
How 1o use - Bu L G ] How to use - Do =} How to use - Dr... = How to use Hid L0

Haw td use for.. L O ] How to use hoaks = How 1o use mag... L0 ]

Form preview.
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Forrn How to get data from database :: Preview X

A Populating values to a Dropdown field

A Get data from database
Gete F5 v O K
devices from
database
Get A10 ioE
devices from

database

A Gat lise of virtual for & selected device

4. To use this form, click Use.

5. To go back and preview another form, click Back.

Designing a Custom Form

You can build a dynamic self-service form or catalog using the form builder GUI in order to capture user
inputs as part of the workflow execution process. The Form builder allows you to:

* Build a custom form.
» Associate custom script(s) within the form builder.
« Assign form access to specific user role(s).

» Declare one or more form field values as ‘global variables’.
To design a custom form:

1. Design a workflow.
2. From the User Interface section, drag and drop the Form task.
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4. Under Information, enter the necessary field values.
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Information [ Formi builder Hooks Resource & seitings
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Task chi il
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’ ' —1 Copy
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X User interface X Form

N =8

This table describes the fields under the Information tab:

*Task name Provide a unique task name.

] Provision to bookmark the task within a custom folder in the workflow studio.

Task description | Enter a valid task description.

*Task ID Enter a unique task ID of the form task.

Provision to copy the task ID and use it across the workflow.

*Add Information | Provide information about the form task.

All asterisk (*) marked fields are mandatory.

5. Under Form builder, add the form fields.
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This table describes all the options available under the Form builder tab:

Search | Allows you to search for a specific form field.
Ea Allows you to preview the form.
P Allows you to select one or more form fields and assign to a user profile.
+* Allows you to select one or more form fields and mark them as mandatory or otherwise.
B Allows you to select multiple form fields and group them logically.
+ Allows you to add multiple form fields.
[w] Allows you to select one or more form fields and delete them.
) Allows you to view form history.
(o
Note: For more information on adding form fields, click here. ]
N

6. To query different data sources such as database, device, or external systems and aid in mapping the

response values to a form field, click Hooks.
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7. To assign access to specific roles(s), click Resource & Settings.

Raegres b weitingy

o
B

Adding Form Fields in the Form Builder

To add a form field:

1. Design a workflow.

2. From the User Interface section, drag and drop the Form task.

3. To design a new form, in the Gallery window, click E .
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5. In the Field properties window, enter or select the field information.
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* Label name
Field type Text box w
Values Enter text to autofill variables

* Field ID
Global variable @
Hooks v
ACL filter Mone w
Depends on
Validation Select custom reges.. w

-
[

Field properties

Depends on

Walidation Select custom regex... e
Parent ID w
Help

Profile access Zubemicter w
Group None o
Mandatory ]

Read only @
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The following table describes the form fields:

*Label name

» Enter a valid label or field name such as Username, Enter IP address,
Environment Type, Environment Info etc.
 Char Length: Min (2), Max (120)

Field type Select field type from the dropdown.
Values « Define field values relevant to a form field.
* Values can be delimited by a comma.
* Chars not allowed: ‘& and ‘|’
*Field ID - Enter a unique field ID to reference the field name.

[

« Allowed characters: ‘- and ‘_
» Character Length: Min (1), Max (50)

Global variable

Assign the field as a global variable.

Hooks « Select a hook that is relevant to the from field.
» Hooks can be either Script or REST API.
» Hooks are used to fetch details against a specific form field from the device and/
or database and map them to the respective field on the user interface.

ACL filter + This field is used to validate, filter information displayed in the provisioning
request page based on RBAC defined through ‘authorized control’ under
account management.

« Options: Device, Device Objects, Cert Groups, None (default)
Depends on « Define dependencies between form fields based on ‘Field ID’ and ‘Values’.
* Operators used: ‘& and ‘|’
» Max character: 550
» Format: [Field 1d1: valuel & Field 1d2: valuel & Field 1d3: value3], [Field Id1:
valuel | Field 1d2: valuel]

Parent ID + Select the relevant tabular component (Field ID) against which the form field

must be mapped to.
» Used only when defining a tabular element in the form.
Help Enter the help instructions that need to be defined against the field for the user’s

reference.
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Profile access | Select the profile from the dropdown to restrict form field display within a template
based on the relevant profile.

Group * Group fields logically within the form.

« Associate an existing group or create a new group.

Mandatory Provision to mark the field as mandatory or otherwise.

Read only Provision to mark the field as read only or otherwise.

All asterisk (*) marked fields are mandatory.

* Field Types

« Validating Form Fields

» Defining Dependencies between Form Fields
 Defining Tasks as Read Only

» Grouping Multiple Form Fields

Field Types

The form builder allows for specific customization of the form fields using various field types.
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Field properties

* Label name
Field type

Values

* Field ID

Global variable
Hooks

ACL filter
Depends on

Validation

Text box

Radio button

Dropdown

Tabular

Multi-line

Text editor

Multi select

Passward

Date

Button

File upload

Multi-line with file upload
Text editor with file upload
Hidden

Download C5V
Download

Select custom regex...

* Field Type - Text Box

* Field Type - Radio button
* Field Type - Dropdown

* Field Type - Tabular

* Field Type - Multi-line

* Field Type - Text editor

* Field Type - Multi select
* Field Type - Password

* Field Type - Date

* Field Type - Button
* Field Type - File upload

* Field Type - Multi-line with file upload

* Field Type - Text editor with file upload

* Field Type - Hidden
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* Field Type - Download CSV

* Field Type - Download

Field Type - Text Box

You can define a text box element on the form.

1. To add a Text box to the form, under Form builder, click + in the command bar.

= it = Foaem % - (=1K. f:
L 4 oin e Bandrardm b dai Duiggs
Acd feld
il 150 Lobal pa. el Walwan ey, AELE.  fps.  Ferest Veldetes  Halp Grgmap Brolin aiiets Masdalery Baad gy Sl v

2. In the Field properties window, enter or select the field information as shown.

Field properties T

* Label name Enter Username
Field type Text box w
Values

* Field 1D username
Global variable m
Hooks w
ACL filter None w
Depends on
Validation Select custom regex. b

]

3. To add this field to the form, click Add.
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4. To see the text box added to the form, click E‘b .

Workflow Tasks
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EN N
€ test i Form
Field Type - Radio button
You can define a multi-select option using a radio button on the form.
1. To add a Radio button to the form, under Form builder, click + in the command bar.
P . . o
rominiie  Beia  Reserv it
Add hald
Field 10 Lat+i na :dﬂd Fabamy Hamdny .M:I.r\- apr Farpat Yalkdfation Help roug Frefily poa Marsdaiory '!.i-dM ek v
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2. In the Field properties window, enter or select the field information as shown.
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Field properties 7%
* Label name Meed Approval
Field type Radio button ~
Values Yes Mo
* Field ID approva
Global variable @
Hooks W
ACL filter Mone ~
Depends on
Validation Select custom regex... o
&
3. To add this field to the form, click Add.
4. To see the Radio button added to the form, click ElE- .
= ewt s B Praviaw = + a
Pa——— "
: Fiadd 13 Labal ra rl..ng Walway Hady .I(I.I. Depa Farerd 10 Weldaton  Help Erop Prodile sooey :lﬂdllw 'Hh?“:r :l?bdw
- —
N KN
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€& rest: Form

* Enter Username

* Enter Email Address

* Team Drew

* Meed Approwval @ Yes Mo

Field Type - Dropdown

You can define a dropdown element with multiple values to select from in the form.

1. To add a Dropdown button to the form, under Form builder, click + in the command bar.
2. In the Field properties window, enter or select the information as shown.
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Field properties

* Label name Team
Field type Dropdown
Values Pev,DevOps 54
* Fleld 1D teanm
Global variable @
Hooks
ACL filter MNone

Depends on

Validation Select custom regex...

3. To add this field to the form, click Add.

4. To see the Dropdown field added to the form, click EE- .

Workflow Tasks
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& test: Form
* Enter Username
* Enter Email Address

* Team Dev

Devlps
A

Field Type - Tabular

This field type in the form builder allows you to define a tabular component (grid) and add,modify, delete
data from the grid.

1. To add a Tabular field to the form, under Form builder, click + in the command bar.

2. In the Field properties window, define a form field with field type as Tabular, with the respective Field
ID.
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Field properties

* Label name
Field type

Values

* Field ID

Global variable
Hooks

ACL filter
Depends on

Validation

List of days
Tabular

Enter text to autofill variables

List_of_days

@

MNone

Select custom rege...

3. Define other form fields that are required for the tabular component.

For example: Label name: Monday, Field type: Text box, Values: Hello on Monday.
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Field properties

* Label name
Field type

Values

* Field ID

Global variable
Hooks

ALCL filter
Depends on

Validation

Monday

Text box

Hello on Monday

Monday

@

None

Select custom regex..

4. Link the Parent ID (the field ID of the parent tabular element) against these fields.

Monday Textbox Hello on Monday Monday List_of days
Tuesday Textbox Hello on Tuesday Tuesday List_of days
Wednesday | Textbox Hello on Wednesday | Wednesday | List_of days
List of days | Tabular List_of days
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Field properties 7%
i
Depends on
Validation Select custom regex... v
Parent ID List_of_days ~
Help
Profile access Submitter v
Group Mone "
Mandatory ﬂ_l
Read only @
o

5. To see the Tabular field added to the form, click Eﬁ- .

" andry Hiha o Moy *
* Tisrsday Halo o Tonsday! 5
* ey Hely o Wede ey E]
* Thursdiy Hals o Trasridiny! k-
* [Fricy il g Fridan *

* WhESIRER

Monday Tussday Wadraaday Thursday Friday

ol any oo Helo on Tues Helo on Wed el o T wadp oo Friday
Walic on Mon..,  Melo on Tusl.,  Relo on Wed glic on Thesr sgla cn Friday
el oo oL Welo on Tusi..  Weloonwed. | Hello on T vile o0 Fricy

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 378



Workflow Tasks
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Field Type - Multi-line

This field type in the form builder allows you to capture multiple lines of data within a form.

1. To add a Multi-line field to the form, under Form builder, click + in the command bar.

2. In the Field properties window, enter or select the field information as shown.
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Field properties

* Label name Display message
Field type Multi-line W
Values

* Field ID display
Global variable @
Hooks w
ACL filter MNone "
Depends on
Validation Select custom regex... e

N

3. To add the Multi-line field to the form, click Add.

4. To see this field added to the form, click E'Ei .

Workflow Tasks
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= Workflow = Farm_

Field Type - Text editor

This field type allows you to add a text editor to their form.

1. To add a Text editor field to the form, under Form builder, click + in the command bar.

2. In the Field properties window, enter or select information as shown.

Field properties 7%
* Label name Text editor
Field type Text editor w
Values
* Field ID text
Global variable @
Hooks w
ACL filter MNone L
Depends on
Validation Select custom regex... ¥
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3. To add the form field, click Add.

—
4. To see the field added to the form, click ‘e .

4= Workflow ;; Form

Field Type - Multi select

This field type in the form builder allows you to search and select multiple values from a specific
dropdown form field within the request form.

1. To add a Multi-select field to the form, under Form builder, click + in the command bar.

2. In the Field properties window, enter or select field information as shown here.
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Field properties

* Label name
Field type

Values

Mone selected
CUSTOMmM Text

* Field ID

Global variable

Select Datacenter

Multi select w

EMEA London Morth

Mone Selected

de

&)

Workflow Tasks

Hoaks w
ACL filter Mone L
Depends on
oo |
3. To add this field to the form, click Add.
4. To see the field added to the form, click E@ .
® Select Datacenter 2 e -
® Reguesier mame
Salect all
* Type of leave B EMEA
Londan
® From Date ) .
oroh Americs

* Reason for leave
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Field Type - Password
This field type in the form builder allows you to enter passwords if necessary.

1. To add a Password field to the form, under Form builder, click + in the command bar.

2. In the Field properties window, enter or select the field information as shown here.

Field properties 7%
* Label name Enter password
Field type Password w
Values
* Field ID passwiord
Global variable @
Hooks w
ACL filter None w
Depends on
Validation Select custom regex... w
-
EE kR

3. To add this field to the form, click Add.

4. To see the field added to the form, click ﬁlz- .
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# User Details

Field Type - Date

You can add this field type to your form to choose a specific date and time for scheduling tasks within the

form.

1. To add a Date field to the form, under Form builder, click * in the command bar.
2. In the Field properties window, enter or select the field information as shown here.
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Field properties

* Label name

Schedule time

Field type Date w
Values Enter text to autofill variables

* Field ID time
Global variable @
Hooks L
ACL filter Mone w
Depends on
Validation Select custom reges.., -

3. Click Add.

4. To see the field added to the form, click Fﬂ .
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€ test: Form Su Mo To We Th Fr Sa

# User Details
Enter Username
* Enter Emall Address 23 24| 25 26 27 8 9

* Enter password
Time 00:00:100

Haur
Minute
“ Team -
Second
i s Arrirois
MNeed Approva Mow Done
* Schedule time E

Field Type - Button

You can define custom buttons with label names using the button field. Button fields can be used to

retrieve specific details from the device, database or used to perform an action by communicating to an
external system via API.

A relevant associate script must be mapped against the button field for it to perform a specific operation
or redirect the output to a dependent field.

1. To add a Button to the form, under Form builder, click + in the command bar.

2. In the Field properties window, define a form field with field type as Button with the respective Field
ID.

3. Map the relevant associate script that needs to be invoked on clicking the button.
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4. To see the button added to the form, click F@ .
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Field Type - File upload

This form field allows you to add a file upload element to your form. You can upload files of maximum 2

MB in .txt, .pem, .crt, .csv formats.

1. To add a File Upload field to the form, under Form builder, click * in the command bar.

2. In the Field properties window, enter or select the field information as shown here.
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Field properties (S
* Label name Select iRule file to upload
Field type File upload ~
Values Enter text to autofill variables
* Field 1D uploadedfile
Global variable m
Hooks w
ACL filter None w
Depends on
Validation Select custom regex... b

3. To add this field to the form, click Add.

4. To see the field added to the form, click F‘& .

4 File Upload :; Upload iRules - EigIP LTk
* Gadeot FS Desdoe - (T

* Samphe conbent

form rule hedlo_workd |
wwhen RULE_IMET {
HELLO WORLD
}
1

* Gabect iRl file 19 upload K #
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Field Type - Multi-line with file upload

Workflow Tasks

This form field allows you to use the ‘file upload’ element with a multi-line element and convert them into

configurations in order to push to the end device. Used to push file(s) between destinations — local to

remote, remote to remote. It supports .txt, .pem, .crt, .csv files and allows maximum file size of 2 MB.

1. To add a Multi-line with file upload field to the form, under Form builder, click * in the command

bar.

2. In the Field properties window, enter or select the field information as shown.

Field properties

* Label name

Field type

Values

* Field ID

Global variable

Hooks

ACL filter

Depends on

Walidation

Upload iRules

Multi-line with file upload

upload_irule

@

MNone

Select custom regex...

& =N

T

3. To add this field to the form, click Add.

4. To see the field added to the form, click E& .
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= Form fEelds Uplsad iRules - Bigl® LTM

Field Type - Text editor with file upload

This form field allows you to use the file upload element with a text editor element and convert them into
configurations in order to push to the end device. Used to push file(s) between destinations — local to

remote, remote to remote. It supports .txt, .pem, .crt, .csv files and allows maximum file size of 2 MB.

1. To add a Text editor with file upload field to the form, under Form builder, click * i the

command bar.
2. In the Field properties window, enter or select information as shown here.
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Field properties

* Label name Text editor
Field type Text editor
Values

* Field ID text
Global variable @
Hooks
ACL filter Mone
Depends an
Validation Select custom regex...

3. To add the form field, click Add.
4. Add the File upload form field.
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Field properties (S
* Label name Select iRule file to upload
Field type File upload ~
Values Enter text to autofill variables
* Field 1D uploadedfile
Global variable ™
Hooks w
ACL filter MNone w
Depends on
Validation Select custom regex... b

5. To see the field added to the form, click F& .

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 393



Workflow Tasks

Field Type - Hidden

You can use the Hidden field to hide certain values or content in the form and fetch it only when required.

1. To add a Hidden field to the form, under Form builder, click + in the command bar.

2. In the Field properties window, enter/select the field information as shown here.
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Field properties ? %

* Label name Hidden field
Field type Hidden w
Values Hello world

* Field ID hidden_content
Global variable m
Hooks w
ACL filter Mone w
Depends on
Validation Select custom regen... R

opine o

3. To fetch hidden data, add the Button field and define the relevant hook.
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Field properties ? X
* Label name Get Hidden value
Field type Button w
Values
* Field ID get
Global variable @
Hooks Get content o
AUto trigger @
ACL 'rllt':"l' Mone L
Depends on
| upsate Jl Cancel |

4. Add a Text box field.

5. To see the field added to the form, click E}] .
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6. In the form preview, click Get Hidden value.

& Form :: How to use Hidden field

A Input details

Get Hidden value

* Content

& Form :: How to use Hidden field

# Input details

* Content Heda world

Field Type - Download CSV

This form field allows you to download the data displayed in a grid to your machine as a .csv file.

1. To add a Download CSV button to the form, under Form builder, click + in the command bar.

2. In the Field properties window, enter or select the information as shown.
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Field properties ?7 %
* Label name Fred's Data
Field type Text box w
Values ‘<¥gridDatas=’
* Field ID FredsData
Global variable @
Hooks W
ACL filter Mane w
Depends on
Validation Select custom regex... A

3. Add another form field (Get CSV) with field type as Button.
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Field properties ? %
* Label name Get C5V
Field type Button w
WValues Enter text to autofill variables
* Field ID getCsv
Global variable @
Hooks getlCsy w
Auto trigger @
ACL filter MNone w
Depends on

4. To see the field added to the form, click F& .

& Form To Grid To CSV :: Download C5V

* Fred's data <wgridDataw=

Field Type - Download

This form field allows you to download the data from the file to your machine.
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« Provision to mention the unique file ID that is used to retrieve files that are stored within the database as
part of visual workflow upload file API.
* Provision to choose the Decode file option to retrieve the saved encoded file data.

1. To add a Download field, enter or select the field information as shown. The Download Type field
displays three options:
* URL
* File
« Unique ID

2. Select the Unique ID option to display the Decode file field.

[ Note: The Decode file field is an optional field and is disabled by default. j

3. To enable the Decode file option, turn on the toggle.
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Download file (Decoded)
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Validating Form Fields

You can define custom regex validation for certain form fields. Regex validations can be referenced
against a form field with specific notifications to the user. You can add or edit any regex in the inventory.
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1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.

3. To add a form field, in the Form builder section, click + in the command bar.

Workflow Tasks

Tl 1D

gnat = Form %
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4. In the Field properties window, enter or select the field information.

Field properties

* Label name

Field type

Values

* Field ID

Global variable

Hooks

ACL filter

Depends on

Validation

emal

Mone

Text box

Enter Email Address

Select custom regex...

7%

5. From the prebuilt regex patterns, select Email.
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Field properties

Global variable
Hooks

ACL filter
Depends on

Validation

Parent ID

Help

Profile access

Group

Workflow Tasks

? X
@
b
Mone W

Email RS

Select custom rege...

FQDN with atleast two dots
FQDM with two dots

IF address

P address and Port

Numbers

Port
Submitter e
MNone i i

Note: For more information, refer to the section on Regex Library.

6. To add this form field to the form, click Add.

7. To see the field added to the form, click E& .

ALy & Drpn Paresl Vakdatan Salp A Frofide adieai elaudalaiy Raadl waly kb va
A & @
o

Only values that match the defined regex are accepted.
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€ test: Form
* Enter Username

* Enter Email Address abc@example.com

Note: A is displayed next to the form field if the entered value does not match the defined
regex.

& test: Form

* Enter Usermame

* Enter Email Address abw *

Defining Dependencies between Form Fields

In order to make the request form dynamic, the form builder allows you to define dependencies between
multiple form fields using conditional operators. This can be achieved using the ‘Depends On’ field
through a combination of ‘Field ID’ and ‘Values’ parameters in tandem with either the ‘logical AND’ (&);
and ‘logical OR’ (]) operators.

« Operators supported: ‘& (AND); and ‘| (OR)
» Defining dependency based on single field and value: [Field ID: Value]

« Defining dependency based on multiple fields and values: [Field ID1: Valuel & Field ID2: Valuel], [Field
ID1: Valuel | Field ID2: Valuel]
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To be able to display the Create PTR Record field based on the type of selection of the DNS Record:
1. Design a workflow.
2. From the User Interface section, drag and drop a Form task.

3. To add form field(s), in the Form builder section, click + in the command bar.
4. In the Field properties window, define a field called DNS Record with a dropdown that shows two

values to select from - A and PTR.
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Field properties ? %

* Label name DMS Record
Field type Dropdown w
Values APTR

* Field 1D dns_record
Global variable @
Hooks w
ACL filter Mone w
Depends on
Validation Select custom regex... w

o

5. Define the parameters for the conditional form field - Create PTR Record based on which this field
must be shown.
dns_record:Aldns_record:PTR

The field Get Subnets will be displayed according to the selection of the DNS record as A or PTR.
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Field properties ? %

* Label name Get Subnets
Field type Button w
Values Enter text to autofill variables

* Field ID get_subnet
Global variable @
Hooks L
ACL filter Mone w
Depends on dns_record:A | dns_record:PTR
Validation Select custom reges.., -

6. Add other form fields and define dependencies as required.

fa = o+
il rratiben Form budder Hislths Eridsco B sl lifgi
" e i [ Masscist. ACL..  Depends on Pt Waldstisn  Help Graug
bt d Puera
= oo
L AT Rrw
s Porg FB0s g Tig PO
- L d B FRDET 0ok | 88 AR 0 TR
" Fezra S _ecosch | S _recsed STR Talect B 5
. . R
L] Fried 19 rl.
e
Vit NG Pued

7. To see the form fields added to the form, click E& .
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Warkflow > Meodify i CheckDNS » Input DMNS Record Details » Preview
Get DNS Device
* Device Celect
* DNS Record FTR
* FQDN
* Bubnet
Reserve Free IP
* Free P
flo C DS DS R =
* Dewice i w
* DS Recernd A .
* FQDN
Get Subnets
* Sulbngt 1 w
* Free P
* Create PTR Record " Vs Ha
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Defining Tasks as Read Only

1. Design a workflow.

2. From the User Interface section, drag and drop a Form task.

3. To add form fields, click + in the command bar.

Workflow Tasks

4. In the Field properties window, enter or select the field information to define the form field.

Field properties

* Label name Enter Lsername

Field type Text box

Values <Shloggedinlisernamesg-
* Field ID USEername

Global variable u_l

Hooks

ACL filter Mone

Depends on

Validation Ermail

e et

? %

5. To define the field as Read Only, turn on the toggle.
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Field properties 7%
-
Depends on
Validation Emai “
Parent ID W
Help
Profile access Submitter -
Group Mone L
Mandataory @
Read only ﬂ_l
| psae [l Concel

6. To see the Read only username field added to the form, click =

 teit s Fem Preview - =+ o

et 10 bl vk L ik # b wr T

Foudd 1D Labed na (=] Wanhairt Hiwhi AL A B Faresl O Valdatien  Falp Ardrap Frofibe adieui laralatany Erad inly ik va
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Enter Username

* Enter Email Address

* Team -
* Need Approval ® Yes Mo

Grouping Multiple Form Fields
You can group multiple fields logically within the form.
1. Design a workflow.
2. From the User Interface section, drag and drop a Form task.
3. Under Form builder, select the form fields to be grouped.

R — = P ow + 8 2

T beadgiar el Fararid b Wonn
Fed 1D Lk Pk (=] Wb [Ty MOLR.  DBupe Paree 1D Valdssme  Help . Frabda anisii [TrErare Hmadi by Chatbasd v
L - | [ree L Tamalt RLTE TS Hore T i, @ e & v &
+ 8 Lo b= 1 pr— Fae o - -
o o '
EN =

4. To group the selected form fields, click B,

& e Fa P + 8 %2

Group
Fethd 101 [T (7] [Ty Hishi ALY [ . Baraey i Wekedie  Helg Ginap el o A [LPEE Ei nly Ghabal v
L -] Braws s Testbh.  <Riogped Mo T sk & M & vm & Ve
-] Eranr i Taslb. T P -

5. To create a new group, in the Assign to group window, click + .
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Assign to group

+

User Detalls

I =N

6. To see the form fields listed under the assigned group, click Fﬂr .

. e o
nluirral fimn F e ea st i 1 Banawrin & sailiegs
* Lo L] Lt na Fiwld . Vel Hanly BELA.  Gwpr.  Pare WD Wabfation  Help Groap Frafie soms Mprdpipry Baed priy Golael v
Tal P Sy ety - G 5
L i Ficrst Tl # 4 AT = -l Ll
] s oo . ] o M & 4
Fmed dog L L] s e [ ) 2t e
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# User Details

Enger LIsername

* Enter Emall Address

* Team -

* Need Approva I Mo

Using Hooks in a Form

You can fetch values dynamically from a data source such as a database, device or external systems by

using hooks. You can either select hooks from the existing list or create a new hook.

Field properties Cancel request

Discard request
Submit request
fetch_client_ssl_profiles
ferch_http_profile_name
fetch_persistence_name
Field type fetch_snat_pool_name
fetch_maonitor_name
fetch_http_profiles

* Label name

Values
fetch_persistences
fetch_server_ssl_params
fetch_server_ssl_profiles
* Field 1D fetch_client_ssl_params
fetch_maonitor_cert_key
Global variable fetch_devices

fetch_device_details

Hooks v

ACL filter Maone w
Depends on
Validation Select custom regex... v
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Hooks are of three types:

« Script: The form builder allows you to define one or more ‘associate scripts’ and map them against
the relevant form field. The associate script acts as an abstract layer which enables linking of the data
retrieved from the query and maps them against appropriate fields within the form.

Howhh

Foypoer mappery

Pl 03 Furldl fppa Mapgerg Hrsdere

* REST API (Internal & External API);: REST API allows querying the database, device or external
systems

* Query Explorer
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ot vl e [T S | i, | Rasiarin L dailiegs

§ Bk haceodiy . & Gy Bty

Cruery Explorer Detaily

Rexpomse mapping

Avalably fabdy Salscind Taldy

 Using Scripts with Forms

» Auto-trigger scripts

» Default script for Cancel and Discard Actions

» Define ccustom Notification Messages using Scripts

« Defining Query Explorer to Build Forms

Using Scripts with Forms

You can define scripts within a form and leverage them to retrieve values and populate form fields or print
output.

» Triggering Script with Button

* Triggering Script to Get Device List

» Triggering Script to Get Device List by Vendor

* Triggering a Script to Print Custom Message

* Using Auto-trigger to Invoke the Script Automatically based on Input

* Triggering a Script Directly from a Form Field to Map its Values to Destination Fields

Triggering Script with Button

To associate a script to a ‘button’ element, trigger and retrieve values and populate them to a form field:
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1. Create the following form fields:
* Field Name: ‘Get types of users’, Field ID: get
* Field Name: ‘User type’, Field ID: type

-4 = *
b Pl il ey P vt Brmadalied. Heimihn Weasusie b awlioga
Pl D Labslno Pl weluss e MEL_ Bepenids es FanearD  valklar sl g Frafibs siceRs  Mardatany Frad oty
[rrp—. g e e & i
e b Do herr kv & e & i

2. Define an associate script to get the ‘user type’ and map the script to field ‘Get types of users’.

Syntax:

sers=[{“type”:"Permanent}, Where “type” is the Field ID to which the
{“type”:"Consultant’}]print(json.dumps(users)) retrieved values are appended to on the form
8 = #

irlermation Farm Buslder oy Egaceares b ERTngY

* Fiedd 1D Labsin_  Fisld Vil e ACL._ Dupsndion Parsst I Vabdati.  Haelp Sroup Profile sccean Mlandatary B anly
] Gettype_  Dulisn p#_riee_t hima Subriter © Vet @ ko
. - Ui e Dres ] e mp & e & ko

| BEreR e gt Byt

Ausz friggen Tasbied
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3.Click Lo,

Triggering Script to Get Device List

To query the database by defining an associate script and get a list of F5 devices:

1. Create the relevant form fields:
- Field Name: ‘Get device list, Field ID: get, Type: Button
- Field Name: ‘Device’, Field ID: device, Type: Dropdown

i Imsier

Faskd 1D Labal nams Field . aluss sk ALL Depe_.  ParestiD  Valdation  balp Grosp Profile scosn Msrsdatary
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2. Define an associate script to get the ‘devices’ and map the script to field ‘Get'.

Syntax:
### To make use of the helper script ### Where “device” is the Field ID to
sys.path.insert(0,AVX::HELPER) which the retrieved devices are

mapped to on the form
sys.path.insert(0,AVX::DEPENDENCIES)

### Importing the appviewx helper ###
import appviewx

### calling the inbuilt function the helper script to connect with
the DB ###

db_connection = appviewx.db_connection() device_collection =

db_connection.appviewx.device

###Creating a list of dictionaries, where each dictionary will have
the key as ‘device’. Where device is the form field id to which we
need to populate the values###

device_list = [{"device":value['name']} for value in

device_collection.find({"vendor":"F5","category":"ADC"})]
### Giving an output as part of completion of the script ###

print(json.dumps(device_list))

Intpr—ad mn T B Hardiy Erpovrce & sellieg

L Fiald 1D Labeln_ Finld_  Waluss sk ADL .. Csppanchion ParentiD  Validstl . Halp Greup Frofide scoens Wandsiony Wesd znly
L ot Eyped Bution i RSrv Subese & e Ll

L L Byl (- P Y b & Y
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3. Click L® .

Triggering Script to Get Device List by Vendor

To query the database by defining an associate script and get a list of devices by vendor:

1. Create the relevant form fields:
« Field Name: ‘Select Vendor, Field ID: type, Type: Dropdown (F5, A10)
« Field Name: ‘Get Device List’, Field ID: get, Type: Button

» Field Name: ‘Device’, Field ID: device, Type: Dropdown
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fa =+
salgurranian Foarm basiicher [roee Eaigmsrin i LETAEL
. Ve 1D ekl Pl ¥ahwry Hooky AL . Dependh a0 Farerd 1D Valdaii.. Falp Ereap Profile ptiria  Mandiiory Brad pnly
. e BenDn - Sl & Ve 2 ha
" T Rurah Submitter & Vs & b
. tescti  Dros 5 410 Mo " & Ve
.

2. Define an associate script to get the ‘devices’ and map the script to field ‘Get'.

sys.path.insert(0,AVX::HELPER) * Where “<type>" is
sys.path.insert(0,AVX::DEPENDENCIES) input value from the

form based on which

import appviewx the device(s) will be
retrieved

db_connection = appviewx.db_connection()  Device” is the

device_collection = db_connection.appviewx.device destination Field ID

. . ) i to which the list of
###Syntax to read any of the other form fields in the associate script

D devices are mapped
-- '<field id>"'##

back on the form
vendor = '<type>' M

device_list = [{"device":value['name']}
for value in device_collection.find
({"vendor":vendor,"category":"ADC"})]

print(json.dumps(device_list))

! (=
nfeemation Feem budldar Hoaky Errouree & natiing

L Field 10 Labelm Forl_ Vabury Mgk ML Dwpendion Parerd 1D Validati_  Falp Group Profie scoens Wandatory bead only

L 1 Cat e Bumon o S S Y & N

. [T — e & v & ko

. T T Fi & S & Ve @ by
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3. Click L® .

The script is triggered to get the device list by vendor.

* Sqlect the vendor

Triggering a Script to Print Custom Message

To print a custom banner message by defining an associate script:

1. Define a form field with Field Name as Print Message, Field ID as print, and Type as Button.
2. Define associate Script and map it to the field ID. The following syntax can be used to print the

message by adding the string to the key "message": print(json.dumps({'message":"My custom message banner"}))
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—
3. Click ‘@& .

Using Auto-trigger to Invoke the Script Automatically based on Input

To be able to retrieve the IP address and LB method for a selected device:

1. Define a form field with element type Dropdown to select one or more device(s) [Field ID: Device].
2. Define a form field with element type ‘Button’ to retrieve the basic ‘Virtual Details’.
a. Under the ‘Associate scripts’ tab, define the ‘associate script name’; and the script logic i.e. ‘Get
details’ [Field ID: get_virt]
b. Map the associate script against the relevant form field ID (OR)
c. Map the field from the list of ‘associate scripts’ displayed against the ‘associate script’ field under
‘Field properties’.
3. Define form field to show the ‘Virtual IP’ [Field ID:virtual_ip].
4. Define form field to show the ‘Virtual IP’ [Field ID:lb_method].
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il 1D Laiel name Pl type Waluen Hooks ACL_ Depe_  Farent®0  Walldstion Halp Growg

Associate Script logic

import sys
import json
device = '<device>" Input field
used to query
virtual_name = '<virtual_name>'
def get virtual details():
if device == "Devicel"
ip="192.168.41.237"
Ib_method = ‘ratic" L ogic fo get IP
and Ib method for a device
if device == "Device2"
Ip="192.168.41.199"
Ib_method = round-robin’
print(json.dumps([{virtual_ip"ipl.{1b_method"lb_method}])) ———————— Return values
mapped to the destination field
get virtual details()

5. Select Device 1 as Input when executing the script via form.

* Select Device Devicel -

Device

* Enter Virtual Name

Deviced

* Wirtual IP

* Load Balancing Method
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6. Click Get Virtual Details using Device 1 as Input.
The response from the query is mapped to the destination fields: Virtual IP and Load Balancing
Method.

¥ Select Device Devicel =

* Enter Virtual Name

* Virtual IP

* Load Balancing Method ratio

Triggering a Script Directly from a Form Field to Map its Values to
Destination Fields

To map destination field values by triggering a script from form fields:
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1. Design a workflow.

2. Define a form to Create F5 VIP where one of the parameters is to fetch the ‘list of F5 Devices'.

3. Define the form field called ‘Get Device List’ with Field ID ‘DeviceList’ which will be mapped with an
associate script to get the list of devices .

4. Define the destination form field called ‘F5 LTM Device’ with Field ID ‘Device’ where the values from
the associate script needs to be mapped to.

odify = Fri_Create F5 Virtual with SNOW :‘3 B+
Information Form builder Hooks Resource & settings
4 Label name Field type Values Hooks B ACL ... Depe.. ParentID  Validatic
L3 Get F5 LTM Device List Button get_device_list None
4 F5 LTM Device Dropdown VW _testdevice 2 None
» App Name (FQDN) Text box None FQDN wi
4 Virtual Server IP Text box <tfree_ipdh> getFreeip Nene P addres
Y o 5 c 5 5
[ Note: For more information on adding form fields, click here. j

5. Define Associate Script(s):
a. Define custom script logic.
b. Use ‘Ctrl + Space’ in the script editor to list all the pre-defined helper scripts and embed the
appropriate helper script(s) within an ‘associate script'.

Informartion wm b r Hogha L & st

Associate Script
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Associate Script (Get device List) Mapping Details
import sys ¢ The script queries the database
import json and retrieves the list of F5
sys.path.insert(0, AVX::DEPENDENCIES) devices
sys_path.insert(0, AVX HELPER) » Field marked in yellow is the
import appviewx destination field on the form
# reload(appviewx) where the queried values from
def device list(): the script are mapped to

connection = appviewx.db_connection()
collection = connection.appviewx. device
dev_list = [value['name'] for value in
collection find({"vendor" "F&" "category” - "ADC"})]
dev_list = sorted(filter{None,dev_list), key =
lambda s: s lower())
print (json.dumps([{Device’ name} for name in
dev _list])) if dev_list else (json. dumpsf{'enor’: "No
Device to list"}))
device list{)

6. To execute the associate script on the form, click Get F5 LTM Device List.
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Workflow » Modify ;1 Fri_Create F5 Virtual with SNOW > Create S Input

# Device detalls

Gat F3 LTM Device List

* FS LTM Drévice . 7

A Wirtual details

* App Mame (FQDN) - - K
* Wirtual Sendes 1P <free_ips '? | &
* Wirtwal Server Port <wigdnite ?

Get LTM Device Details

7. Once the script is defined, it can be referred against the respective form field.

Auto-trigger scripts

Associate scripts in the form can be triggered either manually or automatically. Auto trigger eliminates
manual intervention in the form. The input from the form is used to auto trigger an associate script in the
backend.

You can choose to enable the auto trigger option against every form field. The scope of auto trigger is
limited to the following:
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« Auto trigger works for the first form field on loading.
» The input from the form must be from a radio button or dropdown form field.
» Based on the input, auto trigger gets executed ONLY for the next immediate field.

1. Design a form using the following fields and associate scripts:

Workflow Tasks

Get Datacenter Get Datacenter - Button getdataCenterlist
Datacenter Response: Display list of datacenters in dropdown getDeviceGrouplist
AppViewX Device |Response: Display List of Device Groups in getDevicelist
Group dropdown
Select Device/Cl ResponseL Display list of devices in dropdown getVIPNames
Select VIP Response: Display List of VIP Names for the device
in dropdown
- ™
Note: For more information on adding form fields, click here.
. J
2. To preview the form, click Eﬁ
3. In the form preview, click Get Datacenter.
The script is auto triggered to populate the dropdown in the next (Datacenter) field.
* Datacenter Select -
* AppWViewd Davice Group
* Select DevicerC London
Singapore
* Select VIP L T w
* WP uses Websockets? & Mo g
?
* Type Standard -
4. From the options displayed in the Datacenter dropdown list,select London from the dropdown list.
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The script is auto triggered to populate the next (device group) field.
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et Datacenter

* Datacenter London -
* Appview) Device Group Select -
* Select Device/C
EX
* Sglect VIP Group 1
Group 2
" VIP uses Websockets? ® No Yot

Get VIP config

* Type Standard -

5. Select Device group as Group 2.

The script is auto triggered to populate the next (select device) field.

Cort DL peber

* Datacenter Landan
* ASEA e Dird 105D Gioup 2
= Salert Dt SlEr
# Lgdpo WP
1P LS YWeDoTkees? LR ot e

R s e

Y

o LY
* Type Suandard
# 551 Secunad 7

6. Select the Device to auto trigger the script and populate the next (select VIP) field.
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Default script for Cancel and Discard Actions

The request form allows you to either ‘Cancel’ or ‘Discard’ a particular request prior to final submission.
Such an event may result in partial transactions which may require a ‘clean-up’.

In order to cater to such operations, default associate scripts for cancel and discard actions are provided
within the associate script inventory. You can define a custom logic within the default scripts which will be
triggered based on the user’s action on the form.

For example, As part of a Create DNS workflow, a user gets a Free IP, reserves it, and then immediately
wants to cancel the request transaction. In this case, the reservation of IP and any other transactions will
need to be ‘cleaned up’. The Cancel script Logic releases any temporarily locked free IP and releases any
reservation on the IPAM in the event of a cancel or discard action on the form.
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B EEcard fod

[ Note: Default associate scripts for ‘Cancel’ and ‘Discard’ cannot be deleted. j

Define ccustom Notification Messages using Scripts

For more personalized notifications, you can define custom scripts to display custom notification
messages on the request form. Notification messages can be displayed in either ‘red’ or ‘green’ tickers
based on the response type - message or error.
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SEript narmse prieval_script Fleld ID pre_ehick -

e AT b

Pool Member IP Part Foal Membaer Statun

Mo records found

Prevalidation Check

* Pre-walidation Result Prevalidation Sucoess
WIP validaticn Success
POOL validation Sucress
Maonitor validation success
Profile valdation success M
fude validation suctess

Wark Order Check

! ?
E="n ?

St sart »
e Appiieall D Groug T
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Defining Query Explorer to Build Forms

Query explorer allows you to design custom queries, business logic, and build self-service forms quickly.

To design a query to ‘get device details’ using query explorer and build forms quickly:

1. Design/Modify a custom workflow.
2. From the User Interface section, drag and drop the Form task.

3. Under Form builder, define the form field to fetch specific details from the database.

4. Under Hooks, define the required Hook using Query explorer.

5. Select the required response from the query to be mapped to the form field.

Hooks Resourcs & SAEingL
ST Type Script REST & Query Explorer Heoadcs Irmreniony Selet -
Fildd 10 [l -

Query Explorer Details
* Gury name

b b 4

Sy iy Filoer Ratus ]

i AR ] add fimer A filbar Group
i ] Seatus W -
San |

g Dats Conder |
Applaation Seiting RESQOMIE b aduiress ¥
— Wi

e e

REST AP1 vs Massiial e Avadablo fig ST 3 Salezted fiald

e Ve
¥ ADEC Seatus #
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6. Map the query response to the specific form field.
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— —
7. To validate the execution, click F‘@ .
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—_—d Y

---------

—t

Defining Resource & Settings

This section supports the following:
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* Request resources: Provision to assign role based access to the form task.

Btrarc o b AT

5]

 Configuration: Provision to enable multiple approvals of the form task.

Eazaets b HTtng

LR e )

» Global variable: Provision to declare one or more form field values as global variables.
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Eilind & b LD

» Custom Message: Provision to define context based messages for notifications between workflow

stages. For example, User access denied.

[P —

» Customize Task Action: Provision to enable auto approval of the form task, provide an ‘alias’ of the

form actions. For example, the ‘Submit’ button can be renamed to ‘Next’, ‘Back’ button can be renamed

to 'Cancel’.
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Irfermin== Vo beaddar Hegin LEE T Tt

«s @A

A User Details

Enter Username admin
* Enter Email Address

* Enter password

* Teamn Drev

* Meed Approva & ‘Yes Mo

* Schedule time

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

Save Draft

438



Workflow Tasks

 User Details

Enter LUsername

Sdimen
* Enter Email Address
* Enter password
* Team Dewv -
* Need Approva ® Yes No

* Schiedule tme

KN TN

* Dynamic Authorization: Provision to enable authorization dynamically for users or user groups by

using the global variable %<auth>%.

New users/user groups must be defined in the script logic using the following structure:
[{"type":"user","value":["admin","tim"],"access":"R"},
{"type":"role","value":["admin","network-sre"],"access":"RW"},

{"type":"usergroup","value":["admin usergroup"],"access":"RW"}]
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Beiourin & 1aEtng

Note: Dynamic Authorization is not limited to the Form task. It can be enabled for all User

Interface tasks.

Review #
Properties

Resource (i)

W<auth>%

Mo records found
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This task allows you to define a custom ‘grid’ component as part of the workflow execution process. The
Grid component can be used either to display some data or to gather input from users.

» Provision to define a custom grid component with number of columns.

* Provision to define custom column/label names.

* Provision to dynamically pass data (using variables) from any stage of the workflow into the grid task.

« Provision to assign user role (RBAC) access.

« Provision to define custom button/label names in the event of using the grid task as part of any approval
process.

* Provision to download the contents from Grid into .xIs or .csv files.

« Provision to dynamically define column/label names from any stage of the workflow into the grid task.

« Provision to define custom messages.

* Provision to declare global variables.

To add a Grid task to the workflow:

1. Design a workflow.
2. From the User Interface section, drag and drop the Grid task.

3. In the Grid task window, under Properties, in the General section, enter the relevant field
information.
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Properties D

General =

Wiew Certificate Expiry Detalls

grid_1

<0690 _days_to_sxpiry_certs%:>

|
Configuration T
Information +=
Resource (i) +
Global variables (@) +

=N N B

This table describes all the field in this section:

*Task name | Enter a task name.

Description | Enter a description of the task.

*Task ID Enter a unique task value ID for the task.

Value Refer a global variable from a previous task to render the grid data.

Edit grid Enable ‘Edit grid’ to allow you to edit the contents of the grid.

All Asterisk (*) marked fields are mandatory.
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4. In the Grid task window, under Properties, in the Configuration section, define the columns for the
grid.

Grid #

Properties 2

Configuration =

Columns = T p— Certificates

O Certificates Update m

Total records: 3

Infermation +
Resource () r +
Global variables (@ r =

1 BN =

This table describes the fields in this section:

*Column Enter a valid column name.

name

Value Enter a static or dynamic value. Value(s) can be referred from any workflow task to
render the grid data.

All Asterisk (*) marked fields are mandatory.
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5. In the Grid task window, under Properties, in the Resource section, assign resource based access to

the task.
Grid #
Properties
Resource (§
a o

L
I
i1

Il super access

est

6. In the Grid task window, under Properties, in the Global variables section, define values that need to

be declared as global variables.
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Properties D

Resource () +

Global variables (i) —

List 2|

List of Certificates

List of Certificates

Certificates

=

Total records: O

Custom message (1) T

Customize Task Action +

al I SN

This table describes the fields in this section:

*Name | Enter a unique display name for the global variable.

*Key [ Enter a unique variable key name.

*Value [ Enter the variable value which is the output or response value of the task.

All asterisk (*) marked fields are mandatory.
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7. In the Grid task window, under Properties, in the Customize Task Action section, configure task

actions to enable or disable approval.

Properties 2
. : -
Customize Task Action M —
Continue
Revert
@
Cancel
%]
Sucoess w
Failed ~
-

This table describes the fields in this section:

Enable auto Allows you to enable or disable user action on the task.
approval

Forward button Allows you to enter a custom label name for the forward button. For example,
label Next, Continue

Failover button Allows you to enter a custom label name for the failover button. For example,
label Revert, Back

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 446



Workflow Tasks

Show Save Draft | Provision to show or hide the Save draft button which allows you to save the
button contents of the grid for editing.

Success state Define custom success state for the task in the event of success.

For example, Success, Complete

Failover state Define custom failover state for the task in the event of failure. For example,
Partial, Incomplete

8. Click Preview.
Grid task is executed.

=
2SS s Lot T Bopirs Enificate Beviras) Mame
e
) FELHT, & G B
(*
—
r CEpfa e fapery Dhc Uinda
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m Dury Left Te Eupire Cortificates Dwvice{n] Mame

e

]

» Defining a Grid Component using Variables

» Downloading the Grid

Defining a Grid Component using Variables

A grid component can be defined using either static or dynamic variables.

To get a list of certificates expiring within 30, 60, 90 days with device name:

1. Design a workflow.
2. From the General section, drag and drop a Script task.

3. Define a script to get a list of certificates expiring in 30, 60 , and 90 days, with device name.
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Certificate E k # @ Edemoded 3 B .~ X
Propariies ImputtOutpuat Variabley Lo
Ganaral -

certificate_expiny_ched_1

4. From the User Interface section, drag and drop the Grid task.
5. Refer the variables containing grid values from the previous Script task.

Properties ke
Gansral - n
grid_

@

Lonfiguraticn +
Infarmation +
Rusource (§ +
Gkl variables (§ +

==n

6. Add other relevant workflow tasks.
7. Connect and enable the workflow.
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8. To view the output in grid view, trigger the workflow from the Request :: View/Runpage.

o

Duvicei{n] Msms

m Dagys Lol To Eapire Castificaten

e

Downloading the Grid

1. Design a new workflow.
2. From the General section, drag and drop the Form task.
3. Add the required form fields as shown here.

&= e To Geid = Farm - B | + -]
Pt trabde Hucha s B LTl
* Timld 1D Labsedl na Vol typa Nty Hochy ALL Dups Farani 1D Valbdation rep Teroasy Frpfily srcem Eardaiory
; o : g
L
El =1
[ Note: For more information on adding form fields, click here. ]

4. From the User Interface section, drag and drop the Grid task.

5. In the Grid task window, under Properties, in the Configuration section, configure the Columns for
the grid.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 450



Workflow Tasks

Becprrie =

Configuration =

Calumng

6. Connect the tasks.
7. Click Preview.

8. To download the Grid, click “ inthe right upper corner of the screen.

..... @ o
— B
Mf" e o Testrdap m. Frarday Priday RISy
1 —
Review

You can define a custom ‘review component’ as part of the workflow automation process. The
Review task allows you to enable peer reviews with multiple approval levels. You can review device
configurations with Change management integration as part of the approval process.

* Provision to define a custom review or approval component

* Provision to preview the configuration block

* Provision to define custom configuration block and label names in the review component For example,
Implementation configuration, Pre-validation configuration, Checkpoint Firewall rule configuration etc.

* Provision to dynamically pass data/value (using variables) from any stage of the workflow into the
‘appropriate configuration block’
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« Provision to enable, disable the change management block as part of the request view
* Provision to assign user role (RBAC) access to the review task in the request stage

* Provision to define custom button/label names in the event of using the review task as part of any

approval process

For example, Approve, Implement, Reject, Rollback

Review #

Properties

Configuration

Config List . mplementation

mplementation commands

Total records: 4

Resource (j
Global variables

Change Management

=] C=a] [

» Defining a Review Task using Variables

» Customizing Configuration Blocks in Review Task

Defining a Review Task using Variables

A Review component can be defined using either static or dynamic values.
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1. Design a workflow.
2. From the General section, drag and drop a Script task.

3. In the Script task window, under Properties, in the General section, configure the script to generate

commands to ping servers.
Script o ¥ demode® 7 5 X

Properties  InputiOutput  Variablex

Ganeral

(-]

4. Store the config in a variable (AVX::CONFIG).

‘ping
‘ping

JOUTPUT{ ' mentation” soutput)})

5. From the User Interface section, drag and drop the Review task.
6. In the Review task window, under Properties, in the Configuration section, define appropriate

configuration blocks - Prevalidation, Implementation, Rollback, Postvalidation.
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o

Cesnlig List

Tonal pecoic: 4

Resource (1) +
Glabal variables (T ed |+
Changs Management +

7. Refer the variables from the Script task into the appropriate configuration blocks.

Configuration Completed
':_-C\,I'Irlgl_il Atian
Config List 8 ., Label name implementation
* alue <kimplementationl%:>
O implementation
_ Validation O
O prevalidation
O postvalidation

8. From the General section, drag and drop the Implementation task.
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provisoning_implementation_1

* None Artive Stand by

9. Connect and enable the workflow.

»  Review

N I R e s i
= Review : TR — »
Start @ j Stop

rier,
Cﬁn;nﬁaﬁ:s Implernentat
ion

10. Trigger the workflow from the Workflow Request :: View/Run page.
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View/Run (I
Crveerview
Curstom reparts
Review Delete AVI G5LB service
s el r
(D Schiedule @) Sehedule
Open F5CPU TMM Chack certificate new request
Closed = : e -
Falled
(@ sche (o} :

View Review component with configurations.

sreplemriad e 1o lalrer

——y v
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ey vanert Ll

Customizing Configuration Blocks in Review Task

1. Design a workflow.
2. From the General section, drag and drop a Script task.

w  Weorkflow  podback o GIT Actlorms. i vartable Mapping

o :41'5.

3. Define the Script task.
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4. In the Script task window, under Global variables, declare the data to be passed as a global variable
to be referenced in the Review task.

Global variables (@ —

List GlobalVariable_Name

config_commands

Commands

Total records: 1

5. From the User Interface section, drag and drop the Review task.
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Shop oy

6. In the Review task window, under Configuration , define custom configuration blocks.

7. Pass variable(s) from the previous task in the Value field against the appropriate configuration block.

Config Lnt

Eisures (§

kbl varsabdis

Changs Managermen!

8. Connect and enable the workflow.
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SOt 1o Review masher » Workflow  poilback

b LR Faview Seript To Raview =

ot iy fredew
i =
kel
St _Flow
9. Trigger the workflow from the Request :: View/Run page .
Eatalng seript to
Crverview
Custom reports Default
View/Run * Script to Review » O
&

Scheduled jobs RuM
All
Open
Closed

View Review component with variables and configuration blocks.
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m Configuration Bk | £ P i e B 1
*
Configaration Mok 1
T
®
L

Confiyper praon Bloch 1 Cmlger aispe Baah 1

YAML

This task allows you to input the workflow data in the form of YAML or JSON content.
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* Provision to input data in either YAML or JSON format

* Provision to refer YAML or JSON samples

» Provision to use the YAML task as either a user interface task or as a service task
* Provision to edit the contents of the task in the request page

* Provision to assign user role (RBAC) access to the task in the request stage

» Provision to skip manual approvals for the task in the workflow request stage

« Provision to retrieve device credentials dynamically

YAML Editor # ¥ Edit mode @
Properties Input/Output Variables 2
General =
YAM
yamiljson_1
YAML (@ |50
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¥ Edit mode @

Workflow Tasks

Variables

Properties Input/Output

General

T
YAaRIL

yamljson_1

® YAML () JSON

1 nase: Creating a pool member 1h 3 FS device
2 hosts: local
3= tasks

d name: Add pool menber
5 blgip_peol_menber

i server: device_IP
T SUATE: present

] ol

B

i

La
1 hi device

11 por ae

12 description: web serverl
13 connection_limit: 188
14 rate_limit: 56

15 ratio: 2

& validate_certs
7 delegates_to: localhost

* Using Variables within a YAML Task
* Getting Device Credentials Dynamically from a YAML Task

Using Variables within a YAML Task

Variables from any workflow task can be referred within the YAML task as part of the automation process.

Use the following variable syntax in the YAML task to refer value from a previous task: <%variable_name%>

Following is an illustration for referring the ‘fqdn’ and ‘FreelP’ values from an Infoblox task into a YAML

task:
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name: Creating a virtual server in a F5 device
hosts: local
tasks:
- name: Add virtual server
bigip_virtual_server:
server: <%device%>
user: $$<%device%>.username$$
password: $$<%device%>.password$$
state: present
partition: Common
name: <%fqdn%>
destination: <%free_ip%>
port: 480
snat: Automap
description: Test Virtual Server
validate_certs: no
all_profiles:
- http
- tcp

delegate_to: localhost

Getting Device Credentials Dynamically from a YAML Task

Through the YAML (JSON) task, device credentials can be dynamically retrieved as part of the workflow

execution process. The following syntax must be in the task in order to get device credentials:

» Get device detail:

$$devicename.username$$

« Get device credential:

$$devicename.password$$

Note: Device(s) must be added in the Appviewx inventory.

To get the device credentials dynamically:
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1. Design a new workflow.
2. From the User Interface section, drag and drop the YAML task.

Propartien Irgut! Dutgut Varisblsy D
Gasnapral -
Bipp_ms r hip
Marupes F5 BaG-IF LT hiip monsons
e 1
g rexres_hmp 2. )
" YAML 0N
1
i
HE
3
[
¥
-
=
0
[
i3
1
3. Enter the syntax to get device credentials dynamically.
* Cantent | 2= View Samples o
i |
2=
3 name: Mamages F5 BIG-IP LTH hitp monitors
4 hosts: localhost
5~ tasks:
6= - name: Create HTTP Monitor
T blgip_monitor_http:
8 state: present
@ nane: <BMoNitor Maneks
18- provider:
11 SErveL: )
12 user J $h<Ndevice_nameds usernamesd
13 password: §S¥device_nanels , passwordss
14 valldJTE_CeT ey o
15 delegate_to: localhost
16

4. Save and enable the workflow.
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I Proview:Clasiic 3 g @ Variablo Mapping
¥ WAML

5. Trigger the workflow from the Request :: View/Runpage.

Device credentials are dynamically pulled from the Inventory.

—_—_ 'y

Task Category - ChatOps and Notifications

This category comprises tasks that are used to send out notifications to the user for receiving inputs,
approvals/rejections, and task completion.

* Email

» Pagerduty

* Slack

» Skype
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Email

Email task allows you to configure static or dynamic email notifications as part of the workflow automation
process. You can send email attachments in different formats. This task allows you to configure email
approvals to automatically trigger the workflow process.

« Provision to select user(s), user role(s), and user group

* Provision to send test email to ensure that the defined content is relevant

« Provision to reuse email tasks from one workflow into another

« Provision to dynamically render emails by referencing data/value (using variables) from any stage of the
workflow into the email task

« Variables can be referenced into the following fields — Subject, To, Cc, Content

* Provision to trigger workflow based on email approvals

Email # ¥ Editmode ® 2 By .~ X
Properties Input/Qutput Variables D
General —

ma
emall_1

@

@

@

&
IS0 »
Nomal 2+ B I UE= A & i
=l =5

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 467



Workflow Tasks

 Configuring Dynamic Email Attachments

» Configuring Email Approvals

» Receiving Approvals via Email

« Triggering an Email Notification with Approvals

» Customizing Email Notification

Configuring Dynamic Email Attachments

You can attach static files or dynamically generate file(s) from any workflow stage as part of the email.

« Provision to refer variable(s) from any stage and dynamically generate file attachments.

« Provision to choose the file type for dynamically generating file attachments (Supported file formats are
- pdf, csv, txt).

* Provision to upload/add one or more file attachments from the system with a limit up to 25 MB.

« Provision to delete attachment(s) from the email task.

To send an attachment:

1. Design a workflow.
2. From the Notification section, drag and drop an Email task.
3. In the Email task window, under Properties, in the Attachment section, enter or select the field

information.
Email # ¥ Editmode® <2 Py
Properties Input/Output Variables 2
Informatien + |5
Attachment =

Refer variables O

dynamic file w

N N

4. Attach variables to add a dynamic email attachment.
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¥ Edtmode® 7 PP

Properties Input/Output Variables

Infermation

Attachment

Refer variables 0
dynarmnic file

red

requestCreator

requestld
froessie ]
il requestsrate

requestCreator

requestld

5. Click Add.
You can use this task within your workflow to send email attachments dynamically.

Configuring Email Approvals

Approvals/peer reviews in the network automation process can be notified and approved directly via email
without having to log into AppViewX. You can review config details, and approve or reject based on which

the workflow will be triggered further.

» Configure approvals via email and trigger the workflow based on the email event or action.
 Define manual or automatic email approvals.
» Emails include static and dynamic file attachments (pdf, jpeg, doc, xIs)

To enable email approval:

1. Design a workflow.
2. From the Notification section, drag and drop the Email task.
3. In the Email task window, under Properties, in the General section, turn on the Enable approval via

email toggle.
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Email # ¥ Editmode® 2?2 Py .~ X
Properties Input/Output Variables 2
General —

Email
Ol
email_1
%]
@
Approve
Reject

On enabling the toggle, the following fields are displayed:
 Forward button label
« Failover button label

4. Enter values for these two fields.

5. Enter custom email content.

6. Click Save.

You can use this task within your workflow to send email approvals.
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Receiving Approvals via Email

Once the email task to trigger approvals is configured, you can review and approve or reject the workflow

automation process directly via email.

1. Click on the link (embedded in the approval email) to navigate to AppViewX.

m 0 B B @ m@ D

New approval request from appviewX i« &

A/ appVIeWX Notification

Request |D: | warkflow Name: form with email

Hi.

You have new change request created in appviewX. Please approve bo implement the changes.
Regquest 1D is pending approval.

Click on the link to auto approve of reject

Click here to view and initiale action,

Please do nol reply as. this is an auto generated email by Appiiewid

 Once the email is approved, the following message will be shown in a new tab.

{“response™; “Thank You for your response. Request has been processed to the nect stage.”,“message”isull,”sppStatesCode” null, “tags" inall, “headers™rrull}

« In the event of clicking the email approval again, the following message indicating that the email

response has been processed will be shown in a new tab.

{“responge™:"The emall reiponie kad alresdy bees proceined.”, “nepiage™:rull, “appitatusloda™ -null , “tage™:full  "Raaders”™ null}

« In the event of not processing the approvals via email on time, users can log into AppViewX,
navigate to the pending workflow request and manually approve or reject the workflow task.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 471



Workflow Tasks

Appreval wa Email

[ Note: The SMTP settings must be configured prior to triggering any emails. ]

2. To configure SMTP settings, from the upper left corner of the screen, click .

3. From the menu displayed, click Settings.
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Dashboard
Control Center
ADC+

CERT+

Pages

Studio
Request
Collection
Inventory

Account

System

Logging

/\ Alert

[5 seos]

4. On the Settings page, from the navigation pane on the left, click General.
5. Under General, click SMTP.
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The Settings::SMTP page is displayed.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 474



Workflow Tasks

SMTP configuration
* SMTPE kst
* SWMTPpart 25
* From address TR alergdnad Tor RS R LY ]

Authentication

Authentication reguired

" Username

T Raseword saas

Test email

3end email to

6. Update SMTP details.

Triggering an Email Notification with Approvals

To generate a simple email notification with an option to approve or reject the workflow:

1. Design a new workflow in the workflow studio.
2. Navigate to FAQs > Email with approval.
3. Drag & drop the Email with Approval flow.
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Workflow Tasks

B Proview : (e [ @ W Varlable Mapping

4. Double-click on the flow to see the tasks within the workflow.
5. Click on the Approval Via Email task in the workflow.

& e b By il weth Appra X
i Review via £
& e ':l
h 5
i
h o = # @ ¥ow O — L
e =l -

6. In the Email task window, under Properties, in the General section, turn on the Enable approval via

email toggle.
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General

Approval wia Ema

email_2

MNew approreal request from Jpgraeni

Workflow Tasks

¥ Edimede® 7 P95 . X

7. Click Preview.

miom B QY @O —— Ta—

Approvaal "y
P e
x".' '\!.J
Star Stop

8. Enter the email ID in the user input form.
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> N—

Approval email notification received via email.

® ¢ @ B8 0 B D

New approval request from appviewX nser =
suppori@appviewx.com

/X appViewX Notification

Request ID: | Workflow Name:

i,

Request 1D pending approval

Click an the link 1o auto approve or neject

Click here to view and initiate action.

Plaase do nol reply &5 this is an aulo generabed email by Apphi

= Reply F Forward

You hawe new Change request created in appasewX, Please agprove o implemend the changes.

Customizing Email Notification

You can customize the email notification by configuring the text in the content box in the email task. You

can also customize the email content by including default variables like workflow name, horizontal line

and Request ID.
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1. To Enable custom email header, turn on the toggle in the email task.

Frepertis  npulifulgul  Yeriebles ke
&
Erabie:
Momal B I W E= & W L Defaurg
Test hoader

Ll

verion rame Jeordinerors
Aeparil D Srrguers

THe B W ey il

[

S e
Sewued
s
Infarmatios +

Cuptom masssae (T °+ i

2. To attach the default variables (Horizontal Line, Workflow Name, Request ID), click Default and select
the variable from the dropdown.

Propsrie. Irpaa I Chg ey W bt @

Homad : B I UESE AW &

Hrtmontal Ling
Taid Frinibei
arifon e
s
g e Rguan )
rgesr D Beegueins

Tres & s porsr st

Ciect

et sczeray

Wi
S

Custom email notification received.
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et
iy

suppartDappriews.com

Test header

b 0 T e
Sanakid

Fmai

Note: When the Enable custom email header toggle is disabled, the email content will display
appviewX Notification as the header.

Pagerduty

This task allows you to trigger alarm notifications for quick incident remediation through Pagerduty as part
of the workflow automation process.

* Provision to drag and drop the Pagerduty Task from the notification section.
« Provision to define custom webhook/URL, method in order to trigger notification.
« Provision to refer global variables and embed them as part of the payload

To trigger alarm notifications through Pagerduty:

1. Design a workflow.

2. Drag & drop relevant workflow task(s).
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3. Double click on the Pagerduty task.

4. In the Pagerduty task window, under Properties, enter or select the field information as shown.

Pagerduty #

Properties nput/Qutput Variables

pagerduty_2

Custom header Authorization

dutvslean=? "dutharisation™ " Tokan
QuiyHson=2, Muthorizatc oxe

[oken=200L A} DArHMawMEEDY |}

applicationfjscn

¥ Edit mode @

e [ swe

5. Provide the intended payload, with global variable(s) if any.
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6. Connect the workflow.

Corl axpiry alert wit.., ~ mavier v Worklow polback b Prevdesoassie B om0 Variable Mapping

{  Cenexpiry slart

£ @
B o
B - o
mrem a2 @ Y @ O P
43 o e
I: -

7. Trigger the workflow from the Request :: View/Run page.
Workflow is executed.

Pagerduty

8. To view all Incidents on Pagerduty, log into your account using valid credentials.
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pagerduty

Email

Passwond Forgot your password?

sEssssEmeEE

« Remember me for 90 days

What's New in PagerDuty
= PagerDuty Pulse Webinar: Release Notes, Mew
Feature Demas, Early Access — On Demand
&« Quantify impact in real-lime with PagerDuty
Visibility
« Cut through the noise and scale your team with

Event Intelligence

s Ropmlpge mtgmrats DomgrMeithe £ Qornsag bl

Incidents on All Teams *
Vour S Incidants Al oo Incidents Mt B et Taleh
T iriggersd O schnowledged Tirigoeied 0 scknovwledged

Laluri gy T Tike L eal el v Apibgru] Thee shadew ool

e - =BT s b
aIeE g 3

Aencuread
aue iy - Contsd Swpport
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Activity for the Past 7 Days

Sardce e

Incidents on All Teams
Fl!l"‘ll’l; Dl:;nnwlulgid
i Ll -
Staban Ungncy T e
o ML g

Tirma

Aty

Cuacripion, Cart

e ARG T

[ |

g
Camcripfion: Cart* cate g,
Cumaripion: Cartd

Cuacripion. Cart

Trigoered i

e PR o T e e

Created

7 iriggered O scknowlsdged

Asskgrad e

Bt Steps: Your Team

W 20 o ey

Maxt Sheps: Tour Teols

Hesaurcas
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AppViewX Alerts [ & ssstieg tepsens

D sl M

Bervice Malntsnancs
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Slack

This task allows you to send notifications on a Slack channel as part of the workflow process.

* Provision to drag and drop the slack task from the Notification section.
« Provision to define custom webhook, method in order to trigger slack naotification.

« Provision to refer global variables and embed them as part of the payload .
To send a natification through Slack:

1. Design/Modify a workflow.

2. Drag and drop relevant workflow tasks.

w o Workfiow  palhock & ET Mo W W Varabls Mapping & Validain
Ceutilicato Al =

™ L
e

W 1

1 o+ L

=
& & & =
[ Gt B4
F [}
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3. From the Notification section, drag and drop the Slack task.

Wik ack o ot L [ ] L L
&0 Sk Cotificans Alavt X
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4. Define the appropriate webhook.
: # F] @ T o
Propies i AT it =
Gt all
@

5. Provide the intended payload with global variables, if any.
6. Connect and enable the workflow.
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7. Trigger the workflow from the Request :: View/Run page.
8. View Slack natifications.
Tmaaioy, Apel Jad
b MMM e Mt ]
W iy Aged Ao
B

Skype

This task allows you to send Skype notifications as part of the workflow process
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* Provision to drag and drop the Skype task from the Notification section.
« Provision to define custom webhook, method in order to trigger Skype notification.
« Provision to refer global variables and embed them as part of the payload .

B idemcde® 3 Py F K

Indprmathon

Ingut Parama

Leg

To send a notification through Skype:

1. Design a new workflow.

2. From the User Interface section, drag and drop the Form task.
3. Define the relevant form fields as shown here.

LR

Fei o bruakdes

Pk i3 P p— Peldiyps  Valeas [ ACLE.  Dape.  Rwsenid  Vabdten | b

Brad sy &
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& Skype :: Input Details
" Username
* Email

* Reguest Object ® VIP WIP

* Object Name

[ Note: For more information on adding form fields, click here.

4. From the Notification section, drag and drop the Skype task.

5. In the Skype task window, define the input parameters to send Skype natification to the recipient.

LeEh

snfaimation

nput Parsms

fag

6. Connect and enable the workflow.
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Skype v master v  Workflow  pollback

Skype

3 nput Details a (m)
- N

Start Skype Stop

7. Trigger the workflow from the Request :: View/Run page to receive Skype notification.

Task Category - Change Management

When creating a new workflow, you can leverage the Change management Tasks to ensure change
management integration with workflow automation. It allows you to plug and play various components

required to integrate a workflow automation flow with Change Management.

To create a workflow with ServiceNow tasks:

1. Design a workflow.
2. Under Change Management, from the CHANGE folder, drag and drop the Create task.

masier v  Worlkllsd  goiihack & GIT hotieen. W B Proves: Cliniie @ @ 8 Varlabls Wappisg

§ Werkflew
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[ Note: Timestamp must be in milliseconds. j

3. Under the Create task window, under Properties, in the Global variables section, declare the
necessary global variables.

¥ Editmode® 7 P *

Properties Input/Qutput Variables g2
General +
Information +

T

Global variables (T =

List = ticketMumber
ticketMumber

ticketMumber

Total records: 1

Custom message () +

4. Under Change Management, from the CHANGE folder, drag and drop the Get task.
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W Werkfow  polhoack @ GIT Actiofms. v b Proview: Claiic B @ @ Variablo Mapping

Create

6. Connect and trigger the workflow.
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Crpate

Workflow is executed successfully.

L3

Integrations

Organizations have multi-vendor tools for various network needs. AppViewX allows you to integrate with

automation tools such as Ansible, Jenkins, Terraform, and Openshift in order to automate and orchestrate
the network.

« Provision for native Northbound integration with multiple platforms

* Provision to generate an API and trigger a workflow from an external source (Python code, Javascript,

Web browsers, Postman)
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O 0 «f @ 5

» Postman - Visual Workflow Northbound Integration
« Jenkins - Visual Workflow Northbound Integration

* Terraform - Visual Workflow Northbound Integration
* Ansible - Visual Workflow Northbound Integration

» Openshift PaaS Orchestration

* Ansible Southbound Integration

Postman - Visual Workflow Northbound Integration

This integration enables dynamic API generation from a third-party payload generator such as Postman,

which can be used to design custom automation workflows.

» Dynamic API Generation

Dynamic API Generation

You can design and enable a workflow and dynamically generate custom API to ease the automation and
orchestration process. This allows a simple APl payload builder/generator to aid you in integrating with

external tools and systems.

1. Design a new workflow.
2. From the User Interface section, drag and drop a Form task.

3. Define the form fields.
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= Wiorkfiom = BIGP LTM - Get moritor it

din # buakdwi

' Fiald 55 Labal ra LL ) Valyay ey AL Depa Parwnd 10 Vabdation Halp rop Profile sctems Mandsinry Boad gy

[
-]
[

& Workflow :: BIG-IP LTM - Get monitor list

* Username
* Email
* Object Name

* Device Name

[ Note: For more information on adding form fields, click here. j

4. From the General section, drag and drop a Script task.
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Epulihulpul Yarssblad k)

5. From the User Interface section, drag and drop an Email task.

Prapirtie. Input/Tatput Yarnatia D

Gasraral - m

[ima

a1

6. To generate an API for this workflow, click @ above the Start task.
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Master w waorkllow  poliback F ProviewClassic B @ '8 Varlable Mapping
3 Workflow
wrom a0 Y @ O .
| =) u | .
- I > e e L ~—
3 BIG-IPLTM - E Email L)
Get Manitor L
Start Soript Stop

The URL, HTTP method, Query params, Payload, and the Header for the API are displayed.

[ Note: The API can also be generated as cURL or Python. j
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APy
AP

. ] P
cURL
Pg,-"lh:_:-n
P i/visualworkflow-submit FEQLBs
HTTP Methos
POST
Qe s
{
“gwkey”: “fofdcadl”,
“gwsource”: “WEB"
N |
“"imput®: {
“requestData™; [
i
quencedo™: 1,
snario®: "scenario®,
"fieldInfo™: {
3 " "smandatory field>",
by : “Sploct,http,https,icmp, firepass, ldap, ftp,icmp, imap, inband ,ms5ql , pop3 ,oracle, s

Request Url

risualworkflow- submit -request

"pwkey™: "FOR0Ca01”,

“Ewsource”: “WEB®

"imput™: {

“requestData™: [

1,
enario”,
*fieldInfo™: {
Sdevice” : “<mandatory field:>®,

Stype”:

"select, http https,icmp, Firepass, ldap, ftp,icep, imap, inband ,ms5q], pop3 ,oracle, s
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8. Connect and enable the workflow.
9. To trigger the workflow from Postman, copy the URL and payload from the Workflow Studio.
10. On the Postman Utility tool, under Body, paste the URL and Payload details.

11. Under Headers, update the username and password details.
12. To trigger the workflow from Postman, click Send.
Response with a Request ID is generated.

13. On the Workflow Request :: Overview page, under My Requests, select All.
14. On the Request :: All page, click on the Request ID.
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Stage-wise view of workflow task execution.
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Jenkins - Visual Workflow Northbound Integration

This integration enables rapid network service orchestration of CI/CD Pipelines, using a Jenkins plugin,
and AppViewX’s Visual workflow in order to automate and orchestrate application and network security
services. This section will guide you to

» Download a Jenkins plugin from Visual workflow

« Install the Jenkins plugin and set it up

» Execute Jenkins job to trigger workflows

« Create Pipelines

« Build the Application Service Framework via Jenkins
* Prerequisites

* Global Configuration

* Creating a Freestyle Job

* Creating a Pipeline Job

« Jenkins pipeline for Application provisioning

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 501



Workflow Tasks

Prerequisites

Download the AppViewX plugin for Jenkins, design a sample workflow, and click on the Jenkins logo
(AppViewX_Jenkins_Plugin.zip):

W\ Foim R e ".' "-
Sirsiara
i ch =
5. g s ~
: Y, L. » i - Crpat - 4
> [ Do L - .
B Croalir—, r Cortitcale = WL SR R Changs "
B Charge - EL: r?-]
| E
e
L Catilicaln
Appcatnn Saramiien Enditis
Dt X Frewral
Indosbico
Fuich Foie

Note: Files present within the downloaded zip file are:

» AppViewX.hpi (the plugin to be installed in the Jenkins)
« Jenkins and AppViewX Integration Guide.html
+ Jenkins and AppViewX Integration Guide.pdf

- J

To install the AppViewX plugin in Jenkins:

1. Navigate to the Manage Jenkins > Manage Plugins page in the web Ul (available to administrators
of a Jenkins environment).

2. Click on the Advanced tab.
3. Under the Upload Plugin section, click the .hpi file.
4. Upload the plugin file.
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Advanced

HTTP Proxy Configuration

Senver (1

- : 9

JEar namie [ 1]

Password

Ha Proxy Host [ 3
Advanced. .

Upload Plugin

You CaR up oad & Fip file to st ap "'_?'1"':'".' ouRSide the Cantral plugin nep-o SRy

Filg Chsoge File | Mo file chosen

Global Configuration

In Jenkins, credentials can be added in global configuration settings. This information can be used in
the job configuration page. Click on Check connection to validate connectivity i.e; hostname, port and

username and password.
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Creating a Freestyle Job

The freestyle build job is a highly flexible and easy-to-use option. It is a repeatable build job which

contains steps and post-build actions.

To create a freestyle job in Jenkins:

1. Click New Item in the upper left corner of the admin console.

2. Enter the name of the project.

3. Select Freestyle Project.

-g q]El’lki ns _".'I;l Jenkine Usor g out

i | D ocalhost

.
: :.“:: e
&
B Mew Wi
Budld Ciusmase

Fa ) Fresstyle project

. T— This I5 the cantral feature of Jenkins

4. Create a build step using the AppViewX plugin in order to execute the automation workflow. The

AppViewX plugin that has been installed will be available in the build step in the job configuration page.

5. Under Add build step, select AppViewX Plugin from the dropdown list.
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EX@CUTE Sl

L

Command

Advanced...
Add build step =

I Appiiew Pugin
ExeCute Windows batch command
Exisfulis hudll
Irwokn An
Innviskon Gradie script
Irwviske: W0p-evel MAVEN argets
Jen: Acd related emdnonment vasiabies o build
Jii: Cradile new virsion
Jen: lnsise custom feld upedates

Jea- lor 3 wnsrinn e Bk 1)

6. Select the AppViewX site and the required workflow from the list. On saving the configuration, the
payload will be auto-populated in the payload text area.

Beusildd
. =
Build
AppViow Plugin “
AX sibn v
Workdfiows | new v

Payload  ["paylead™ "Rt npul requestDala” [ sequencahia™ | "soenadio™ “sanadie™ Seldinio” " FrediMesange™ Hela
Waild",“emair- Darmey B lintsones.com j)]], ek _action™ 1), Teaer workhowhame™ e )

Add build step -

Post-build Actions

Add post-build action -
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Creating a Pipeline Job

In Jenkins, a pipeline is a group of events or jobs which are interlinked with one another in a sequence.

Use the following exposed extension points in the pipeline script in the configuration page:

* To run the workflow in AppViewX and show each task with its name, logs and status in the console
output:

appViewXAutomation(String siteName, String workflow, String payload)

 To submit a workflow request in AppViewX and print the request Id in the console output:

appViewXRaiseRequest(String sittName, String payload, String workflow)

« To show the details of a set of tasks in Jenkins pipeline job (It shows the name, logs and the status of
the tasks from the start task and end task):

appViewXCheckStageStatus(String siteName, String requestld, String startTask, String endTask)

Jenkins pipeline for Application provisioning

To create a pipeline job in Jenkins:

1. Click New Item in the upper left corner of the admin console.
2. Enter the name of the project.
3. Select Pipeline.
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Enter an item name
Application Provisioning

= Reguired fedd

:_" Freestyle project
T’ This is the central feature of Jenkins. Jenkins will bulld your project, combining any SCM with any busid system, and this can be even used lor
sometfing other than software build

——
Maven project
E Buid a maven progect. Jenkins takes advantage of your POM files and drastically reduces the configuration

Pipeling
H Orchestrabes long-running activities that can span multiple build slaves. Suitable for building pipelnes (formerdy known as workfiows) andios
CpANLTING coMmplex BoAtes thal do not easily 18 0 ree-style job e

External Job
2 This type of job allows: you B0 record the exsculion of A process fun outtide Jenkind, even on & femobe meachine. This is designed S0 that you can
use Jenking &% A dashboand of your Sesng AANMALN System

Multi-configuration project
Fi _,l

! Suimnble tor projecis that resed & lange rumbser of Gfferent configuralions, such as lesting on mulliple ervironments, Hatfor-specitic Bullds, eic

o e
b e £ bl dor pancieo oibaer b

4. Under Pipeline, enter the pipeline script (refer to the example pipeline script given here).

Pigaling
Pipeline
Deafinition Pipeline scripl ¥
Seripr ! y sample Prpeine... v| 8
Use Groovy Sandbox [ 1]
Eipging Syntax
B -

Example Pipeline Script:
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node("master") { stage (‘Start’)

{ appViewXRaiseRequest(siteName: "admin@https://192.168.142.172:5300",
payload:"{\"payload\":{\"data\":{\"input\":{\"requestData\":[{\"sequenceNo\":1,
\"scenario\":\"scenario\",\"fieldInfo\":{\"fqdn\":\"${AppName}\" \"port\":\"${Port}

\" \"name\":\"admin\"}}]},\"task_action\":1}\"header\":{\"workflowName\":
\"Application Provisioning\"}}}",workflow:"Application Provisioning")

script { env.logContent = Jenkins.getinstance().getltemByFullName(env.JOB_NAME)
.getBuildByNumber(Integer.parselnt(env.BUILD_NUMBER)).logFile.text scr = "
LOG="$logContent" arr=() while read -r line; do arr+=("$line") done <<< "$LOG" for
(( counter = 0; counter <= 15; counter++ ))

do if grep -q "requestld" <<< ${arr[counter]};

then echo ${arr[counter]} | sed -e 's/ //g' | cut --complement -d ":" -f 1 fi done

" env.Requestld = sh (script: scr,returnStdout: true).trim()

echo "Request Id - ${Requestld}" } } stage (‘ServiceNow - Create Change')

{ appViewXCheckStageStatus(siteName:"admin@https://192.168.142.172:5300",
requestld: "${Requestld}", startTask: ™",

stage('DNS Provisioning') { appViewXCheckStageStatus
(siteName:"admin@https://192.168.142.172:5300",

requestld: "${Requestld}", startTask: ", endTask:

“"script_1:Infoblox - Fetch Free IP's") }

stage(‘Certificate Generation’) { appViewXCheckStageStatus
(siteName:"admin@https://192.168.142.172:5300", requestld: "${Requestld}",
startTask: "™, endTask: "script_2:Certificate Generation") }

stage('F5 BIG IP Provisioning')

{ appViewXCheckStageStatus(siteName:"admin@https://192.168.142.172:5300",
requestld: "${Requestld}", startTask: ", endTask: "endWorkOrder_1:WorkOrder") }
stage(‘Firewall Provisioning’) { appViewXCheckStageStatus
(siteName:"admin@https://192.168.142.172:5300",

requestld: "${Requestld}", startTask: ",

endTask: "bigip_firewall_policy_1:bigip_firewall_policy") }

stage (‘ServiceNow - Close Change')

{ appViewXCheckStageStatus(siteName:"admin@https://192.168.142.172:5300",

requestld: "${Requestid}", startTask: ",

5. Add the contents and click Save.
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Pipeline

Dheslinition Pipsling scipt A
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Egrime Synkas

-

6. On the stage view page, where the Pipeline build will be executed, choose Build with Parameters
option.

Jenkins ApplicationProvisioning

# Back to Dashboard

& om Pipeline ApplicationProvisioning

© Delete Pipeline Build with Parameters - Recent Changes
{'r Configure E—
L Full Stage View EtH.QE View
4( Job Config History
= Rename ot 5'"2;:]“:“ .
' J Embeddable Build Status Change
) Pipeline Syntax 15 s
Build History trend = E?n -
14:00

o ES48 19-Jun-2020 14:00
- D |

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 509



Workflow Tasks

7. Provide the required inputs to run the workflow and click Build.

Jenkins ApplicatianPiovidaning

¢ Back s Dadhbonsd
), St
. Th. Saslicl ITTRaney Pl Mg
= Changes
E} Dank] wats P amaten
(S Delee Pipesin
-'{'.'r Configure
QL Full Stage View
f: Jobs Coonifgy Fiimony
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1 Embeddabie Busld Sians
D Pocineg Sy

AT - oo

Pt 0

Pipeline ApplicationProvisioning

8. The stage view and console output can be seen when the pipeline is executed.

* Pipeline stages

Stage View
Savinebiow - s Certificase F5 Bal @ Fiieveall Sanacelion -
Bt CremiChangs P ep— P " Wl Chishg
1 4 1s 3 I ey 1irmin 215 LéLmi P
.:3\ : -
=
- 1s 102ms 5s lminGs  Imin3ls  153ms 149ms
L= 1
o 1s 13s 103ms 170ms 160ms 157ms 153ms
L=
o 1s Blms 55 17h 59min S0ms 56ms 103ms
=
1s 5s 137ms  9min17s  1min27s  227ms 218ms

 Console Output: Select the globe near the build number under Build History to see the outputs.
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Build History trend =
find [}
t
. #548 19-Jun-2020 14:00 [
I |
i
In progress > Console Qutput
I |
-
L) #546 19-Jun-2020 13:04

10.10.100.89/job/ApplicationProvisioning/548/console

* The request Id of the workflow is shown in the console logs.

Console Output

Started by user api

Running on master in fvar/lib/jenkins/workspace/ApplicationProvisioning@2

Workflow executing...
[Application Provisioning requestId : 894

[applicationProvisioning@2] Running shell script
+ LOG="5tarted by user api

Running on master in /fvar/lib/jenkins/workspace/ApplicationProvisioning@2

9. The task name, task logs and task status for each task in the workflow also shown in the console logs.
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task name

reserved
Ip's - |

task name

task name

Initiating Infoblox -

: Infoblox - Fetch Free IP's

Fetch Frees IP's

RN oo

Infoblox - Fetch Free IP's Completed
task status :

Success

: Select Certificate Authority
Select Certificate Authority Completed
task status :

Success

: CA and CS5R parameters - AppViewX
Form has been submitted by user:admin

CA and C5R parameters - AppViewX Completed
task status :

Success

10. To see all the workflows triggered from Jenkins in AppViewX, on the Workflow Request page, under

My Requests, select All.
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Last updated

BEL D Ackvity]

11. Click on the Request ID of any workflow to see the execution of each task in the workflow.
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£ Roguest D BT

Implementation

Logn - implemaniation

12. To see the summary of each task in the workflow, under Activity, click View.

Sismsary
Request 10+ 587 () -
ﬂ Iratsian  Betsh Fies Wre 5 a
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Terraform - Visual Workflow Northbound Integration

AppViewX Visual Workflow provides you with an interface to download Terraform (TF) files for all

automation workflows. A TF file can be used with AppViewX Provider to submit automation requests on

AppViewX Visual Workflow from Terraform.
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1. Design a new workflow.

& valdite
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Workflow Tasks

> Craate HTTF Mon

2. To download the .zip file, click L g above the Start task.

You can also click on the Service Orchestration icon to download the .zip file.

P prrvewilaex @ 8 ."-'l' aler Wappang E‘. Waliiatr

L L) - Workflow  Eedibu o GIT Cowmemit

» Croals HTTF kish

OB o @

3. Extract the .zip file.

4. From the extracted .zip file, copy the <workflowname>.tf file to the installation path of AppViewX

Terraform provider.
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5. In <workflowname>.tf file, update AppViewX instance details - AppViewX ID/FQDN, Username,
Password, Protocol.

Sample:

provider "appviewx” |
appviews _Username =
appviews_password ="
appviewsx_environment_is_htins = true
appviewx_environment_ip= "
appviewx_environment_port =

6. Update Terraform meta arguments.

Sample:

resource “appyiews_automation” “vip_labappviews com”

7. Enter workflow request details under the payload section.

Sample:

payload= <<EQF
{
{
“payload” : {
“header” : {
“workfllowName” : "command task”
)
}
}
EQF
action_id= "visualworkflow-submit-request”
}

8. Save the changes and execute the file via Terraform commands.
« terraform init

- terraform plan
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« terraform apply

You can automate network configurations through Ansible as the Northbound.

To trigger a workflow by creating an Ansible playbook:

1. Design a workflow.

2. Connect all tasks and enable the workflow.

3. To download the Ansible .zip file, click 9 above the Start task.

Workflow b PrevisweClssic B @ @ Varable Mapping

L*
+ Aakd

Seaaron Control
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Wunagement b (iR B =

ot Rhou i
fon Delvery .

1PAM

Certificabes

4. Extract the files.
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*

Favorites
B Desktop
& Downloads

v+ Warkflow_Angible_05_10_2021_18 48_I17_5&8 » Workflow_Ansible_05_20 2021_19 48_17_568

MName Date modified
20-AMay-21 7

B Ansible_rEaDME
B warkflaw 20-May-

20-May-21 7.

Type e
£ K8
7B

IKB

TXT File
PY File
VAL File

ﬂ warkflow

+. Receat places
i OnaDrive
#l, Hamegraup

& This PC

e Desktop
Cocuments

& Downloads

& Musie

L Piotures

A Videos

B Lovel Disk [

ca Loval Bisk (D3]

 Ansible_ README txt file: This contains the steps to use the downloaded Ansible playbook

g [t Seleiven Fnd View Gats Tesls Praject Prafevenies  Halp

» Workflow Python file (Ansible executor file)

» Workflow YAML file
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5. To trigger the workflow and generate request ID, copy the files into the Ansible server.

6. On the Request :: Overview page, from the left menu, select All.

7. On the Request :: All page, click on the Request ID generated for the workflow.
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Stage-wise view of the workflow.

& Request D65
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Openshift PaaS Orchestration

AppViewX’s Visual Workflow provides you with an interface to install Open service Broker (OSB) that
manages applications defined by AppViewX catalogs and accelerates application deployment.

- Offers a Kubernetes container platform to manage hybrid cloud deployments.

« Allows you to connect application deployed in OSE Container Platform to a variety of service brokers.
» OSB API manages applications defined by AppView catalogs.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 520



Workflow Tasks

» Enables PaaS Orchestration of application and PKI services.
« Accelerated application deployment

To facilitate Openshift PaaS Orchestration:

1. Design a new workflow.

»  OpenShift Plugin

Bom g @ Y @ O
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Sart " n Stop
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Encoder

2. To download the OSB Plugin manually, click S above the Start task.

Tip: You can also click on the Service Orchestration icon to install the plugin.

master v Workfow  polhac
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3 OpanShit Mugin
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3. To install the AppViewX OSB plugin automatically, from the upper left corner of the screen, click =
4. Trigger the OpenShift Plugin Installer workflow from the Request :: View/Run page.
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Catalog
Overview
Custom reports Default
ViessRun « Opensh fr Plugin Installer » E}'

Scheduled jobs

All
Open
Closed

Failed

5. Enter the OSB details in the fields.
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6. To proceed with plugin installation, click Next.
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7. Open the AppViewX Open Service Broker.
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8. View all automation catalogs in OpenShift once the AppViewX broker is installed.
9. To provision application and security services through AppViewX, click on any Automation catalog.
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Note: The following REST API is used to orchestrate and provision services between

openshift and appviewx.

* API: visualworkflow-get-all-workflows

Description: To fetch the list of workflows in the AppViewX environment

Method: POST
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Header | username yes AppViewX username
Header | password yes AppViewX password
Header | Content- yes application/json
Type
Header | Accept yes application/json
Query | gwkey yes Tenant key
Query | gwsource yes Source from which the request is triggered (Example,
external)

Format: https://<application ip>:<gatewayport>/avxapi/visualworkflow-get-all-workflows?gwkey=<tenant

key>&gwsource=<gateway source>
Sample Payload: {"payload"{'sSearch":"}}

Sample Response:{‘response":{"workflowTemplateList":[{"workflowName":"Create LTM HTTP
Monitor","accessType":"RW","properties":{"version":"19.3.0","category":38,"categoryName":"F5 BIG-
IP","subCategory":2,"subCategoryName":"Ansible","internalWorkflow":false,"readOnly":false,"hidden":false,"locked":false},"settings":
{"disableRequestorSubmission":false,"tags":

[1,"hideWorkflow":false,"enableRequest":true,"confirmationAlert":true},"globalData":

{},"_id":"5f1011f4b958f463955d2b6e","description":"","created_by":"admin","status":"Enabled","workflowCategory":"Default","workflowVersion":"ma:
« API: visualworkflow-generate-api
Description: To generate the payload for specific workflow

Method: POST

Header | username yes AppViewX username

Header | password yes AppViewX password

Header | Content-Type | yes application/json

Header | Accept yes application/json

Query | gwkey yes Tenant key

Query |gwsource yes Source from which the request is triggered (Eg: external)
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Format:https://<application ip>:<gateway port>/avxapi/visualworkflow-generate-api?gwkey=<tenant

key>&gwsource=<gateway source>

Sample Payload: {"payload"{"workflowName":"Create LTM HTTP

Monitor","workflowType":"Default","workflowVersion":"master"}}

Sam ple Response:{'response":{"url":"<protocol>://<IP>:<port>/avxapi/visualworkflow-submit-request?
gwkey=f000ca0l&gwsource=WEB","actionld":"visualworkflow-submit-request","httpMethod":"POST","payload":
{"payload":{"data":{"input":{"requestData":[{"sequenceNo":1,"scenario":"scenario","fieldInfo":
{"device_ip":"192.168.40.214","device_name":"192.168.40.214","interval":"5","timeout":"2","monitor_name":"demmoo_monitor"}}]},"task_action":1},"

{"workflowName":"Create LTM HTTP Monitor"}}}},"message":null,"appStatusCode":null,"tags":null,"headers":null}
* API: visualworkflow-submit-request
Description: To submit a workflow request in AppViewX

Method: POST

Header | username yes AppViewX username

Header | password yes AppViewX password

Header | Content-Type | yes application/json

Header | Accept yes application/json

Query | gwkey yes Tenant key

Query | gwsource yes Source from which the request is triggered (Eg: external)

Format:https://<application ip>:<gateway port>/avxapi/visualworkflow-submit-request?gwkey=<tenant

key>&gwsource=<gateway source>

Sample Payload:"payload": {"data": { "input": { "requestData": [ { "sequenceNo": 1, "scenario": "scenario”, "fieldInfo":
{"device_ip™": "192.168.40.214", "device_name": "192.168.40.214", "interval": "5", "timeout": "2", "monitor_name":

"ltm_monitor_test" } }] }, “task_action": 1 }, "header": { "workflowName": "Create LTM HTTP Monitor"}}}

Sample Response:{‘response":
{"workorderld":"0","requestType":"default","requestld":"38","workflowVersion":"master","message":"Workflow Request is

created with Id 33 . Request submitted to workflow engine for processing workorder.","status":"In Progress","statusCode":0}}

Ansible Southbound Integration

AppViewX allows you to integrate with Ansible in order to automate and orchestrate the network.
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» Provision to integrate with an existing Ansible instance.
« Provision to use the Ansible executor task when there is a need for automating network configurations

through Ansible as the southbound.
* Provision to Discover and Import playbooks from a specific path within the visual workflow studio.
» Drag & drop playbooks and automate using Ansible modules via visual workflow.
 Configuring Ansible Instance
» Discovering Playbooks
* Using Variables within a YAML Task
* Getting Device Credentials Dynamically

» Ansible Executor

Configuring Ansible Instance

An existing Ansible instance can be configured and integrated, which allows for reusing playbooks, and

for south bound implementation via AppViewX. One or more instances can be configured.
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1. On the Workflow Inventory page, from the navigation pane on the left, click Integration Hub.

Hooks

Magic variables

Helper script
Regex Library

Settings

Source Control

Integration Hub

Install Package

List Packages
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2. To configure an Ansible instance, on the Integration page, click Ansible.

oo @ servicenow GitHub
o Bitbucket (A < Jira (A

? ﬁ denkins G

3. On the Vendor configuration page, enter the field information under the General section.

Lo S

4. Define the folder/path from where existing playbooks can be discovered within the workflow studio.
5. Click Save.

Discovering Playbooks

Once an Ansible instance is configured, playbooks can be discovered from the defined path and reused

within the workflow design studio for further automation.

1. Design/Modify a workflow.
2. From the menu on the left, under DevOps, select Ansible > Network Modules > F5.
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3. From the F5 folder, click Import Playbooks.
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4. In the Import playbooks window, select import Type.
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» Upload file: Upload playbooks from a local folder

Import playbooks

Tyipe
Select a file

Assign to folder

» Import playbooks: Discover playbooks from Ansible folder

Impaort playbooks

Type

Sefect host

Assign o falder

Upload file

* Lpload file Import playbooks

® Import ;!a:,-hn;is,

Fetch playbooks

5. Save playbooks to a custom folder.

6. Drag and drop the playbooks into the workspace.

7. To enable Ansible instance, turn on the toggle.
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8. Provide Input/Output and Variables details.

bigip morstor hip

Properties Input/ Dutput

Bigip_manator RILp

Lags

9. Execute the task to view the execution log.
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10. To auto generate a self-service form, click Form above the Start task.

Create F5 monitor

?

2 Form | ﬂ ? ﬁ ﬁ

L

> Bigip_monito
r_http
Start

o
11. To auto-populate form fields, click /' above the workflow task.
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Taghs

12. Define the variables to be used in the self-service form.

Taihi

bigie_meniter hitp

13. Click Create.

14. Connect the tasks and trigger the workflow from the Request :: View/Run page.

15. To validate the workflow, click Preview.

Workflow is executed.
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16. Enable the workflow.
17. To view the Request activity log, on the Request :: View/Run page, under Activity, click View.
A Summary of the workflow request execution is displayed.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 535



Workflow Tasks

Rnsfrem iy

Bequest 1B 304 [

@ et o .

Using Variables within a YAML Task

Variables from any workflow task can be referred within the YAML task as part of the automation process.
* Use the following variable syntax in the YAML task to refer value from a previous task:

<%variable_name%>

Example: Following is an illustration for referring the ‘fqdn’ and ‘FreelP’ values from an Infoblox task into a

YAML task:

name: Creating a virtual server in a F5 device
hosts: local
tasks:
- name: Add virtual server
bigip_virtual_server:
server: <%device%>
user: $$<%device%>.username$$
password: $$<%device%>.password$$
state: present
partition: Common
name: <%fqdn%>
destination: <%free_ip%>

port: 480
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snat: Automap
description: Test Virtual Server
validate_certs: no
all_profiles:
- http
- tcp

delegate_to: localhost

Getting Device Credentials Dynamically

Device credentials can be dynamically retrieved as part of the workflow execution process through a
YAML (JSON) task. The following syntax must be used in the task in order to get device credentials.

 Get device detail: $$devicename.username$$

« Get device credential: $$devicename.password$$

[ Note: Device(s) must be added in the Appviewx inventory ]

To get the device credentials dynamically during the workflow execution process:

1. From the top left corner of the screen, click

2. Select Inventory > Device.
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Dashboard
CERT+
Pages
Studio
Request

Collection

Inventory Device

¥

Account Certificate

Logging Group

Alert

Settings

3. On the Device Inventory page, ensure there is at least one device added with relevant credentials.

*®
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4. Design a new workflow.

5. Drag

and drop relevant tasks.

6. From the User Interface section, drag and drop the YAML task.

7. Add input data in the YAML format.

8. Enter the following syntax to get the device credentials dynamically.

name: Creating a virtual server in a F5 device
hosts: local

tasks:

- name: Add virtual server
bigip_virtual_server:
device: <Devicename or IP address>
username: $$devicename.username$$
password: $$devicename.password$$

state: present

name: Creating a virtual server in a F5 device

hosts: local

tasks:

- name: Add virtual server
bigip_virtual_server:
device: bigip.ltm.12.1
username: $$ bigip.ltm.12.1.username$$
password: $$ bigip.ltm.12.1.password$$

state: present

9. Save and enable the workflow.
10. Trigger the workflow from the Request :: View/Run page.

Workflow Tasks

b

&

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

539



Workflow Tasks
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Ansible Executor

The following is a sample illustration to integrate Visual workflow and Ansible with Ansible as a

southbound. This will allow discovery of any existing playbooks and further automate and orchestrate with

Visual Workflow.

Service Now Catalog

\.

™y
(-
i C)tigﬂ:ft:
LS A

)

AHSIBLE

=

~

To connect to an Ansible instance, discover and reuse a BIG-IP playbook and integrate with Infoblox

IPAM via

Visual Workflow:
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1. On the Workflow Inventory page, from the navigation pane on the left, click Integration Hub.

Hooks

Magic variables

Helper script

Regex Library

Settings

Source Control
Integration Hub

Install Package

List Packages
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2. To configure an Ansible instance, click Ansible.

= (A servicenow  (gitHub

O+

o Bitbucket (A T Jira (A)

? b Jenkins G

3. Enter the field information under the General section.

]

. Define the folder/path from where existing playbooks can be discovered within the workflow studio.
. Click Save.

. Design a new workflow.

. From the DevOps folder, select Ansible > Network Modules > F5.

. From the F5 folder, drag and drop the BiglP_Virtual_Server task into the workspace.

© 00 N o 01 b

. In the YAML Editor task window, under Properties, in the Global variables section, declare
the global variable in this task to pass data from the YAML task to the Ansible Executor on the

southbound.
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10. From the General section, drag and drop the Ansible Executor task.

11. In the Ansible Executor task window, under Properties, select the Ansible host on which
implementation is to be done.

12. Map the global variable from the YAML task.

Canen mauags (0

Twwnprars Tavh Rotan

13. To auto-generate a self-service form, click Form above the Start task.

Note: For more information on how to design self-service forms, refer to the section on Auto-
generate forms.
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14. Connect the workflow tasks and enable the workflow.
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15. Trigger the workflow from the Request :: View/Run page.
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16. Enter the input details in the Form.

# bigip virtual server

17. Click Next.
18. Submit the YAML task.
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« Ansible Executor task in progress.

i i W

Bawiible Eaedutor

« Ansible Executor task completed.

T Arrialale Executos

Automation Collision

This feature allows you to check for duplicate configs across workflow requests.

 Check all the pending workflow requests for duplicate object names such as virtual server, pool

member, and monitors.
» Check all the pending workflow requests for any variables used within a workflow.

» Approve or reject the workflow requests based on duplicate config validation.
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To check for duplicate configs when designing a workflow to create a virtual server:

1. Design a workflow.
2. From the User Interface section, drag and drop a Form task.
3. Add the form fields for creating a virtual server.

€ automation collision :: Form_1

A VIP Details

*VIP Name

* Destinatign
* Port

* Pool Name
* Member IP

* Member Port

4. Add a button field to check for duplicate configs using a Script logic.
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5. Connect all workflow tasks.
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6. Trigger the workflow from the Request :: View/Run page.

Workflow Task Actions

You can right-click any workflow task to perform the following actions:

» Update: Allows you to update configuration settings within the task.

+ Clone: Allows you to clone the selected task.

« Delete: Allows you to delete the selected task.

« Save to folder: Allows you to save the task to an existing or new folder.
* Input/Output: Allows quick and easy variable mapping.

» Add to schedule: Allows you to add the task as a scheduled job.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

548



Workflow Tasks
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3 Workflow

» Updating a Task

* Cloning a Task

* Deleting a Task

» Saving and Reusing a Task

* Input/Output Variable Mapping

Updating a Task

1. Right-click the task to see options.
2. Click Update.

master " Workflow  poliback

B PreviewClassic B @ @ Variable Mapping

¥ Simple Command
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3. Edit the task properties to update the task.
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Cloning a Task

You can clone a task in the workspace instead of having to drag and drop the same task from the menu.

1. Right-click a task to see the options.
2. Click Clone.

master W Workflow  Rollback P PrevieweClassic B @ @ Variable Mapping

¥ Simple Command

3. In the Clone window, select the number of copies from the dropdown list.
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Number of copies

Clone

4. Click Clone.
A copy of the task is created in the workspace.

%  Simple Command

=
Command
=

Command

Deleting a Task

1. Right-click the task to view options.
2. Click Delete.
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Workflow Tasks
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3. Click Yes in the Confirmation pop-up window.
The task is deleted.

Saving and Reusing a Task

You can save specific tasks to a folder(s) in order to import/reuse them in other workflows.

1. Open an existing workflow in the Workflow Studio.

¥ Mest_One Flow
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”
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Script

2. Right-click the task to be saved.
3. Select Save to folder.
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4. To save the task to an existing folder, in the Save to folder window, select a folder from the list.
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Note: When naming a folder, the same naming conventions must be followed as those when
naming a workflow. If a folder is created without providing a name, it will show up as untitled.
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General

+ Change Management

User interface
Notification

+ Application Delivery

5. Click Save.

6. To save the task to a new folder, click Add.

7. Enter the folder name and click Save.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

Workflow Tasks

554



Workflow Tasks

Save to folder
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The new folder is added to the left menu.
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8. Exit the workflow.
9. Design a new workflow.
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11. To reuse a workflow, click E
12. Click Import.
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13. Import the workflow.

Import flows
Workflows Mested

v B Nested

v [ Nested (Rollback)

14. Drag and drop the imported workflow into the workspace.
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15. Refer the Global variables if needed.

16. Connect the tasks and enable the workflow.
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17. Trigger the workflow from the Request :: View/Run page.
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Workflow executed with the reused task.
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Input/Output Variable Mapping

1. To see the mapping of input/output variables in a task, right-click on the task to see the options.

2. Select Input/Output from the list of options.
The input/output variables defined in the task are displayed.
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Start

Update
Clone
Virtual
Delete

Save to folder

Input/Output

Remove schedule

reate LTM
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Rollback Workflow

You can either design new rollback workflow(s) or import existing rollback workflow(s) under a parent
workflow. A manual rollback can be triggered by accessing Workflow Request and performing a right-click
against a workflow request ID.

« Manual Rollback

» Auto Rollback
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1. Design a workflow using workflow tasks.

Workflow Tasks

Workflow

master v Rollback

% Rollback workflow
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2. To add a rollback workflow, click Rollback.

Roliback Workow
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3. From the General section, drag and drop the Rollback task.
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Start
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4. Connect and enable the workflow.

5. From the upper left corner of the screen, click = .

6. Trigger the workflow from the Request :: View/Run page.

Overview

Custom reports

View/Run

Scheduled jobs

View/Run @

Rollback workflow

& >

(& Schedule

master
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Workflow is executed.
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7. On the Request : All page. right-click on the workflow Request ID and select Rollback.

I . —_-
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Crverview 46 —_"/ } “'—F’I/'

Custom reports

Request |D Workflow Created by

Wiew/Run Rollback workflow

Rollback workflow
b Rollback workflow

Get FS Stats and Email
Get F5 Stats and Email
Get F5 Stats and Email

rallback

rallback

8. Select Rollback type as Request.

Rollback :: 43

Rollback type | (@) Reguest

(== ) [&]

Workflow is Rolled Back.
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Roliback

Auto Rollback

1. Design a workflow using workflow tasks.
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2. To create a subflow, click E
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3. Click Add.
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4. Provide a suitable workflow Name.
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New subflow

* Mame Auto Cleanup

Description

5. From the General section, drag and drop the Rollback task.
6. Connect the workflow.

master W Workflow  pollback

»  Rollback workflow | Auto Cleanup X

gfrm @ @ Y @ O

ol —Ta o

Start Flow

Stop Flow
Rollback

7. Double-click on the Stop flow task of your main workflow.
8. Define a rule to trigger the auto rollback.
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Propertied

9. Click Add.
10. Save and enable the workflow.
11. Trigger the workflow from the Request :: View/Run page.
Auto Rollback is initiated based on workflow state.

o X
Fodita i
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Variable Mapping

Variable mapping allows you to map the variables between tasks. You can select one or more tasks in
order to map variables and get a quick view of the number of variable associations across tasks.

1. Design a workflow or open an existing workflow,
2. Click Variable Mapping.

P Proview Classic 2@ i) @ Variable Mapping |?- Validate

Rollback

srom an @ Y @ O

DENCNOES NGO

Create LTM
Start Gekinpucs Monitor Create LTH Stop

Wirtual

3. Under Variable Mapping, select the tasks for variable mapping.

Variahbs Magping  Global Varlable  Magic Varka [ e p————
rput Denads Y [ .
» s Create LT Virtual
] TOA Wb oo HEREA
X Create
B Timeout [5] -
@ device_name [+ ]
& montor_name [=]
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Variable Mapping Global Variable  Magic Variable Il show bath input and output variables 3¢

Deta - Créat T [+3p] Hitp :_':' :
»
@ Timeout o] Q@ Inerva
@ device_name (o] Timeout
& monitor_name o] commands

@ sessionld

4. To see options, click :

Variable Mapping Global Variable Magic Variable B Show both input and output variables

il Details T r_';' : Create LTH Monitor Hitps T '\-f\l:'

L
i

Options

b
:
1}
i
I:
o
© 0 o ,
=
1

ﬁ moanitar_narme
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5. To make changes in the field parameters, select Edit variables.

Variable Mapping

& Timeou

& monitor

% Qevice_name

Global Variable

Magic Variable

. Show both inpat and output variables

Workflow Tasks

Create LTM | gptions

commands

25
g able
Remonve co t

device_name

monito

namse

x

Varishle Mapping

Feedd nasima

Globel Varsblae

Wabuu

Description

I e besth gt and oot wariabies

Type Sherw waria...
hd »
v ]
il »
v ]
v 2
hd »

b

» Global Variables

* Magic Variable
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Global Variables

Variables can be declared globally and referenced across any stage of the workflow thus allowing data to
flow seamlessly across the entire workflow process.

1. Design/modify a workflow.
2. Click on any workflow task.

3. In the task window, under Properties, in the the Global Variables tab, define the Key and Value.

o o
Fropemies  InputiOutpun Varasbis @
Raformation +*
dlabal variabbes (1)
List F ATy Ry i
apary
DTS _Deerampen B0 1o S
¥

Custom massage T +
Luntomise Tauk Acties +

4. Click Add.

5. Auto-populate and reference the global variables using keyword match.
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* Declaring Variables from Tasks

* Referring Variables
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&
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* Global Variable Inventory

 Configuring Tooltips

Declaring Variables from Tasks

« Declaring variables from a Form task

Informathon Frmm biiiilider Mol Settings

Sabwct all

B subne
Shobal warlabie s

B o deae
B an_record
B tagn

Bt Suisnt
B treae
B cre gar

S

YRR TR o

« Declaring variables from a Script task

# T .
Frogarters InputiCetpt Yariaban D
Ganaral +
infarmasien +
Global varksbien (T =
Liw 8 ol wpy o
{1ty Vo @pery 06415
Oofls_Detween 30 Lo 60
Cuptom mavage (1) +
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« Declaring variables from a REST API task

Referring Variables

npresiOuspet

Proparsies

Irdgr i

Global variablen (T

Lint

Cuntam mansage (0

Cuatomus Tank Actian

Variabben

=N

T BN 1

Workflow Tasks

Once declared, global variables can be simply referred across any other stage using the following syntax:

<%variable%>

For example, once the global variable “30_days_to_expiry_certs” is declared in the Script task, it can be

referenced anywhere in the workflow as

<%30_days_to_expiry_certs%>
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Global variables (i)

List " 30_days_to_expiry_certs
H)_days_To_expiry 5
certs_| een_0_to_

application/json

aldent_highls Cert with 1-<Mvaliei= davs expiry

[ Note: Use keyboard shortcut Ctrl+g to view and refer global variables within a Script task. ]
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Global Variable Inventory

The Global variable inventory shows a single view of the source and destination tasks and stages across
which a global variable has been referenced within a workflow.

* Provision to view and search the list of global variables declared and referenced across various stages
of the workflow

* Provision to view the source and destination tasks, nested workflow hame across which a global
variable has been declared and referred

* Provision to click and update the specific workflow task (via Task id)

* Provision to define one or more global variables as ‘tooltip’ information for a workflow request
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Workflow Tasks

Task s

Task s

Task famo

Task famo

Flerdé rami

Flerdi rami

[ Note: Any updates to the Key field will be reflected globally across the workflow.

Configuring Tooltips

This allows you to define one or more global variables as ‘tooltip’ information. Once the tooltip is defined,

you can right-click a workflow request and view details. Since typically workflows carry a significant

amount of data, configuring a tooltip provides the flexibility to select one or more global variable values to

be displayed as tooltip information.

To configure a tooltip:

1. Design/Modify a workflow.

2. Drag and drop the required workflow tasks.

3. Assign the required values as global variables.

4. To view all global variables, click Variable Mapping.
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5. Under Global Variable, select the Show tooltip checkbox.

Varishle Mapping  Global Varisble  Magic Variable

<]
Task id Task nama Flows rasimss
g
Task id Task nama Flow rifria

6. Save and enable the workflow.

7. Trigger the workflow from the Request :: View/Run page.

8. On the Request :: All page, right-click the Request ID of the workflow.
9. To see the tooltip information, click View Details.
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Magic Variable

This shows a list of all the Magic variables defined in various tasks across workflows.

Variabte Mapping  Ghobeal Viriable

List +

Task Scheduler

You can schedule workflows and also schedule specific tasks within the workflows that require user
inputs.
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1. Design a new workflow or open an existing workflow.
2. Right-click the task to be scheduled to view options.
3. Select Add to schedule.

_EFurmﬂ@'rﬁﬁ

Update

Clone
EEE
Save to folder

Add to schedule

4. Click Yes in the Confirmation pop-up window.

The task is added to the Scheduler.

1 1]
P Preview:Classic ¥ @ '@ Variable Mapping & Validate B B % & ON OFF 1§

Scheduler

Scheduled tasks

Input Details

5. Enable the workflow.
6. On the Request :: View/Run page, search for the workflow and click Schedule.
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Crhverview

Custom reports

ViewRun

Sche

All

Open
Closed

Failiedd

7. Enter a valid Name.

View/Run @-

Get F5 Stats and Email

I:} Schedule

Renew Regenerate Reissue OO0B

i master

Restore Archived Requests

(3 Schedule

Certificate Revoke QOB

ey

8. Enter the field information in the Input Details section.
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@ Get F5 Stats and Emall

A Craste LTV snices Feps

9. Enter the scheduling details.

D Gaet, F5 Seats and Ernail

10. Click Schedule.

The request is listed under Scheduled Jobs.

L)

o W bl mamy b P Ty Trigges LEn qamiman toma Near asouton teee SLeten bchadoded bp
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Workflow Cart

Workflow cart allows you to associate or nest one or more flow(s) within a parent workflow

» Nested flow: Provision to design new nested workflows or sub workflows
» Reuse workflow: Provision to import, reuse one or more workflow(s); and nest them under the parent

flow.
* Rollback: Provision to design a new Rollback workflow for a parent workflow

» Nested Workflows

Nested Workflows

“Design once, reuse forever...”

Nested workflows allow you to reuse existing workflows and automate quickly. You can design new
workflow(s) or import workflow(s) under a parent workflow. Once nested, the workflows are depicted in

green. You can double click on the nested workflow(s) and modify them.

Note: Relevant global variables must be declared and referenced in order for nested workflows to

work seamlessly.

» How to Add/Import a Nested Workflow?
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How to Add/Import a Nested Workflow?

1. Design a new workflow.

Mest_One_Flow master v  Workflow  pollback

" Mame

Description

Category Default ey + ;

Default ~ -+

subcategory

¥ PreviowcClassic B g @ Varlable Mapping & Validate

Stop

) kB

Fred's Script Barnsy’s
Script

3. To define a new subflow, click Add or to reuse an existing workflow, click Import.
4. In the Import flows window, select the workflow to be reused or nested.
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Import flows

‘Workflows Mested

Fetch workflows

] Mested
¢ [ Mested (Roliback)

5. Drag and drop the workflow to be nested into the workspace.

R - B

=
= (=)
L
x g
cim -
. —
Ty T
T e
"'\-;_\_\\‘ ‘f-'
[ [
i ilx
Frisd's Seript Banney's
Seripa

6. In the Script task window, under Properties, in the Global variables section, define the global
variables in order to pass the values between task(s) in the existing flow and the nested flow.

For example, The value ‘Fred says: Hello world’ from the script is declared as a global variable and

used as an input into the form task of the nested flow.
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7. Refer the Global Variable key into one or more task(s) of the nested flow.

Fepdlirnage

[ ] E

oo

g™ - -

Dt o0

Walslzan TP — .
=1 =1

8. Connect the tasks and enable the workflow.
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Script
9. Trigger the workflow from the Request :: View/Run page.
WiRF ﬂ
LI
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« Variable values being passed from one task to another task within a nested flow.

Fred's $cript

* The value being passed into the destination task where it is referenced.

D . _p

v

« Summary of the workflow tasks executed.
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Summary
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Workflow Options

This section talks about the different features available in the Workflow Studio.

* Provision to add/remove versions of a workflow

* Provision to customize workflow task connectors

* Provision to modify the workflow alignment

* Provision to view the task history within a workflow

« Provision to validate a workflow

* Provision to switch between edit mode and citizen mode
* Provision to preview a workflow in classic or wizard mode
« Provision to configure access control for user(s)

« Version Control

* Preview

» Customizable Connectors
» Workflow Alignment

* History

» Workflow Settings

* Validating a Workflow

 Switching between Edit mode/Citizen mode

Version Control

You can design and have multiple versions of a workflow and enable one master version.
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« Provision to version control the workflows.

« Provision to upload and audit requirements/artifacts against each version.
« Version control allows for tracking up to ten versions of the workflow.

* Provision to update, modify version.

» Provision to audit changes made to workflow tasks via ‘Task history’

To see the version list of a workflow:

1. Open an existing workflow.
2. From the master dropdown menu,select Version List.

maser v Workllow  polback & GIT Actions. v ¥ Proview - Classic [ @

Weriea foures DL vhpoian Craared by L&y mosfiad Filsn Acthen Acrvans far Riquast
b | e =
i #* @ L]
Fx @

3. To enable a particular workflow version, turn on the toggle.
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Waryion Source Description Created by Last medified Files Artion Activate for Requaet
L] . -:
48 [
[ Note: Only one version can be enabled at a time. j
The enabled version is added to the Workflow inventory page.
workflows EED)
Workflow Restore Archived Requests
Design
s - 0 o . - .m
OpenShift Plugin Installer Certificate Create OOB Renew_ Regenerate Reissu..
O u e h @ O O u

+ Adding a Version
Adding a Version

1. Design a workflow.
2. From the master dropdown menu, select Add Version.
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Werkllow  pollback
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e, Ermail With 0
Approval -

Start Step

3. In the Add Version window, add the version details and click Save.
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» The newly added workflow version is activated.

workflcow - @ w  Worldflow  paliback & GIT Actions. I Proview : Classic B @

¥ workflow

Srop

» Workflow version displayed on the Workflow Inventory page.

Workllaw Restars Archived Reguests
5 O 2 H m D
OpenShilt Plugin Installer Certificate Create DODB Renew Regensrate Reiiu
= O 5 o @

Preview

You can perform a quick preview of the workflow to validate the outcome before triggering the workflow

request. Preview action cannot be performed on enabled workflows. Two preview modes are available:

* Classic: This is the default Preview option

» Wizard: This option can be used when you want to validate individual workflow tasks without enabling
the workflow. A pseudo form is generated for stage-wise execution of tasks without triggering the
workflow. A pseudo form is only supported for the following tasks:

* Script
* REST
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« REST (I)
» Schedule
* Emall
« Slack

To preview a workflow in Classic mode:

1. Open a workflow.
2. Select the Preview:Classic checkbox.

Workflow Tasks

Mashir v  Workflow  pollback I PrevicecClassic 8 & W

¥ Workflow

| Form (@ Y ‘.' [a}

» - [ J.'I_l Py
SEart ':_.'ll?ll'-['r-\.“(' Stop
Appiiewi
3. Click Preview.
Workflow preview is displayed.
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4. Click Debug for troubleshooting.
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5. To perform Preview in wizard mode, clear the Preview:Wizard checkbox.
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Create LTM

Manitor atop

Create LTM
Wirtual

6. Click Preview.

A pseudo form is generated with the input variables in the Script task.

—t

7. Enter the field information to execute the task.

——x
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The second task executes automatically once the first task is successful.

Chedle LTM VirTus

g« Crmaie L FM Vit

Customizable Connectors

Connectors or links allow you to connect one task to the other in order to stitch the workflow. The
connector option allows you to customize the connectors depending on the nature of the workflow.

The following types of connectors are available:

* Default
* Flow

* Curved
* Straight

To customize connectors:

1. Open an existing workflow.

2. To view the different connector options, click .
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» Decisions via Connectors/Links

Decisions via Connectors/Links

Links allows users to specify decisions (success, failover) based on which a workflow task can be routed
intelligently. These links can be updated or deleted as per requirement.

Decisions via links can be used when constructing a workflow with task(s) that allow one or more

decisions to be taken.

« Script: Allows one or more routes to be taken
« If/else: Allows maximum of two decisions to be taken
« Switch: Allows more than two decisions to be taken
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Link selection

Rule name expired certs

Display name 60 days to expiry
30 days to explry

Action 90 days to expiry
default

Workflow Tasks
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Workflow Alignment

You can align a workflow either vertically or horizontally.

1. To see alignment options, open a workflow and click H in the right upper corner of the screen.

e w  Worhifow bk B Frrvrwiuee @ g B vy Upeey & Ysise ] - il o o I

" v b o @
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2. From the options displayed, select Auto align tasks.
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3. Click Yes in the Confirmation pop-up window.

4. Select the alignment for the workflow from the options available.
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* Horizontal alignment

* Vertical alignment
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i

History

You can track the complete audit of changes made against a workflow.

1. Open a workflow and click H in the right upper corner of the screen.
2. From the options displayed, select History.

w  Worklow  mlbark I Praecluue B ¢ BvrsksUseey Evkbe O O % o ow 08 |
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The History window opens displaying the complete history of actions for this workflow.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 604



Workflow Tasks
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Workflow Settings

On creating a new workflow, the workflow settings option allows users to perform the following actions:

Provision to generate a unique workflow request ID for every workflow triggered.

* Role based access control (RBAC) to assign workflows.
* Role based access control (RBAC) to assign workflow requests.
« Provision to exclude specific workflow task(s) for calculating Request status.

» Provides an option to opt-out specific task(s) from being considered for calculating the overall workflow
request status.

To access workflow settings:

1. Open an existing workflow.

2. Click n in the right upper corner of the screen.
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3. From the options displayed, select Settings.
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* Assign Workflow
* General

» Workflow Request

Assign Workflow

Under Workflow Settings, you can set up role based control (RBAC) for workflows and assign workflows

to specific users or roles.
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General
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Under Workflow Settings, the following options are available under the General section:

» Generate Request ID: Allows you to choose generating or not generating a request ID for a workflow

* Requestor Submission: Allows you to restrict/allow actions/approvals for the user who requested the
task

» Hide workflow: Allows you to keep the workflow hidden or visible

» Enable confirmation: Allows you to enable or disable the Confirmation popup window

» Exclude tasks for calculating Request status: Allows you to select workflow tasks that will be
excluded when calculating request status
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Workflow Request

Under Workflow Settings, you can set up role based control (RBAC) for workflow requests.

* Provision to search for resources by entering values in the search field.

Semngs ; Resouncel

* Provision to Add a Regex and select the list of available resources using a regex pattern. For example,
(-*) regex can be used to select the list of all available resources.
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* Provision to delete the regex.

Validating a Workflow

Once a workflow is designed, users can validate the workflow and its elements. Basic workflow validation
includes:

» Tasks with no relevant connectors associated.

» Missing tasks which are dependent on other workflow tasks.
« Invalid links or connections.
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To validate a workflow:

1. Design a workflow.
2. Click Validate.
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Workflow Tasks

- Validation Report shows unreachable tasks.

1 &
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« Validation report shows broken flows.
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Switching between Edit mode/Citizen mode

Users can switch between Edit mode and Citizen mode when creating/updating tasks. All tasks are

displayed in Edit mode by default.

1. Design a workflow with workflow tasks.
2. To switch to citizen mode, in the task window, clear the Edit mode checkbox.
Variables referred in the script are listed under Input, while the values declared as Global Variables

are listed under Output.

Taga
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3. To switch back to Edit mode, select the Edit mode checkbox.

Connecting tasks in Workflow Studio

This section shows how to connect the different tasks in the Visual Workflow Studio.

» How to connect Form to Grid

* How to connect Form to Grid to CSV

» How to connect Form to Decision to Form

» How to connect Script to Grid

» How to connect Script to Review

* How to connect Form to Create Ticket to Close Change Ticket
» How to connect Form to Delay to Email

» How to connect Form to Retry to Form

» How to connect Script to Bar or Pie Chart

* How to connect Script to Stacked Chart

» How to connect Form with Loop and Printing

* How to connect Form to Schedule to Script

How to connect Form to Grid

You can design a workflow to get inputs from a Form task and pass them into a Grid using global

variables.
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1. Design a new workflow.

Form to Grid

* Mame

Description

Category

Subcategory

master b

Form to Grid

Default

Default

Workflow

Rellback

2. From the User Interface section, drag and drop the Form task.

3. In the Gallery window, to design a new form, click "'E'-l .

Gallery ]

Forms €3
+=
é
Basic certificate &
%
Create Wirtwal 5.. [o]

Select Catggories «

é

BIG-IP LTM - Dat... o

%

Bluecat -

é

Create cbjects ... Lo

Host R... o

Q v
= B |
BIG-IP LTM - Get... o BIG-IP LTM - Get.. o
= =
Bluecat - Single .. o Certificate Input... o
= =
DS Applramer ... ) Delete Virtual 5... G )

Workflow Tasks

4. Under the Form builder tab, define the form fields to get inputs from the user.
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= d = Foermi fa * =]
A Forn naliar — it i Atiads
Pl 0 Labul fuvar Finhd ypee Wabari e i MOLAL  Pwph.  Feresii  Vabdatien  edp g Fraflnsionis  Masdany Erad
=4
=4
BN KN

4 Form To Grid :: Form
* M omday Hela ar Momdar &

Tuesday o o Tuesdey i
* Wesnesday il o Wil iny H
¥ Thursday Hella an Thuriday T
* Friday Hella on Eriday! T
* Message

Menday Tuasday Wadnesday Thursday Friday
Mo records fouwnd

[ Note: For more information on adding form fields, click here. ]

5. Under the Resource & Settings tab, define the form field values as Global Variables.
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€ Form To Grid 2 Form

Information Form builder Hooks Resource & settings
Saelect all

Configurat Tuesday

Global variable Mondzy
Fridlay

Custom message Wednesday

Customize Task Action Data
Thursday

=N =

6. From the User Interface section, drag and drop the Grid task.
7. In the Grid task window, under Properties, in the Configuration section, define the Columns

required for the Grid.

Proparties e
Genaral +

Conlagurathen -

Colamna Wonday

Total records 5

8. Refer the variables defined in the Form task as a value in the Grid task.
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Proparties >
Ganaral -
Grid

) a
grid_ i
=MLt
2

Configuration +
infermation +
Besource () +
Glabal variables () +*=

==

9. Connect and enable the workflow.

Form To Grid x

gfom o @ Y @ O —

| ®| |
- - Grid 3 ——
Start_Flow ‘
®
Form Stop.Flow

10. Trigger the workflow from the Request : View/Run page.
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View/Run @

Owverview

Custom reports

Form to Grid

View/Run /= admin ’ master

Scheduled jobs

® Schedule
* User inputs received through the Form.

| ot e ] :
| 1}
.
I

| _C |
eandap Fuiriday ‘Wedeerid iy Fharidiy Friday
N T .

« Data displayed as a Grid.
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How to connect Form to Grid to CSV

You can design a workflow to get inputs from a Form task, pass the data into a Grid and download the

content as a .csv file.

1. Design a new workflow.

Form to Grid to £S5V A master v  Workfllow  paliback

ITSM

2. From the User Interface section, drag and drop the Form task.

3. In the Gallery window, to design a new form, click "'E'-l .
4. Under the Form builder tab, define the form fields to get multiple inputs from the user.
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P wiider ok Risiiaartn & Stk

Labainame Pide g ks Heoka ACLA_ Depa_  ParestiD  Veldstion  Help Groug Peelis stoeia

EX

Wandatory [
&

o e

[ Note: For more information on adding form fields, click here.

5. Under the Resource & Settings tab, define form field values as global variables.

&= Form To Grid :: Form

Information Form builder Hooks Resource & settings
Saelect all
Tuesday
Global variable Mo
Friclay
Wedmes :'Il'|'|
Data
Thursday

6. From the User Interface section, drag and drop the Grid task.

7. In the Grid task window, under Properties, in the Configuration section, define the columns required

for the Grid.
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Proparties
Ganaral +
Conliguratisn -
Colamna = " . Monday
oroe | e |
Total records 5

8. Refer the variables defined in the Form task as Value in the Grid task.

Proparties

al
g1
<Watat
@
Configuration +
Infermation +
Besource () +
Glabsl variables (T E

Gunaral -

9. Drag and drop another Form task.
10. Under the Form builder tab, define the form fields with an option to generate a .csv file.
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Tawrrm by oy Bavsarie & @iing

L Fimdd ID Labts rusres Ferkd oy ¥kt Mo ACL A b Farsn D

Wiledaire

Hulg

G A

Frafis caa

11. Define associate script to generate a .csv file dynamically.

import sys

import json
sys.path.insert(0,AVX::DEPENDENCIES)
sys.path.insert(0,AVX::HELPER)
excelvalue ='<FredsData>'
AVX::LOG(str(excelvalue))
excellist=json.loads(excelvalue)

column_names = [Monday', Tuesday','Wednesday', Thursday','Friday']

cmd = {"AVX::FileDownload" :{"linkData": excellist ,"fileName":'Excel_file', "columnHeaders":column_names}}

print(json.dumps(cmd))

+ Form To Grid To CSV & Download C5V

* Fred's Data <hpr i Dt

N

(g
Note: For more information on using scripts within forms, click here.

12. Connect and enable the workflow.
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Form ToGrid To.. X

13. Trigger the workflow from the

Request :: View/Run page.

Owverview

Custom reports

View/Run

Scheduled jobs

View/Run @

&= admin

Form to Grid to CS5V

>

(® Schedule
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User inputs received through the Formtask.

Wonday Teaadary Wadranday Thariday Tridary

14. To pass the data into a Grid, click Next.

— g Iy

15. To download the .csv file, click Get CSV.

——0—0—v)

Downloasd C5W LY
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How to connect Form to Decision to Form

You can create a workflow to get inputs from the user via the Form task and take a decision based on
the inputs. In this workflow, the user will be able to select one option, based on which the output will be
displayed.

1. Design a new workflow.
2. Provide a Name for the workflow.

Form to Decision to... master v Workflow  Rollback

GitOps

3. Click Save.

4. From the User Interface section, drag and drop the Form task.

5. In the Gallery window, to design a new form, click "'E'-l .
6. Under the Form builder tab, define the form fields to get simple inputs from the user.
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Fedim Bl Sirir i # b wrn

Forkd 13 Ll rarra tiwd typr ks Hashs AELA Buphe  PermliD Veldetes  Help

Prafin soeis Marsial

The user will be able to select from the multiple options, based on which a decision will be made.

4 Form To Decision To Form @ Freds Form
* Fred Says Hello Barney, what a day?!

* Select Day ® Monday Tuesday Wednesday

L

[ Note: For more information on adding form fields, click here.

7. Under the Resource & Settings tab, define and declare the global variable to be referenced in the

Form task.
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& Form To Decision To Form :; Freds Form

Information Form builder Hooks Resource & settings

Select all

Configuration SelectDay

FredsMessage

8. From the General section, drag and drop the Switch task.
9. In the Switch task window, under Properties, define the rule based on which the decision will be
made.

10. Refer the global variable (<%SelectDay%>) from the Form task.

Properties  Inputidutput  Wanable: o

= K=

11. Define the Form tasks that will print the output based on the decision.
12. Connect the tasks based on the rules defined in the Switch task.
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Link selection

Rule name Monday

Display name Monday

Action createform_2

13. To bring the flow to a logical end, from the General section, drag and drop the Join task.
14. Enable the workflow.

Form To Decizion_. X
F !
w
L

T
San_fow T

B

i »
Frisds Farm I—"

=

T o

e
B 2 /""’"
I

>
p= =
@l

Stop_Flow

15. Trigger the workflow from the Request :: View/Run page.
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View/Run @

Overview

Custom reports

Form to Decision to Form

W = e p | e

Scheduled jobs

() Schedule

« Get inputs from the user to select a day.

 Based on the selection, a decision will be made and the day printed accordingly.
« Printing output based on the selection - Tuesday.

* Printing output based on the selection - Wednesday.
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3—@—(¥)

How to connect Script to Grid

You can define a script to get multiple values (in a list) and pass them into a Grid component using Global
Variables.
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1. Design a new workflow.

ScripttoGrid = A master Workflow  Rollback

Q

* Mame Script to Grid

+ Add
‘ Description

Category Default w + i

Subcategory Default ~

2. From the General section, drag and drop a Script task.
3. In the Script task window, under Properties, in the General section, define the list of values.

grid_data = [{"FieldID":"Its Fred","FieldID2":"monday"},{"FieldID":"Its Fred","FieldID2":"tuesday"},{"FieldID":"lts Barney","FieldID2":"wednesday"}]

config = {"GridData":grid_data}

AVX::OUTPUT(config)

o o Emmode® 7 5 0 X
Propaties InputiDutput Variablas o
Garral -
gL
@
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4. In the Script task window, under Properties, in the Global variables section, define and declare the
grid data value as a global variable to be referenced in the Grid task.

Global variables (3 Completed | =—

List ]

* Name GlobalVariable_Name
" Ky GlobalVariable
O GlobalVariable
* Value GridData
Show tooltip

Default Value

=a
Total records: 1

5. From the User Interface section, drag and drop the Grid task.

6. In the Grid task window, under Properties in the Configuration section, define the Columns of the
Grid.

Properties >
Configuration =

Column: 8 ., - LT

==

Total reconds ¥
Infermation +
Resource (5 ted |+
Global varisbles (1) i
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7. Refer the global variable to be used.

i1

<GBl arabie

Configuration

Workflow Tasks

8. Connect and enable the workflow.

Script To Grid b
grom an @ Y R O
>

Start_ -
/ﬁri

Script

Stop_Flow

9. Trigger the workflow from the Request :: View/Run page.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

632



Workflow Tasks

View/Run m

Owverview

Custom reports

Script to Grid

m = admin ’ master

Scheduled jobs

() Schedule

* Script executed with custom messages.

seript

- Data displayed in a Grid using global variables from the Script task.

Wb b ¥ Whar Day i ict

—_— i ¥
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How to connect Script to Review

You can design a workflow to pass values from a Script into a Review task using global variables. The

Review component is used for approvals.

1. Design a new workflow.

Seript to Review v  Workllow  poliback

ITSM

2. From the General section, drag and drop a Script task.
3. In the Script task window, under Properties, in the General section, define a command/configuration.

device = "N/A"

command = "echo 'hello"
AVX::CMD(device+":@"+command)
config = {}

config["Commands"] = AVX::CONFIG

AVX::OUTPUT(config)
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orign W Edtmode® 3 Po "
Prapsmies  InputiDutpur  Varisblas e
Gt sl
s
SErgd 1
@

4. In the Script task window, under Properties, in the Global variables section, declare the commands
as global variables to be passed into the next (Review) task.

Global variables (T ted: =

- A
List = GlobalVariable_Name

* Ky config_commands

Commands

5. From the General section, drag and drop the Review task.

6. In the Review task window, under Properties, in the Configuration section, define the configuration
blocks.

7. Refer the global variables defined in the Script.
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Configuration

Canlag Lise = & ; Configurason Block 1

ahmarzeilig ¢ o mands e

Todal reccads: 2

Ressurce (1)
Global wariables )

Chamge Marsgamsnt

8. Connect and enable the workflow.

Seript To Review b4

gfm g @ Y @ O

r .- "

®
Start) “"EN)\

8 )

A

Seript

9. Trigger the workflow from the Request :: View/Run page.
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View/Run @

Owverview

Custom reports

Script to Review

" naster
View/Run alliiE b maste

Scheduled jobs

(@ Schedule

* Script executed with custom messages.

» Review task showing configuration blocks.
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Configuration Block 1 Configuration Bletk 1

Confsguration Block 2

——a—v

How to connect Form to Create Ticket to Close Change Ticket

You can create a workflow to get user inputs and create a simple change ticket on ServiceNow (ITSM)
using a REST API task and global variables.

1. Define the ITSM configuration for ServiceNow to get credentials and for field mapping between
AppViewX and ServiceNow.

[ Note: For more information, refer to the section on ITSM Vendor Configuration.

2. Design a new workflow.
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Form to Create Tick... - master v Workflow  Rollback

)

* Mame Form to Create Ticket to Close €

+ Add

Description
Category Drefault hd + P
Subcategory Default w

3. From the User Interface section, drag and drop the Form task.

4. In the Gallery window, to design a new form, click "'E'-l .

Gallery L

Forms a Select categories = Q LBy
S
BIG-IF LTM - Dat... o BIG-IP LTM - Get.. o BIG-IP LTM - Get... o
Basic certificate ... & Bluecat - Host R... o Bluecat - Single .. o Certificate Input... o
Create Virtwal 5. [o] Create ohjects 0. (5] DS AppOwner ... ') Delete Virtual 5... ol

5. Under the Form builder tab, define the form fields to get inputs from the user.
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Time 00:00:00
Hour

Minute
Second

- " o ! + @
Form biukdei i
Fral 15 b fk Frell Watows ey AL [ Paiwe 15 Valdann Sl [ —— Frafin s Uarlaliyp R
= Form To Create Ticket To Close Ticket ;- Form
Ctart Date '-l: i
d D gty SEIECT STATT Aty g Ticki
d

L] o

Su Mz Tu We Th Fr Sa

i i ] 4 ] 7 B

9| 10 11 12 13 14 15

16 7 18 ¥ W 2 il

i3 14 I5 % IT 18 19

D

Note: For more information on adding form fields, click here.

6. Under Change Management, from the Change folder, drag and drop the Create task.

Form o Croate Tieket wiey w  Workfow  polhack

¢ Weem to Creats Ti

Ll s

B Proview ; Clnic [ g Yartble Mopping B Validate
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7. In the Create task window, under Properties, in the Global variables section, define the global

variable to be referenced in the next task.

Global variables (0 —

List = o M Ticket Numbser
TicketNumber

ticketMumber

Total records; 1

8. To fetch the ticket number, under Change Management, from the Change folder, drag and drop the
Get task.
9. In the Get task window, under Properties, in the General section, refer the global variable (<

%ticketNumber%>) defined in the previous task.

Propertios

Ganaral

Gat_1

CHANGE

10. In the Get task window, under Properties, in the Global variables section, define the global variable

(sysld) to be referenced in the next task.
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Global variables (i)

List Sys 1D

[

Sysld

sysld

Tetal records: 1

11. Under Change Management, from the Change folder, drag and drop the Close ticket task.
12. In the Close task window, under Properties, in the Close ticket mapping section, define the closure
state mapping between AppViewX and ITSM.

Close ticket mapping (@ -
Config List i3]
Success w
X Success
| vpdse J Reset |
Total records; 1

13. In the Close task window, under Properties, in the General section, refer the global variable (<%sysID
%>) defined in the previous task.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 642



Workflow Tasks

Proptitins

Gairal

14. Connect and enable the workflow.
15. Trigger the workflow from the Request :: View/Run page.

View/Run @

Overview
Custom reports

Form to Create Ticket to Close Ticket

Scheduled jobs

@ Schedule

16. Enter the start and end date via the form.
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u Ma Tu We Th Fr %

Time 18:00:0

g
Minute
SaLond

17. Click Submit.
» Change ticket created.

Create Ticket

e 0 0 0 v

» Change ticket closed.
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v

Clase

How to connect Form to Delay to Email

You can design workflows to get inputs from a user and trigger an email with a delay of say 1 minute.

1. Design a new workflow.

Form to Delay to E.. 4 master v  Workflow  gollback

ITSM

2. From the User Interface section, drag and drop a Form task.

3. In the Gallery window, to design a new form, click "'E'-l .
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Gallery =

Farms B Select Calegories = Q -
+=
BIG-IP LTM - Dat... o BIG-IP LTM - Get.. o BIG-IP LTM - Get.. o
Basic certificate ... o) Bluecat - Host R... o) Bluecat - Single .. o Certificate Input... o
Create Virtwal 5.. [o] Create cbjects ... & DS AppOwmer ... Lo Delete Virtual 5. &
4. Under the Form builder tab, define the form fields to get basic inputs from the user.
4= Form To Delay To Emad = Farm - B + ]
fili rmalrad Fir 1 bnbllind Havha Batdrar i b A Toinii
" il 1y Labal rarra Neald g Walway Hazly ACLE. Depa..  Paend D Velditme  Help arawp Pretile praen ]
L] |:I- = :I ? .: = CEPL O \.'-'-: = ':':-:!'J I'. :1-' L ul :
< Form To Delay To Email :: Ferm
* Fred Says Hello World ®
* Email barney@flintstones, com @

Note: For more information on adding form fields, click here.
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5. Under the Resource & Settings tab, define the field values as global variables.

€ Form To Delay To Email :: Form

Information Form builder Hooks Resource & settings
" select all
ernail

M FredsMessage
Global variable 4 .

6. From the General section, drag and drop the Delay task.

¥ Workflow  poilback P Privdes s Clasake B @ 0 Varlibls Mappieg

{  Foren v Deley v

7. In the Delay task window, under Properties, in the General section, set the delay to 1 minute.
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Propartied k2,

Larnaral =

dhelay, 1
]

Infarmation +

Custom message (0 el

Customize Task Action +

8. From the Notification section, drag and drop the Email task.
Morkllsw  posback B Proview ; Cladic B o 8 Varisble Mapping

{ Formito Delayits.

o
a
o B =
B g
s i !
|:|-‘ (m
.SII: G Stop

9. In the Email task window, under Properties, refer the global variables from the previous (form) task.
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Proparties Inputibutput Variablas D

Ermail from Appiiswi

Momad ¢ B I WIES amw &

Fnass

infarmation +
Artachment +

Custcm message (1) +

10. Connect and enable the workflow.

Formm To Delay Ta... X

N =

8 Form  ¢iny ' .‘r 9 G #’FQWM‘H};\)—_\‘
O] ‘@ ®

Start_Flow Delay Stop_Flow

11. Trigger the workflow from the Request :: View/Run page.
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View/Run @

Overview
Custom reports

Form to Delay to Email

~  admin ’ master

Scheduled jobs

@ Schedule

« Inputs received through the form.

* Delay of 1 minute is initiated.
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« Email notification sent after the 1 minute delay.

w—8—8—8— ¥

How to connect Form to Retry to Form

You can create a workflow to check for a specific input in the form, based on which a decision will be

made to retry and pass the value to the next form task.

1. Design a new workflow.

Form to Retry to Fo... master Workflow  Roliback

ITSM

2. From the User Interface section, drag and drop a Form task.

3. In the Gallery window, to design a new form, click "'E'-l .
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Gallery =

Forms B Select categories = Q LBy
*=
BIG-IP LTM - Dat... o BIG-IP LTM - Get.. o BIG-IP LTM - Get.. o
Basic certificate ... o) Bluecat - Host R... o) Bluecat - Single .. o Certificate Input... o
Create Virtwal 5.. [o] Create cbjects ... & DS AppOwmer ... Lo Delete Virtual 5. &

4. Under the Form builder tab, define the form fields to get inputs from a user.

#= Fore To Retry To Form ; Frech Fore, s = e |
ialprnitien  Peem balder Ml PARRp——
Finkd i [peap— Viabdiyps  Walsen Hinakn ACLE Deps_  Parera il Wabdeson  Help Greug [ T a—
x il Tt b - M ST o B g o Bk

Note: For more information on adding form fields, click here.

5. Under the Resource & Settings tab, declare the input value as a global variable to be used for

initiating retry.
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€& Form To Retry To Form :: Freds Form

Information Form builder Hooks Resource & settings

" Select all

FredsMessage

Global variable

6. From the General section, drag and drop the If task (decision task).

] T"-'-'.‘“YHG

Source Contral

w
3

*
+
*
*
*
*
re
+
*

7. In the If task window, under Properties, define a rule to check if the input string entered in the form
matches the value defined in the form field (Hello world). If not, initiate a call to try.
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Check Freds Form

ol el Mk g

not equals
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8. To initiate retry based on the input string, from the General section, drag and drop the Retry task.

9. In the Retry task window, under Properties, in the General section, define the parameters for the

Retry task.
Fropertios o
Geeneral —
u._-:;-,l_
]
retry 1
@
Minuteis)
Minnies
10. To publish the values from the first form task, drag and drop another Form task.
11. Under the Form builder tab, refer the global variable value.
& Foeen To Retry To Form = Bamey's R e -
Hhald i uhhu— Ia.l:u..ﬂ. Bupr.  Fmwea il abdlasion -up i [T mu..
EN TN
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12. Connect and enable the workflow.

13. Trigger the workflow from the Request :: View/Run page.

Workflow Tasks

Owverview

Custom reports

Scheduled jobs

View/Run @

Form to Retry to Form

b master

() Schedule

14. Type any input except ‘Hello world’ to initiate the retry.

Retry is initiated.
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—r—a

15. Type an input to match the defined input - hello world.

Output is published based on the given input.

How to connect Script to Bar or Pie Chart

You can create a workflow to design a bar/pie chart based on the output from a Script logic.
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1. Design a new workflow.

Script to Baror Ple .. & master v  Workflow  gollback

Category

Subcategory

2. From the General section, drag and drop a Script task.

3. In the Script task window, under Properties, in the General section, define the script logic.

chart = [{"label":"Inprogress","value":2},
{"label":"Managed","value":3},

{"label":"Unresolved","value":5}]

AVX::OUTPUT({"chart":chart})
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i # ® Ednmode® 7 P
Proparties InputiCutput Variablas D
Ganaral =

Syrezacd for Bar and Pie Chan
wrip
2

4. In the Script task window, under Properties, in the Global variables section, define the output of the
Script task (chart) as a global variable.

Properthes  [mputtDuTpist Varlables @

Information +

Global wariables (T =

Lint B .. chat

5. From the User Interface section, drag and drop the Chart task.

6. In the Chart task window, under Properties, select chart type as
7. Define the chart title.
8. Define the X-axis and Y-axis labels.
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Properties ks
Propartion () ="
Dvice Seatun Repor
Dt Btk
ount

9. In the Chart task window, under Properties, in the Configuration section, refer the variable defined in
the Script task (<%chart%>).

Coafiguration =

RN

Todal reccrds: 0

10. Connect and enable the workflow.
11. Trigger the workflow from the Request :: View/Run page.
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View/Run @

Overview

Custom reports

Script to Bar or Pie Chart

Scheduled jobs

() Schedule

* Script is executed.

Syminax far Bar and Pis CRarT

« Output is displayed in the form of a Bar chart.
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Inprogross Manoged Unresohwd

Derndcd Satus

Note: To view the output as a Pie chart, select Pie when defining the parameters for the
Chart task.

How to connect Script to Stacked Chart

You can design a workflow to design a stacked chart based on inputs from a script logic.

1. Design a new workflow.

Scriptto Stacked €. & master v  Workflow  pollback

ITSM

2. From the General section, drag and drop a Script task.
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3. In the Script task window, under Properties, in the General section, define the script logic.

chart = [{"Prod":5,"Pre-Prod":7,"UAT":2,"group":"New York"},
{"Prod":5,"Pre-Prod":3,"UAT":4,"group":"San Francisco"},
{"Prod":2,"Pre-Prod":7,"UAT":3,"group":"Singapore"},
{"Prod":5,"Pre-Prod":9,"UAT":4,"group":"Melbourne"},

{"Prod":8,"Pre-Prod":7,"UAT":2,"group":"London"}]

AVX::OUTPUT({"chart":chart})

Properies Imput! Dutpat Warishles

Darreral

4. In the Script task window, under Properties, in the Global variables section, define the output of the
script as a global variable to be referenced in the Chart task.
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Proprties InputiDutput  Variables >

Infermation +

Global variables () =

Lisk =

Total reconds: |

5. From the User Interface section, drag and drop the Chart task.

6. In the Chart task window, under Properties, select the Chart type as
7. Define the Chart title.
8. Define the values for X-axis and Y-axis.

Changes implemenbed per Datscenier

Datscerer

Coount paar Emdranment

9. In the Script task window, under Properties, in the Configuration section, refer the global variable
declared in the previous (Script) task.
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Propariies 2

Canfigurslion T =

WL T

Data

Tetal neconds: O

10. Enable and trigger the workflow.
11. Execute the report to view Chart data.

[ s o P sl o Ll et
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New York % Fran., Sargapane Ifelourne Londan
Danagenmer
B prod B preprod LIAT

How to connect Form with Loop and Printing

You can design a workflow to get data from a form as input, iterate it based on the count and print it.
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1. Design a new workflow.

Form with Loop an..  ~ master v  Workflow  Rollback

* Name

Farm with Loop and Print ng

Description
Category Drefault w +
Subcategory Default o +

=N =1

2. From the User Interface section, drag and drop a Form task.

3. In the Gallery window, to design a new form, click "'E'-l .

Workflow Tasks

Gallery x*

Forms €3

A B B

Select Catggories -

BIG-IP LTM - Dat... o

Basic cartificate .. >

Bluecat - Host R... o

Create Wirtwal 5.. [o] Create objects ... &

BIG-IP LTM - Get..

Bluecat - Single ..

DS AppOwmer ...

=]

=

BIG-IP LTM - Get..

E

Certificate Input...

%

Delete Virtual 5.

Lo

LO g

4. Under the Form builder tab, add a form field to define the number of times the message needs to be

iterated for and then printed.
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Pt ot el Hiih i Eirismat i &
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Firesi®r  Yaldetien ey

Srvwp

Frofiby sidee

€ Loop - Printing hello world :: Form
* Message Helle Werld |

* How many times do you 3
want to print the message?

[ Note: For more information on adding form fields, click here.

J

5. Under the Resource & Settings tab, declare the field values as global variables to be referenced into

the next task(s).
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< Loop - Printing hello world :: Form

Information Form builder Hooks Resource & settings
Request resources
1 Select all
f_{,:-rl':lgl_lr.il,l-;_}” Count
message

Global variable

Custom message

Customize Task Action

6. From the General section, drag and drop the Loop task.
7. In the Loop task window, under Properties, define the number of times the iteration needs to happen

in the Loop task.
8. Refer the variable captured as input from the Form task.

Leoping for gheen number of times

startloop 2
Syt Looping for ghven number of times

End_Looping for given number of times

gl -~

L

9. From the General section, drag and drop a Script task.
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10. In the Script task window, under Properties, in the General section, define the script logic to print the
message (captured from the Form task) based on the iteration count.

AVX::LOG("<%message%>")

AVX:OUTPUT(()

¥ Edtmode® 7 P . X

Proparties Input/Output Wariahles

Genaral

11. Enable and trigger the workflow.
« Input and iteration count is received via the form.

_‘--‘—|fo|

h
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» Message is printed as per the defined iterations.

Brirging maAsge

- — s ——a— ¥

How to connect Form to Schedule to Script

You can design a workflow to schedule one or more task(s) in between a workflow process

1. Design a new workflow.

Form to Schedulet.. - v Workflow  pollback

2. From the User Interface section, drag and drop a Form task.

3. In the Gallery window, to design a new form, click "'E'-l .
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Gallery =

{.—E

E

E

Farms B Select categories =

é

BIG-IP LTM - Dat...

E

Basic certificate ... o) Bluecat - Host R...

E

Create Virtwal 5.. [o] Create cbjects ...

Lo

©

Q

E E

BIG-1P LTM - Get... [0 BIG-IP LTM - Get...

E E

Bluecat - Single .. o Certificate Input...

E E

DS AppOwmer ... Lo Delete Virtual 5.

4. Under the Form builder tab, define a date element to manually get inputs via the form.

* Select a time
o o
Su Mo Tu We Th Fr 3a
i
2 3 el 5 & 7 8
9 1 11| 12 13| 14 15
16 17 18| 1% A 21| 22
23| 24 35 2 X 18| W
30 N
Time 000000
Houwr
Minute
Second
Hovw Done

i

Note: For more information on adding form fields, click here.

5. Declare the date/time value as a global variable.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

670



6. From the General section, drag and drop the Schedule task.

Workflow Tasks

7. In the Schedule task window, refer the global variables defined in the form task into the Schedule

task.

Schedule #

schedule ® Reference time

<Htimerw=>

Custom message ()

Action

? b.", x

8. Drag and drop a Script task that is to be scheduled in the workflow.
9. Enable and trigger the workflow.

10. Select a time for scheduling the task.
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Sarve draft Sakm sand Cancel

The task is scheduled.

Scheduln

Connecting Workflow Tasks with Failover - RGF Flow

When connecting tasks in a workflow, links can be used to specify decisions (success or failure), based
on which a workflow can be routed intelligently. A Script task can be used to make decisions based on the
outcome of the script to perform specific workflow actions.

1. Design a new workflow.
2. In the Script task, define two outputs for ‘success’ and ‘failover’ outcomes.
3. Based on the script output, connect the links to the relevant workflow tasks.
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. In case of success, proceed to the next task.

O = |
Retry Erhall
=rmda @ %Y @ O
2 </ 2, > =)
Start Form_1 Seript Join Stop
5. In case of failover, send an email notification and perform a retry.
Retry Erhail
| '(};:,I:
= Form (= e "r @ (S =
L3 n :}—b !/I
Start Form_1 Script Join Stop
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Chapter 10: Visual Workflow Request

» Overview

» Accessing the Workflow Request Page
» Workflow Dashboard

« My Workflows

* My Requests

» Assigned Requests

« Audit

» Settings

» Archive Workflow Requests

» Restore Workflow Archives

» Configuring RBAC for Archive and Restore Requests

Overview

The Request console allows you to execute workflow(s). Workflows can be executed manually or can be
scheduled.
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Accessing the Workflow Request Page

1. Log into AppViewX with valid credentials.

appviewX

2. To access the navigation pane, hover the mouse over the = Menu icon.
3. From the menu displayed, click Request.

The Workflow Request :: Overview page is displayed.

[ ] |
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Workflow Dashboard

The workflow dashboard gives you an overview of the status of all automation workflow requests,
generate dynamic status reports, access workflow request logs, and manage catalog preferences.

* Request :: Overview

» Custom Reports

Request :: Overview

The workflow dashboard provides a one-stop view of all workflow requests by status - opened, closed,
failed and total workflow requests. It allows you to generate dynamic reports on the status of the workflow
requests.

To access the Request :: Overview page:

1. From the top left corner of the screen, click = .
2. From the menu displayed, click Request.

The Request :: Overview page is displayed.

[ ] |

Ho. of Meguead

Note: Click on any section of the chart or metric and navigate directly to the inventory.
Following are the possible statuses for a workflow request:
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In-progress | The request is awaiting a response to proceed.

Completed | The requestis complete and successful.

Failed The request failed during execution.

Partial The request is partially executed.

Rolled Back | The request is complete and has rolled back to its previous state.

Paused The request is suspended/paused.

Aborted The request is aborted.

» Change Submission Trend

Change Submission Trend

This allows you to visualize the request trend over a period of time.

« Provision to perform trend analysis on the requests triggered over a period of time
« Provision to create daily, weekly, monthly and yearly views for the requests triggered

Mo, of Requesis

[l [ 2] [ 2] DT
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Custom Reports

Allows the user to view and trigger custom reports.

» Any workflow created under the category Reports will be available under Custom report section.
« Provision to search for a custom report.
« Provision to apply custom sort based on ascending, descending, recently created.

« Provision to execute/run a custom report workflow.

To execute a custom report workflow:

1. On the Request :: Overview page, from the navigation pane on the left, click Custom Reports.
The Request :: Custom Reports page is displayed.

2. To execute any workflow under Custom Reports, hover your mouse over the workflow and click >/,

3. Enter the Start Date and End Date.
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Custom reports = Crheerall Requenty slatus Roport

4. Click Ok in the Confirmation pop-up window.

Custom report is ready.

Bty Bepes]

00—

Rsquest Counl

Ir-progr Suoonss Falled Partial Riesied
o 1

Status

In this section you can trigger the workflows that are enabled in the Workflow Studio and also schedule
them to trigger at a later point in time.
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* Request :: View/Run

» Scheduled Jobs

Request :: View/Run

The Request :: View/Run page displays the workflow catalogs.

* Provision to search for a workflow by keyword.
* Provision to trigger a workflow on demand.

* Provision to schedule a workflow.

To trigger a workflow from the Workflow Request :: View/Run page:

1. From the top left corner of the screen, click = .

2. From the menu displayed, click Request.

3. On the Request :: Overview page, from the navigation page pane on the left, click View/Run.
The Request :: View/Run page displays all the workflows that have been enabled in the Workflow
Studio.

TI

Loty any eyt be dastmrpnar, PR T NG G

Fhs i iy Fh G Rt Miwas Snsdad Cinmgduisel s 1 Pl &Y

BNYSLE TGN e

4. On the Request :: View/Run page, to trigger a workflow search for the workflow name and click >
The workflow is executed with the user inputs being requested at the first stage.
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A Wrtaal Delady

» Scheduling a Workflow
« Editing the Workflow Catalog Layout

« Editing Subcategories and Workflows within a Catalog

Scheduling a Workflow

This task allows you to schedule a workflow to trigger once or daily, weekly, monthly and yearly as per

requirement.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 681



1. To schedule a workflow, on the Request

click © .

Visual Workflow Request

:: View/Run page, hover your mouse over a workflow and

GITOps

Load Balsncer Automatson - F5

Bluscat IPAM

& Madity Gluetar DNG re

F5 BIG-IP Repors

2. Enter the field information.

@ ITSM Change Ticket Flow

@ Informaticn

3. Assign the time for which the workflow is to be scheduled.
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« Once

@ ITSM Change Ticket Flow

i Schedule = Start y 14 ._
L] o

S Ma Te We Th Fr %a

T (2-Hea ]
Hour
MERLtE

Dpenie

H

» Repeat - Provision to schedule the workflow to trigger daily, weekly, monthly and yearly.

(T ITSM Change Ticket Flow

@ cheduls ¥ 1 I 04 "

4. Click Schedule.
The scheduled workflow is added to the Scheduled jobs section.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 683



Visual Workflow Request

Wi o v

el mmi s G

Panl e e el ot Frnatd By
n
n
n
n
n
n
n
n

Editing the Workflow Catalog Layout

You can move the catalogs around and place them according to your preference on the View/Run

page. You can also expand or collapse all workflow catalogs. Expanding the catalogs displays the list of

workflows with a catalog.

To edit the layout:

1. On the Request :: View/Run page, from the top right corner of the screen, click Edit Layout.

E e g s b b Bt
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2. Hold and drag the workflow catalog to another area on the page.
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3. To save your layout preferences, from the top right corner of the page, click Save Layout.
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4. To expand all the workflow catalogs, from
Expanded view of the catalogs.

=
the top right corner of the screen, click “
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Catadig a
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4
5. To collapse the workflow catalogs, from the top right corner of the screen, click
Collapsed view of workflow catalogs.
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Editing Subcategories and Workflows within a Catalog

You can select the workflows to be placed under a workflow catalog and modify the order of sub-

categories within the workflow catalog.
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1. On the Request :: View/Run page, from the top right corner of the screen, click

Catalog

Cantificane Liftecycle Automation

F5 BIG-IF LTM

F5 BIG-IP Rapadts

® AV GELE
F5 BIG-IP Syseem CUDE Symc
2. From the options displayed, select Edit.
Catalog
Cartificats Lifecycle Automation F5 EIG-IP LT

F5 BIG-IF Reparti

AN GELD

CMIDE Sync

3. In the Manage Catalog window, under SubCategory Name, hold and drag folders to modify the order

in which they are displayed on the workflow card.
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Manage Catalog
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4. To add more workflows under a subcategory, select the subcategory and click “ next to the
workflow name under Available Workflows.

Kk &

5. To move a workflow out of the selected workflows, clic next to the workflow under Selected

Workflows.
6. Click Save Changes.

Scheduled Jobs

This section shows the inventory of scheduled workflows.

» Provides an option to ‘pause’ and ‘play’ a workflow.
* Provides details of execution time, trigger time and logs.

To schedule a job:

1. On the Request :: Overview page, from the navigation pane in the left, click Scheduled Jobs.
The Request :: Scheduled Jobs page is displayed.

2. On the Request :: Scheduled Jobs page, to pause a scheduled job click "
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The scheduled job is paused.

3. To resume a paused scheduled job, click > .

The scheduled job resumes.

My Requests

This section provides a single point view of all the assigned workflows, workflow requests triggered and
workflow(s) that are scheduled. Requests are logically categorized based on All, Open, Closed and Failed

requests.

« Provision to search for a request workflow by keyword.

« Provision to filter and search by categories

» Provision to view requests by logged in user, user role(s)

« Provision to view the workflow activity log summary and detail

* Provision to pause or abort a ‘In Progress’ workflow

« Provision to ‘view details of the workflow as a tooltip information

« Provision to manually rollback a workflow request
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* Request :: All

+ Viewing the Workflow Log Summary
* Viewing workflow details

» Pausing/Resuming a Workflow

» Aborting a Workflow

* Rollback a Workflow

Request :: All

You can see a list of all (open, closed, failed) requests on the Request :: All page.

1. On the Request :: Overview page, from the navigation pane on the left, click All.
The Request :: All page is displayed.
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2. To see the stage-wise execution of a workflow, click on the Request ID for that workflow.

3. To clone a workflow request, select the workflow and click TI from the command bar in the top right

corner of the screen.

" — -
232
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‘e ]
4. To refresh the Request :: All page, from the command bar, click = .

Viewing the Workflow Log Summary

To view the activity log of a specific workflow:

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 691



1. On the Request :: All page, click View next to the selected workflow.

Visual Workflow Request

Wit Ermaad ey [ Lk e LT

A summary of the workflow stages is displayed.

Lt ity
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2. To view the workflow log requests details, click Detail.

A detailed log of the workflow stages is displayed.

N [— Unar Bk order 1nge Log mmiage

Viewing workflow details

You can view any pertinent information related to the specific workflow.
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1. On the Request :: All page, right-click a workflow Request ID to see options.
2. From the options displayed, select View Details.

L]

Eagamt 1D Wnrkfiow Lremied by Crasted neme L wpathatad S L
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[ Note: For more information, refer to the section on Tooltip data configuration.

Pausing/Resuming a Workflow

You can pause and resume a workflow request which is in the In Progress status.

1. On the Request :: All page, right-click the Request ID of a workflow to see the options.
2. To pause the workflow, select Pause from the options.

o P Conutid by € il L Lkl el it ALt (FN]

Adlrety e

3. Click Yes in the pop-up window. The workflow is paused.

Copyright © 2021 AppViewX, Inc. All Rights Reserved.

693



Visual Workflow Request

T
Waparesd 1D Wt rw [ reatw ol by {raain Aty epatad Blates [ "N} W revty g
0w
4. To resume the workflow, select Resume.
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5. Click Yes in the confirmation pop-up window. The workflow resumes.
Wit Crested by Craatad s Lastwpdated frann L e e

Aborting a Workflow

1. On the Request :: All page, right-click the Request ID of the workflow to be aborted.
2. Select Abort from the available options.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 694



Visual Workflow Request

Warkfom Ernanad by Ereaned s Lo wpelannd - [ ey bag

3. Click Yes in the confirmation pop-up window.

[ Note: You can abort a workflow only if it is in the In progress state. j

Rollback a Workflow

You can manually rollback a workflow request that has been completed.

1. On the Request :: All page, right-click the workflow Request ID to see options.
2. From the options, select Rollback.

Baguans I WerkLm Craaiud by Crnatnd time Lavt wpeaiond Shati Bal i Libreety g

3. Click Yes in the Confirmation pop-up window.

0 Tip: You can also rollback a workflow, by selecting the workflow and clicking S in the upper
right corner of the screen.
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Assigned Requests

The following settings under RBAC allow for viewing and accessing of workflow requests in the Request
Inventory based on:

* View my requests: To view workflow requests by logged in user
* View user group request: To view workflow requests based on the user group

* View all requests: To view all workflow requests
1. From the top left corner of the screen, click = .
2. Select Account > Role.

3. Select admin from the list of roles.

4. To view the actions authorized for the admin, click Authorized functions.
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Infarmation Authorized functions

J All functions

- Request
- Workflow
d Action

Abuort
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5. On the Request :: Overview page, from the navigation pane on the left, click From the top left corner of

the screen, click Assigned requests
The Request :: Assighed page is displayed showing the requests assigned to the particular role.

b ‘4
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Audit

You can view the audit logs of all scheduled workflows and report-based workflows that were triggered.
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Settings

This section talks about the different settings available on the Workflow Request page.

« Provision to select the Landing page.

« Provision to view the View/Run page in Classic mode.
« Provision to manage catalogs on the Request page.

* Selecting the Landing Page

* Viewing the View/Run page in Classic mode

* Managing the Catalogs

Selecting the Landing Page

Users can set the page that is displayed when they access the Workflow Request page.
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1. On the Request :: Overview page, from the navigation pane on the left, under Settings, click

Preference.
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3. Click Apply.
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Viewing the View/Run page in Classic mode

1. On the Request :: Overview page, from the navigation pane on the left, under Settings, click

Preference.

Visual Workflow Request

2. To display the View/Run page in Classic mode, in the Preference :: Landing page window, turn on

the View/Run (Classic) toggle.

Preference :: Landing page

Select a landing page
viewrRun [Classic)
User groups i

L]

Selern all

admin usergroup

3. Click Apply.

The View/Run page is displayed in Classic mode.
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Managing the Catalogs

You can edit the catalog properties when the View/Run page is not in Classic mode. This feature allows

you to create/modify catalog categories, select icons for catalogs etc.

1. On the Request :: View/Run page, from the navigation pane on the left, under Settings, click Manage
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The Manage Catalog window is displayed.

Manage Catalog

Asilable Vaoakilows

2. To modify the existing workflow categories, under Category Type, select the Existing option.
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3. To create a new category, under Category Type, select the Create New option.
The following table describes the options available in the Manage Catalogs window:

Category Type

Select the Category Type as:

» Existing: Selecting this option allows you to select the category of
workflows from the options available in the Existing Category dropdown.

» Create New: Selecting this option allows you to create a new category of

workflows.

*Existing Category

Select the category of workflows from the options displayed in the dropdown.

Note: If the Create New option is selected in the Category Type
field, then this field becomes a text box and allows you to type a new

category name.

Select Icon

Select an icon for the workflow card from the options available in the

dropdown.

SubCategory Name

This field is auto-populated when you select the Existing Category option in

the Category Type field.

+

Allows you to add more subcategories of workflows.

All asterisk (*) marked fields are mandatory.

4. To add more workflows to a subcategory, select the subcategory in the SubCategory Name field and

click » next to the workflows to be added.
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5. To move a workflow out of the selected workflows, click “ next to the workflow under Selected

Workflows.

Manage Catalog

Available Woarkflows Selecoad Workflows

6. To modify the order in which the workflows are displayed within the subcategory, click '

7. Click Save Changes.

Archive Workflow Requests

You can archive workflow service requests as per your requirement. The requests can be archived by
status, time period and so on. You can also schedule archivals and also purge service requests.

To trigger an archive workflow request:
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1. On the Request :: Overview page, from the navigation pane on the left, under Archive & Restore,

click Archive Requests.
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2. In the Input form, provide a suitable Archive Name.
3. Select one or more request status to archive workflows.
m # Ingus Details
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4. Select the duration for which the requests will be archived.

For example, selecting the archive type as Days and number of days as 10 will archive requests older

than 10 days.
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# Input Details

* Archive Name Archive_1 £}
* Select Request Status Rolled Back - (i
* Archive Type Days - @
* Enter Mo of Days 10 @
* Total Available Request @
* Delete Requests from ® Yes Mo )

database after archival

5. To archive workflow requests between specific dates, under Archive Type, select Between Time.
6. Select the Start and End dates.
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# Input Details

* Archive Mame Archive_1 o
* Select Request Status Rolled Back - @
* Archive Type Between Time v @
* Select Start Date 06/02/2021 05:00:00 ®
* Select End Date 06/16/2021 05:00:00 @

Get Request Count
* Total Avallable Request )]
* Delete Requests from ® Yes Mo ®
database after archival

7. To get the total number of requests that match the selection, click Get Request Count.
8. To delete the requests from the database after archival, select Yes.
9. Click Submit.

Restore Workflow Archives

You can restore workflow service requests from the Workflow Request page as per your requirement. The
requests can be restored either in bulk or by selecting individual workflow requests.

To trigger a restore workflow request:
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1. On the Request :: Overview page, from the navigation pane on the left, under Archive & Restore,

click Restore Archives.
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2. Select the archive that is to be restored.
 Input Details
* Select Archive new_archive w 6,
* Restore all the requests (i
Select
new_archive
new

3. To restore all the requests from the archive, select Yes.
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# Input Details

* Select Archive new_archive

* Restore all the requests ® Yos Mo

4. To select specific request(s) from the archive, select No.

# Input Details

* Select Archive new_archive
* Restore all the requests Yes| (@ No
* Select Request to Restore Wone Selected

=
L

o
WL/

WL

5. To auto populate the list of workflow requests, click Get Request Details.

6. Select the workflows that you want to restore.
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A Input Details

* Select Archive new_archive v (L
* Restare all the reguests Yes (@ Mo 0
Get Request Details
* Select Request to Restore 2 selected v @
L] select all

¥ 1|Create GTM Application Services
¥ 2|F5LTM and GTM node Report

O 3)Archive Workflow Requests

[ 6| command task - device response

7. To restore the selected workflow request(s) from the archive, click Submit .
8. In the Confirmation window, click Ok.
The workflow to Restore Archive is completed.

—
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Configuring RBAC for Archive and Restore Requests

You can allow users to access the Archive & Restore section or restrict them from viewing this section
on the Workflow Request page.

. To allow users to access the Archive & Restore, from the top left corner of the screen, click = .

. From the menu displayed, select Account > Role.

. Select the role for which you want to enable access, for example, admin.

. Under Authorized functions, select Request > Workflow > User Preference.

a b~ W N

. Under User Preference, ensure that the following checkboxes are selected:
» Show Archival requests
» Show Restore requests

Bl

Information Autheorized functions

+ @ Al functions

~ 8  workflow
» Action (i

- User Preference (i

Show All reaiiesrs
Show Archival requests
Show Audits

Show Custom reports (i
Show Failed requests
Show Install Package G
Show List Package

Show Manage catalog G
Show My workflow
Show Open requests G
Show Overview

Show Preference

Show Request logs
show Request stage
Show Restore requests g
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Note: Only the option that is selected under User Preference will be displayed as a submenu
under the Archive & Restore section. If both options are not selected the Archive & Restore

section will not be displayed at all.

» When only the Show Archival requests option is selected under User Preference.

Overview
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Chapter 11: Visual Workflow and Pages

Once you have designed your workflows, you can view them all in one place through AppViewX’s self-
service catalog pages. To access AppViewX Pages, navigate to Studio > Pages.

» Provision to enable self-service automation workflows by persona

» Provision to logically select and group workflows such as CLM Automation, Application Delivery and so
on

« Provision to drag and drop workflow(s) to design custom self-service catalogs

» Provision to view workflows through a single pane of glass

» Provision to add automation, self service request alerts to a customized page

* Provision to view workflow request status (open, closed, failed) from the self-service catalog

« Provision to run/trigger and schedule workflows from self-service catalog pages

[ Note: For more information, refer to the Pages User Guide. j

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 712



	Visual Workflow User Guide
	Copyright AppViewX, Inc.
	Copyright © 2021 AppViewX, Inc. All Rights Reserved.
	Trademarks
	External Reference Links
	Contact Information

	Contents
	Preface
	Revision History
	About this Guide
	Audience
	Text Conventions

	Chapter 1: Module Overview
	Solutions
	Salient Features

	Chapter 2: Prerequisites
	Web Browser Requirement

	Chapter 3: Getting Started with Visual Workflow
	Visual Workflow Concepts

	Chapter 4: Role Based Access Control
	Overview
	Resource
	Role
	User Group
	User

	Chapter 5: Visual Workflow Modules
	Chapter 6: Visual Workflow Studio
	Chapter 7: Getting Started with Prebuilt Workflow Tasks
	Overview
	FAQs - Connecting Workflow Tasks
	How to Connect Form to Form
	How to Connect Form to Script
	How to Connect Script to Form
	How to Connect Script to Script

	Sample Workflows using Prebuilt Tasks
	Form with Email Notification
	Executing a Ping Check using Command Task
	Creating A Record on Infoblox device using prebuilt tasks
	Creating a VIP with Incident Ticket

	Application Delivery Automation
	F5 BIG-IP Solutions
	LTM
	LTM - Create
	LTM - Modify
	LTM - Delete

	GTM
	GTM - Create
	GTM - Modify
	GTM - Delete

	Utils
	Creating a LTM Virtual Server on F5 BIG-IP
	Performing a CPU/TMM Check
	Adding a Rollback Workflow


	AVI Solutions
	SLB
	SLB - Create
	SLB - Modify
	SLB - Delete

	GSLB
	GSLB - Create
	GSLB - Modify
	GSLB - Delete

	Utils


	Auto-generate Forms
	Automate DNS Services
	Infoblox Solutions
	Create
	Modify
	Delete
	Utils

	Bluecat Solutions
	Create
	Modify
	Delete
	Utils
	Creating a HOST Record in Bluecat


	Change Automation
	Incident Management
	Change Management
	ServiceNow CMDB

	DevOps and Continuous Configuration Automation
	Ansible
	Ansible Tower
	Jenkins

	GitOps Integration
	GitLab
	GitHub

	Utilities
	Collection
	Pagerduty and ChatOps
	Approval and Notification
	Scheduled Follow-Ups
	SCP and SFTP

	SDK Automation

	Chapter 8: Workflow Inventory
	Overview
	Workflow Inventory Actions
	Cloning a Workflow
	Enabling a Workflow
	Enabling a Workflow in Design Mode

	Disabling a Workflow
	Deleting a Workflow
	Exporting a Workflow

	Workflow Inventory Menu
	Design
	Designing/Modifying a Workflow

	Store
	Enabling/Disabling OOB Workflow Catalogs
	Enabling/Disabling individual OOB Workflows
	Cloning an OOB Workflow
	Scheduling an OOB Workflow
	Configuring RBAC for OOB Workflows

	Import
	Hooks
	Defining a Hook and using it within a Workflow

	Magic Variables
	Defining a Hook and declaring it as a Magic Variable
	Using a Magic Variable within a Workflow

	Helper Script
	Creating a Helper Script
	Exporting Helper Scripts
	Importing Helper Scripts
	Configuring RBAC for Helper Scripts
	Using a Default Helper Script

	Regex Library
	Adding a New Regex
	Modifying an Existing Regex

	Source Control
	Prerequisites
	Linking a Repository
	Committing Workflows in Inventory
	Committing Workflows in the Design Section
	Committing Tasks and Subflows
	Pushing to a Remote Repository from Workflow Inventory Page
	Pushing to a Remote Repository from the Design Studio
	Pulling from the Repository from Workflow Inventory Page
	Pulling from the repository from the Design Studio
	Unlinking a Repository
	Logs

	Integration Hub
	ITSM Vendor Configuration
	Checking ServiceNow REST API details
	ITSM JSON Configuration
	ITSM APIs
	Defining ITSM Instance
	URL and Response Data Mapping
	Data that can be Mapped
	Response Data Mapping


	Using Nested Response in JSON
	Payload Data Mapping
	API list to call Before (Optional)
	API list to call After (Optional)

	Validation Parameters
	Tooltip Data Configuration
	Mandatory Headers
	Authorization Configuration
	Using Variables in Visual Workflow Integration

	Python Library
	Installing Python Package
	Python Package List



	Chapter 9: Workflow Tasks
	Overview
	Folders
	Task Category - General
	Ansible Executor
	Break Loop
	Delay
	Dependency
	If
	Implementation
	Join
	Loop
	Postvaildation
	Prevalidation
	REST
	Authorization Modes
	Basic Auth
	Bearer Token
	API Key
	Digest Auth
	AWS Signature
	Akamai EdgeGrid


	REST(I)
	Retry
	Rollback
	Schedule
	Script
	Using Keyboard Shortcuts
	Custom Commands
	AVX::CONFIG
	AVX::PUSH and AVX::JSONCONVERTER
	AVX::LOG
	AVX::CMD
	AVX::REST and AVX::JSON
	AVX::PASSWORD
	AVX::UPDATE
	AVX::FILEDOWNLOAD
	AVX::OUTPUT
	AVX::MERGECONFIG


	Split
	Switch
	WorkOrder

	Task Category - User Interface
	Chart
	Designing a Chart with Static Data
	Designing a Chart with Dynamic Values

	Command
	Using Command task to pass the task response as a Global Variable

	Diff Checker
	Configuring a Basic Diff Checker
	Configuring an Advanced Diff Checker

	Form
	Out of the box Forms
	Designing a Custom Form
	Adding Form Fields in the Form Builder
	Field Types
	Field Type - Text Box
	Field Type - Radio button
	Field Type - Dropdown
	Field Type - Tabular
	Field Type - Multi-line
	Field Type - Text editor
	Field Type - Multi select
	Field Type - Password
	Field Type - Date
	Field Type - Button
	Field Type - File upload
	Field Type - Multi-line with file upload
	Field Type - Text editor with file upload
	Field Type - Hidden
	Field Type - Download CSV
	Field Type - Download

	Validating Form Fields
	Defining Dependencies between Form Fields
	Defining Tasks as Read Only
	Grouping Multiple Form Fields

	Using Hooks in a Form
	Using Scripts with Forms
	Triggering Script with Button
	Triggering Script to Get Device List
	Triggering Script to Get Device List by Vendor
	Triggering a Script to Print Custom Message
	Using Auto-trigger to Invoke the Script Automatically based on Input
	Triggering a Script Directly from a Form Field to Map its Values to Destination Fields

	Auto-trigger scripts
	Default script for Cancel and Discard Actions
	Define ccustom Notification Messages using Scripts
	Defining Query Explorer to Build Forms

	Defining Resource & Settings

	Grid
	Defining a Grid Component using Variables
	Downloading the Grid

	Review
	Defining a Review Task using Variables
	Customizing Configuration Blocks in Review Task

	YAML
	Using Variables within a YAML Task
	Getting Device Credentials Dynamically from a YAML Task


	Task Category - ChatOps and Notifications
	Email
	Configuring Dynamic Email Attachments
	Configuring Email Approvals
	Receiving Approvals via Email
	Triggering an Email Notification with Approvals
	Customizing Email Notification

	Pagerduty
	Slack
	Skype

	Task Category - Change Management
	Integrations
	Postman - Visual Workflow Northbound Integration
	Dynamic API Generation

	Jenkins - Visual Workflow Northbound Integration
	Prerequisites
	Global Configuration
	Creating a Freestyle Job
	Creating a Pipeline Job
	Jenkins pipeline for Application provisioning

	Terraform - Visual Workflow Northbound Integration
	Ansible - Visual Workflow Northbound Integration
	Openshift PaaS Orchestration
	Ansible Southbound Integration
	Configuring Ansible Instance
	Discovering Playbooks
	Using Variables within a YAML Task
	Getting Device Credentials Dynamically
	Ansible Executor


	Automation Collision
	Workflow Task Actions
	Updating a Task
	Cloning a Task
	Deleting a Task
	Saving and Reusing a Task
	Input/Output Variable Mapping

	Rollback Workflow
	Manual Rollback
	Auto Rollback

	Variable Mapping
	Global Variables
	Declaring Variables from Tasks
	Referring Variables
	Global Variable Inventory
	Configuring Tooltips

	Magic Variable

	Task Scheduler
	Workflow Cart
	Nested Workflows
	How to Add/Import a Nested Workflow?


	Workflow Options
	Version Control
	Adding a Version

	Preview
	Customizable Connectors
	Decisions via Connectors/Links

	Workflow Alignment
	History
	Workflow Settings
	Assign Workflow
	General
	Workflow Request

	Validating a Workflow
	Switching between Edit mode/Citizen mode

	Connecting tasks in Workflow Studio
	How to connect Form to Grid
	How to connect Form to Grid to CSV
	How to connect Form to Decision to Form
	How to connect Script to Grid
	How to connect Script to Review
	How to connect Form to Create Ticket to Close Change Ticket
	How to connect Form to Delay to Email
	How to connect Form to Retry to Form
	How to connect Script to Bar or Pie Chart
	How to connect Script to Stacked Chart
	How to connect Form with Loop and Printing
	How to connect Form to Schedule to Script

	Connecting Workflow Tasks with Failover - RGF Flow

	Chapter 10: Visual Workflow Request
	Overview
	Accessing the Workflow Request Page
	Workflow Dashboard
	Request :: Overview
	Change Submission Trend

	Custom Reports

	My Workflows
	Request :: View/Run
	Scheduling a Workflow
	Editing the Workflow Catalog Layout
	Editing Subcategories and Workflows within a Catalog

	Scheduled Jobs

	My Requests
	Request :: All
	Viewing the Workflow Log Summary
	Viewing workflow details
	Pausing/Resuming a Workflow
	Aborting a Workflow
	Rollback a Workflow

	Assigned Requests
	Audit
	Settings
	Selecting the Landing Page
	Viewing the View/Run page in Classic mode
	Managing the Catalogs

	Archive Workflow Requests
	Restore Workflow Archives
	Configuring RBAC for Archive and Restore Requests

	Chapter 11: Visual Workflow and Pages

